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Introduction

In SA3#41 it was the general agreement that what is presented in S3-050698 is a valid DoS attack scenario. As determined in the last SA3 meeting, Samsung initiated an e-mail discussion to analysis further. In this contribution, Samsung would like suggest the way forward and discuss alternative solutions to mitigate the DoS attack on NAS registration reject signaling. 
Discussion
It is acknowledge that NAS layer 3 signalling messages that are unprotected are unsafe and can be the subject of attacks from hackers (or in 3GPP speak , "false base-station") whereby hackers can corrupt such unprotected messages. It is also known in the Stage 3 TSes of CT1, RAN2 and RAN3 that such Security Mode Command procedures are not started if the Network refuses - for whatever reason - the UE's request for services. In those instances the Network will just reject the request for service of the MS by the use of an appropriate reject message. That reject message will be sent to the MS unprotected. 
Amongst the reject messages the Network can send to the MS, there are in particular the ATTACH_REJECT and the ROUTING_AREA_UPDATE_REJECT messages. These messages are the reject messages the network uses to refuse registration attempts from the MS. To be exact ATTACH_REJECT and ROUTING_AREA_UPDATE_REJECT can carry a timer value for the timer T3302. The assigned T3302 value can have the duration of between 2 seconds and 3 hours 6 minutes, or can be indicated as 'deactivated'. The consequence of setting the T3302 to 'deactivated' is that further registration attempts to the PS domain following the abnormal failure of a registration procedure are disabled. In this instance the UE will not re-attempt registration and so is denied service until
a) manual request is triggered by the User or 
b) the UE goes through a power cycle or 
c) there is a physical change of Routing Area.
Proposals & Possible Solutions
Samsung would like to suggest that at minimum required changes should be done for Rel-6 onwards. Unless SA3 decides otherwise, Samsung feels that 3GPP releases before Rel-6 is considered far too 'frozen' to make any changes. The drive to mitigate the problem from Rel-6 onwards is also because from Rel-6 there is a change in 3GPP TS 24.008  that allows a 'false basestation' to utilize a CT1 agreed CR (N1-041602 ) to sneak in an shortcut to a DoS attack. It should be noted that reversing that CT1 Rel-6 CR will not stop or mitigate the DoS attack possibility. In our view, reversing the CT1 Rel-6 CR is not in itself a solution. That DoS attack through Registration Reject exist regardless of the CT1 Rel-6 CR. 

For Rel-6 we can see a few possible solutions and these are:

1)  Should the UE be provided a value for T3302 in any unprotected OTA message, the UE shall not take into account this new value of T3302. The UE shall instead 

    a) keep with what value of T3302 it has, be it the default value or a value provided in a protected OTA message or,
    b) set the value of T3302 to the default value if a new value of T3302 is provided in an unprotected OTA message.

2)  That the Network not be allowed to provide a value for T3302 in any unprotected OTA message. If such an update is provided in any such unprotected OTA messages, it shall be ignored by the mobile.

Summing Up
We believe that the NAS signalling procedures dealing with registration rejects has security gaps which is not hard to piece together. Knowing these security gaps, a "false base station" can easily instigate a Denial of Service attack towards MSs. 
We would like to request SA3 to send a LS requesting CT1 to take immediate action to close the security gaps at least from Rel-6. We further propose that SA3 should indicate to CT1 that reversing the CT1 CR N1-041602 is not a solution and that while SA3 has seen some workable solutions, SA3 thinks it is for CT1 to decide on the technical solution to mitigate the DoS attack through Registration Rejects.
