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6.2 (NDS: TCAPsec)
1. Proposal

It is proposed to soften the wording of following sentence in section 4: 

“The security measures specified in this TS are only fully useful if all interconnected operators use them. In order to prevent active attacks all interconnected operators shall route all SS7-traffic via SS7-SEG’s.”
as the use partial use of TCAPsec is already useful (eventually combined with other measures like TCAP handshake for towards those operators that do not use TCAPsec yet). One of such benefits is described in section 5.3 in following NOTE:

“NOTE: The benefit gained for a sending operator A that applies TCAPsec towards a peer PLMN B is that spoofing of the SCCP-calling party address can be detected. The receiving PLMN B is now able to reject unprotected messages with SCCP-calling party addresses from PLMN A.”
Also the relation of TCAPsec with TCAP handshake is clarified.
2. Revised section 4
4
Principles of TCAP user security

4.1
Overview
This technical specification defines mechanisms for protecting all TCAP user messages called TCAPsec. Another approach which could partially achieve the same goal as TCAPsec is the use of NDS/IP [TS 33.210] at the network layer when IP is used as the transport protocol. However, whenever inter-working with networks using SS7-based transport is necessary, protection with TCAPsec shall be used.

The benefit for an operator applying TCAPsec will gradually increase when more interconnected operators also apply TCAPsec. TCAPsec can be used together with TCAP handshake solutions, however when using TCAPsec for MAP SMS transfers between two PLMNs, running TCAP handshake in addition does not add more security.   
NOTE:
A limited level of MAP message authenticity can be achieved without the use of SS7-SEGs by using a TCAP handshake prior to the MAP payload exchange. Annex D describes the use of the TCAP handshake for MAP SMS transfers.
NOTE:
TCAPsec does not validate the TCAP user payload content (e.g. SMS payload address correlation as described for TCAP handshake in Annex D). Message screening functions for particular message types may be needed on top of TCAPsec 
Before protection can be applied, Security Associations (SA) needs to be established between the respective SS7-SEG. Security associations define, among other things, which keys and algorithms to use at the SS7-SEG. The necessary SAs between networks are negotiated between the respective network operators. The negotiated SA will be effective PLMN-wide and distributed to all SS7-SEGs. Each SS7-SEG contains policy information containing the protection mode that shall be applied. Protected TCAP user signalling traffic will, for routing purposes, be indistinguishable from unprotected traffic to all parties except for the sending and receiving entities.

Annex B includes detailed procedures on how secure TCAP user signalling is performed between two SS7-SEGs.


4.2
Network Architecture

In a PLMN that employs SS7 Security Gateways all TCAP user signalling messages entering or leaving the PLMN have to transit an SS7 Security Gateway which belongs to the PLMN and which performs the protection of leaving messages and the protection checking and de-protection or blocking of entering messages. SS7-SEG shall do Global Title Translation. For all unprotected messages from network elements inside one PLMN and SS7-SEG in the PLMN, the destination point is SS7-SEG itself. After messages are modified (protected message), SS7-SEG shall direct the called party address to the final destination of the messages (cf. figure 4.2-1).

One or several SS7 Security Gateways may be employed within a PLMN.

An SS7 Security Gateway may be co-located with any TCAP user NE or it may stand alone. However, for the purpose of this specification and without imposing any restrictions, it is assumed that the SS7 Security Gateways is stand alone.

It is further assumed that the SS7 Security Gateways are located at the border of the PLMN i.e. entering messages transit an SS7 Security Gateway before they reach any other node within the PLMN, and leaving messages transit an SS7 Security Gateway immediately before reaching a node outside the PLMN.
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Figure 4.2-1: SS7-Security Gateway Architecture
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