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1- Abstract
TD S3-050861, which contains a set of requirements and principles for key establishment between a UICC and a terminal, was adopted as the basis for future work. This contribution aims to handle the case of asymmetric key authentication. In such a case, the terminal and UICC can simply rely on well-known mechanisms (e.g. TLS, ROAP) that are already in use to establish a session key and a secure tunnel. Those mechanisms fulfil most of the requirements provided in TD S3-050861. However, the authorization mechanisms used in those well-known mechanisms may not be really adapted to the UICC environment and may not provide the card issuer (i.e. operator) with a satisfactory authorization mechanism (e.g. determining which terminal can securely connect to which UICC). 

This proposal relies on well-known mechanisms that are already in use today for IMEI tracking by the UICC to define an authorization mechanism, which enable the home network to control whether a terminal is authorized to establish a PKI-based secure tunnel.
2- Assumptions
The following are the preconditions for the establishment of a PKI based secure channel between the UICC and the ME: 

· The ME has a public key pair, stored in a secure area, and a device certificate for this key pair

· The UICC has a public key pair, stored securely in the card, and a device certificate for this key pair

· The root certificate that signed the device certificate of the ME is known to the mobile operator

· The root certificate that signed the device certificate of the UICC is known to the mobile operator

· The root certificate that signed the device certificate of the UICC is also provisioned in the ME and stored in a secure area

A secure area in the ME may be a secure memory to which access privileges are controlled by the device operating system.
3- PKI authentication
The flowing steps can schematically describe a PKI authentication between the ME and the UICC:

· The device certificates are exchanged between the ME and the UICC

· The UICC authenticate the ME with a challenge that the ME signs with its private key and that the UICC verifies with the public key of the ME that was delivered in the ME device certificate

· The ME authenticate the UICC with a challenge that the UICC signs with its private key and that the ME verifies with the public key of the UICC that was delivered in the UICC device certificate

· The ME checks that the device certificate of the UICC was not revoked

· The ME checks that the device certificate of the UICC is signed by a trusted root certificate that is provisioned in the ME

· The UICC checks that the device certificate of the ME was not revoked

· The UICC checks that the device certificate of the ME is signed by a trusted root certificate that is provisioned in the UICC

Note: the above list does not impose exactly the same order of operations and the order may be different. However, all the above operations must be done.
4- Difficulties in PKI authentication for a secure channel
All the PKI related operations that were listed in the above chapter could be done by the UICC except for the certificate verification operations:
· The UICC checks that the device certificate of the ME is not revoked

· The UICC checks that the device certificate of the ME is signed by a trusted root certificate that is provisioned in the UICC
The above two operations implies that the card has the following capabilities:
· Secure time for date and time verification

· Have an updated revocation list of certificates (CRL)

· Can do parsing of a X.509 certificate
It is not practical to maintain an updated revocation list of certificates (CRL) on the card since it needs to be updated in millions of cards. Also secure time is difficult to implement in the UICC.

On the other hand all other operations that are listed for the secure channel authentication can easily be implemented by the UICC and already exist in the market place.
5- The proposed solution
It is proposed to delegate the operation of ME device certificate revocation and validation to an authorized server in the operator’s domain. For this purpose we propose to rely on existing mechanism that is called “IMEI tracking”. An IMEI tracking in the UICC application is invoked when the UICC is inserted in a new ME. It compares the IMEI that is registered in the UICC with the IMEI sent by the handset. 

If it is not the same IMEI, as is already registered in the UICC (the user has changed handsets), it shall do the following:
· Send a message to the operator’s authentication server informing the new IMEI.  The operator’s authentication server then lookup its repository of device IMEI list and based on it can find the device certificate of this ME (IMEI is used only as an identification handle). 

· The operator’s authentication server does the certificate revocation verification procedure (e.g. OCSP or other standard solution). If the certificate is not revoked the operator’s authentication server will provision in the UICC (e.g. via standard secure OTA) the public key of the ME as extracted from the device certificate. 

The UICC will use the above provisioned information in the secure channel protocol as described below:
· The UICC authenticate the ME with a challenge that the ME signs with its private key and that the UICC verifies with the public key of the ME that was provisioned by the IMEI tracking application. Since the IMEI tracking operation is done upon startup the information should already be there.
The UICC does not do any parsing of the ME certificate nor any verification on this certificate. If the public key that the operator’s authentication server provisioned in the card, can verify the challenge that was signed by the ME then the authentication succeeds. 

If the ME public key was not provisioned in the UICC it means that the ME certificate was not validated by the authentication server (i.e. revoked). In this case the mutual authentication between the ME and the UICC will fail.

On the ME side, It is assumed that the ME can do certificate revocation and validation since it is already implemented today (e.g. OMA DRM 2.0 that uses PKI and OCSP for revocation checks in the ME). 

6- Conclusion
SA3 is kindly invited to consider the above-proposed solution. 













