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1- Abstract
GBA_U offers a mechanism to provision two shared secrets, one in the UICC (Ks_int_NAF) and another in the ME (Ks_ext_NAF). The interest in GBA_U for Liberty-3GPP security interworking lies in the possibility to use either key or both keys to enable new interworking scenarios.

This document aims to show how GBA_U can be used in the context of Liberty Identity frameworks. 
2- Usage of GBA_U external keys
The "Scope" section of TR 33.980 [2] seems to prohibit the usage of the GBA_U external keys (Ks_ext_NAF) by stating that TR 33.980 [2] "only applies if Liberty Alliance and GBA_ME are used in combination". In fact, GBA_ME is defined in TS 33.220 [3] as follows: "[…] in GBA_ME, all GBA-specific functions are carried out in the ME. The UICC is GBA-unaware".

The advantages of using Ks_ext_NAF rather than Ks_NAF have been discussed by SA3 at several occasions (see TD S3-050069). Consequently, for TS 33.222 [1], it was decided to use Ks_ext_NAF (rather than Ks_NAF) when the UE is equipped with a GBA_U enabled UICC. Furthermore, it is our understanding that this principle has also been applied to TR 33.980 [2] since "Ks_(ext)_NAF" (not Ks_NAF) is used to refer to the GBA derived keys.

Therefore we kindly ask SA3 to remove the inconsistency between the used terminology and the "Scope" of TR 33.980 [2] by updating the "Scope" as follows: ""This document only applies if Liberty Alliance and GBA are used in combination". 

Finally, It is our opinion that the principle of using Ks_ext_NAF whenever the UE is equipped with a GBA_U enabled UICC, should be generalized to avoid repeating the same discussions each time GBA is adopted by a new service. We could provide the necessary change requests to TS 33.220, if SA3 believes that it is needed.
3- Usage of GBA_U internal keys
3.1 UICC based services

TR 33.918 [6] describes how a UICC-based application can establish an HTTPS [1] connection with a NAF. Similarly, a UICC-based application can authenticate to a NAF/IdP (using Ks_int_NAF as password) and request security tokens to access a service. This should be feasible without any further standardization effort.

Therefore, we believe that the editor's note in section 4.3.3 ("Editor’s note: If further details on the usage of GBA_U are needed in 4.3.3 - 4.5 is for further study") should be removed. 

3.2 IClient

Future releases of ID-WSF are expected to include the Intelligent Client (IClient). As described in [5], the IClient "defines/profiles identity management mechanisms where the user device has enhanced capabilities, available if the device is on or offline, … expanding the opportunity for additional types of strong authentication mechanisms, smart cards, SIM devices, etc." 

In a related effort, ETSI SCP has developed a new specification TS 102.350 [4]. This specification "covers the client environment which typically includes an Identity User Agent (IdUA) and a secure hardware Trusted Module (TM)". It sets basic requirements for the UICC-based TM in order to support the requirements of the Liberty Alliance. Section 5.2.1 of TS 102.350 [4] reads as follows:
"[…] 

The TMUICC will also provide:

8)
Signing of authorization assertions using symmetric techniques.

9)
Secure storage and management functions for provisioned keys.

10)
Secure generation, storage and deletion of temporary symmetric keys.

[…]"

GBA_U could be used to generate the above-mentioned symmetric keys. The GBA_U internal key (i.e. Ks_int_NAF) could be used for different purposes (e.g. fulfil requirement 8, secure the communication between the IdP and the TM, etc). 

GBA_U internal keys could also be used by future releases of Liberty Alliance Identity Frameworks.

4- Conclusion
We kindly ask SA3 to discuss and endorse the above proposals.
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