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1. Introduction

In the 3GPP RAN2, RAN3, SA3 joint meeting in Sophia-Antipolis (January 10-11, 2006) it was decided that SA3 will study the issue of separate keys for eNodeBs in SA3#42 and report to RAN working groups if separate keys are needed. This document compares the alternatives of having the same or separate UE specific keys for eNodeBs and proposes to have a working assumption of key separation between eNodeBs.
2. Separate or Common Keys for eNodeBs
2.1 Signaling security and key management
Having separate keys is not a problem for the UE, neither from implementation nor complexity point of view. It depends how the key management is handled, but in general UE derives new keys for the target eNBs, using target eNB identities and the keys that have been produced during newtork access authentication procedure (e.g. AKA). Binding the keys to the eNB identities is essential for the separate keys solution.
With separate keys the UE can also authenticate the eNB, assuming the keys are bound to the eNB identities. This mitigates man-in-the-middle eNB threat. Also, the network can be sure that all the UEs are not using any other eNBs than what the MME has allowed. This is because the MME controls the key derivation process and can decide what eNBs to include into the process.
In handoff, the target eNB needs to get the C-plane protection key for the UE regardless if common or separate keys are used for eNBs per UE. The key transfer needs to happen either from the core network or from the source eNB. However, it is better to transfer a new key than using the same key with potentially shorter lifetime and thus requiring key re-negotiation. If separate eNB keys are used, the useful lifetime of the keys is potentially longer (less data transferred with one key if handoffs occur).
Key separation solutions exist for both centralized and distributed handoff scenarios. Both are equally secure in the sense that a key is encrypted for the specific eNB, which can then only decrypt it (separate security associations between eNBs and MMEs). 
For the distributed case the central node (MME) can generate keys and secure them for several eNBs in one phase without needing to generate new keys for the same eNBs multiple times, even if UE is switching between them repeadetly. These generated keys are packed together and transferred between eNBs for example. For the centralized case, the MME generates a new key in every UE handoff for the target eNB and sends it securely for it regardless if the UE is switching between the same eNBs in a group. This requires more processing from the MME compared to the distributed case and the load is directly proportional to the number of handoffs in the network, which is not the case with distributed solution.
With common key for multiple eNBs case, the sequence number synchronization for the C-plane between UE and eNBs must happen during the handoff. However, if UE and network exchange nonces (random numbers), which are used to derive CK and IK further from the delivered key, then sequence number synchronization is not needed because the messages can not be replayed as is (CK and IK are different). However, this solution does not provide cryptographically separate keys, which means that the attacker is able to derive these keys by intercepting data traffic if he has access to the previous keys. Still another alternative is to include the UE and the target eNB identities into the protected area of all the C-plane messages between UEs and eNBs, so that the messages can not be replayed to other eNBs/UEs (i.e. the receiver can verify the authenticity of the target and source identities). This may, however, require that the integrity protection is extended to cover lower layer as well, which may otherwise not be required and thus considered not to be a feasible approach. With separate keys neither the eNB and UE identities inclusion into the protected area nor the sequence number synchronization is needed. This may make the decision of the C-plane security layer easier and the number of bytes needed in the protected area smaller. 
Note, however, that sequence numbers are needed within the eNB scope to provide replay protection with a single eNB in any case regardless of the key management solution (i.e. separate or common keys).
2.2. Threat of a hijacked/rogue eNB increases considerably with a common UE specific eNodeB key and affects the whole network
If handoff signaling protection utilizes UE specific keys per eNB (bound to the eNB identities), the whole network becomes more secure and potentially mitigates multiple DoS attack vulnerabilities affecting the whole network from a single hijacked eNB or by an attacker replaying messages (rogue eNB). In handoffs the UE’s signature made with target eNB specific key may be utilized in messages for the target eNBs so that the target eNBs can authenticate the UE and verify that it is legitimitate one (has access to the keying material of this UE). This prevents the eNBs from sending legitimitate spoofed handoff initiation messages to other eNBs because the UE’s signature is required by the target eNB. Also, if an attacker is able to hijack an eNB he is not able to command UEs (i.e. sending message from eNB to the UEs) to start handoff process towards other eNBs without involving the target eNB and letting the UE and target eNB authenticate each other based on the target eNB specific key.

With separate keys it is also possible to authenticate the first messages sent between UE and eNB. If single key for multiple eNBs is used, then it is not possible to differentiate the eNBs from each other (spoofed messages and no authentication for eNBs). If nonces are used to derive new keys from the same keying material within every eNB the attacker can intercept those messages and derive the new keys. This is not possible if the keys derived higher in the keying hierarchy, for example in the MME (i.e. the keys are cryptographically separate).
If the eNB is able to send session termination requests/commands to the UEs, a hijacked eNB is able kick out UEs that are attached to it. If common keys are used in multiple eNBs, then the same hijacked eNB is able kick out all the UEs under eNBs with common UE specific keys. This level of logical DoS attack is more severe than a radio jamming attack because of its potentially easy implementation.

3. Conclusion and Working Assumption Proposal
A solution of separate UE specific keys for eNodeBs makes the system more secure. From security perspective cryptographically separate UE specific keys provide higher security, mutual authentication between UE and every eNodeB, preventing man-in-the-middle eNBs and lowering considerably the effect of rogue eNodeBs. Separate UE specific keys provide also independency of used signaling sequence numbers with more flexible security requirements. Separate session keys solution for eNodeBs does not make the system considerably more complex, but makes the design of security context management in UEs and eNodeBs easier with higher security.
Key separation solution also makes the C-plane termination in the eNB more secure solution than the solution with common UE specific key for all eNBs and at the same time giving higher flexibility for signaling functionality design (i.e. safe working assumption). Without knowing the exact details of RRC/MM/MAC functionalities, it is not easy to provide arguments favoring common keys for all eNBs and at the same time assuring that the security level of the system is high enough.
Using common key for all eNBs may introduce critical weaknesses in the network side behind the eNB, which should be avoided. One example weakness is much lower resistability of DoS attacks from hijacked eNBs against other eNBs in the network; meaning that an attacker hijacked an eNB could potentially launch wide area DoS attack against other nodes in the network. 
Based on the analysis in this document we can conclude that it is better to have cryptographically separate UE specific keys for eNodeBs as the working assumption. This is a safe approach and more flexible in what solutions we choose for the RRC and MM signaling. Using separate keys for eNBs, we make the system security also at least equally competitive with other access technologies like WiMAX and 802.11, which use separate keys for base stations/access points.
We propose to send an LS from SA3 to the RAN working groups about this decision based on the material in this document. We propose also that the LS informs the RAN working groups that the cryptographically separate keys for the eNBs are derived based on the unique eNB identities in the access network so that the UE is able to authenticate the eNBs as well.
A. Appendix – Benefits with Session Keys Context concept
For the distributed handoff signaling case, a Session Keys Context (SKC) concept (S3-050721, Nokia Security Solution, SAE Security, Nokia contribution to SA3 meeting #41, San Diego, USA, Nov 15 – 18, 2005.) has been created for providing separate eNB keys. The keys are derived in the MME based on the authentication signaling result (e.g. AKA). Each key is derived specifically for only one eNB by including the eNB identity into the key derivation function (along with other needed information like algorithm information and UE identity etc.). The keys are also encrypted for the specific eNB, packed together, and transferred between eNBs during handoffs in context transfer messages (distributed solution case). Each eNB can identify its own key from the context based on a unique eNB identity.

SKC concept can also provide secure eNB-eNB communication between eNBs that are listed in the SKC. The idea is that the MME also adds one common key into each row of the SKC per eNB. This common key is shared within all the SKC rows and enables the eNBs to use this key to secure inter-eNB signaling. With this mechanism additional C-plane SA management between the eNBs (almost a mesh network) is not needed (O&M cost savings, note that the U-plane is protected between UE and UPE already). This eNB-eNB shared key is bound to the UE session, which makes the mechanism more secure than having common SAs between all the eNBs (i.e. separately managed SAs). In addition to this, only the involved eNBs get the key during the handoff, reducing considerable the key scope in practice and thus increasing security of the system.

MME can create the SKC for one or multiple tracking areas, meaning that the MME is not involved in key derivation during handoffs in one or multiple tracking areas. Tracking area as boundary is only an example and different mechanisms for choosing eNBs into the SKC can be used. Also, if the UE attaches to multiple eNBs multiple times, the same SKC can be used and signaling load to the MME is not increased because of number of handoffs in the network. This makes the MME more scalable compared to case, where the MME would be involved in every handoff, deriving keys for UEs.
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