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1. Introduction
This pseudo-CR to TS 33.110 on “key establishment between a UICC and a terminal” proposes addition of the TLS-based solution described in SA3#42 S3-060024 contribution. 

***BEGIN CHANGE***

2
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[2]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[3]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application function using Hypertext Transfer Protocol over Transport Layer Security HTTPS".

3 
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Editor’s note: 
It is for further studies, if special definitions are needed.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Editor’s note: 
It is for further studies, if special symbols are needed.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Editor’s note: 
It is for further studies, if special symbols are needed.

4 
Key Establishment between a UICC and a terminal Architecture
This document is based on the GBA architecture specified in TS 33.220 [2] and mechanisms specified in Access to network application function (NAF) using HTTPS, TS 33.222 [3]. All notions not explained here could be found in TS 33.220 [2] or TS 33.222 [3]. 

4.1 Reference model


Figure 4.1 shows a simple network model for the entities involved in the key establishment between a UICC and a terminal, and the reference points used between them.
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Figure 4.1: Simple network model for key establishment between a UICC and a ME 

4.2 Network elements


4.2.1
Bootstrapping server Function (BSF)
The BSF shall support the features of GBA_U procedure as specified in TS 33.222 [2].
Editor’s note: 
Details to be filled in

4.2.2
Network Application Function (NAF)

The NAF shall support: 
· the features of GBA_U procedure as specified in TS 33.220 [2]

· certificate-based mutual authentication between UE and Application Server for access to NAF using HTTPS as specified in TS 33.222 [3]. 
The subscriber’s home operator authorization for key establishment is exercised using USS. 

Editor’s note: 
Details to be filled in

4.2.3
HSS

Editor’s note: 
Details to be filled in

4.2.4
UE
The UICC shall be GBA_U aware. 
The terminal is part of the Mobile Equipment; it can be either the MT or the TE. 

The ME shall support: 

· the features of GBA procedure as specified in TS 33.220 [2]

· certificate-based mutual authentication between UE and Application Server for access to NAF using HTTPS as specified in TS 33.222 [3].

Editor’s note: 
Details to be filled in

4.2.4
SLF

Editor’s note: 
Details to be filled in

4.3 Key establishment architecture and reference points

Editor’s note: 
Details to be filled in.
4.4 Requirements and principles for key establishment between a UICC and a terminal

The following requirements and principles are applicable to the procedure for key establishment between a UICC and a terminal: 

· The terminal and the UICC shall be able to establish a shared key;

· The terminal shall be trusted;

NOTE:
The definition of trusted terminal is out of scope of the specification. The terminal may be compliant to requirements defined in TCG specifications or 3GPP SA3 Technical Report on “Trust Requirements for Open platforms in 3GPP”.

· The shared key to establish between the UICC and the terminal shall not be exchanged unencrypted on the interface between the UICC and the terminal;

· The terminal and the network shall be able to authenticate each other;

· The server implementing the key establishment function needs to be trusted by the home operator to handle the authentication parameters and the shared key;

· The home network shall be able to control whether this terminal is authorized to establish a shared key with the UICC for both symmetric and asymmetric protocols;

· In the case of asymmetric key authentication, the UICC shall be able to rely on its home network infrastructure to validate the terminal certificate;

· The procedure for the key establishment between a UICC and a terminal shall be access independent;

· To the extent possible, existing protocols and infrastructure should be reused;

4.5 Procedures


4.5.1
Initiation of key establishment between a UICC and a terminal
Editor’s note: 
Details to be filled in.

4.5.2
Key establishment procedures

1. The UICC and the BSF perform GBA_U procedure to derive GBA bootstrapping key Ks. The UICC stores Ks, B-TID, the associated key lifetime and the random RAND.

2. The UICC derives GBA_U NAF specific keys and uses Ks_int_NAF to derive a UICC-ME shared secret called Ks_int_SC.

3. The ME and the NAF establish a HTTPS tunnel with certificate-based mutual authentication between the ME and the application server. Confer TS 33.222 [3] section 5.5.

4. The ME sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The message is sent within HTTPS tunnel.The request may contain the following payload; the identity (B_TID), the terminal identity (IMEI).

5. The NAF contacts the BSF and sends the identity B_TID in a credential request.

6. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF.

7. The NAF
a. If the NAF has requested a USS, and the USS indicates to the NAF that the key establishment is authorized, then the NAF continues the procedure, otherwise the NAF shall respond with the appropriate error code and terminate the TLS connection with the UE.
b. checks if the IMEI number is blocked (blacklisted) and if so does not proceed with the bootstrapping procedure

c. derives Ks_int_SC from  Ks_int_NAF
8. The NAF sends within HTTPS tunnel a request response message to the ME with the following payload: B-TID, Ks_int_SC.
9. The ME stores Ks_int_SC

[image: image2.wmf] 

 

 

1

. GBA_U Bootstrapping procedure

 

UICC

 

 

 

NAF

 

 

 

ME

 

BSF

 

2.

 UICC generates 

GBA_U NAF specific 

and derives Ks_int_SC

 

3.

 Establishment of 

HTTPS tunnel between 

the ME and the NAF 

 

4

. Application

 Request 

 

for key establishment 

 

sent within HTTPS tunnel

 

(B

-

TID, IMEI, …)

 

 

7.

 Check IMEI number, 

 

Derives Ks_int_SC 

from Ks_int_NAF

 

 

5.

 Authentication  Request 

 

 

(B

-

TID, NAF hostname)

 

6.

 Authentication  Answer 

 

 

(Ks_NAF, Ks_int_NAF 

Ks_ext_NAF, Prof, Bootstrap 

time, key lifetime

 

8.

 Application Answer

 

sent within HTTPS tunnel

 

 

(B

-

TID, Ks_int_SC

 

9. 

 

Stores Ks_int_SC 

 

 Figure 4.2: Procedure for key establishment between a UICC and a terminal 
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