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1 Introduction

TSG SA#30 agreed new SA3 Work Item Description on “Key establishment between a UICC and a terminal”. 

This contribution proposes solution for the corresponding Technical Specification TS 33.110.

2 The terminal 

The WID on Key Establishment between a UICC and a terminal defines the type of terminal involved in the key establishment: “The objective is to provision a shared key between a UICC and a terminal that may host the UICC or be connected to the device hosting the UICC via a local interface”.

A 3GPP User Equipment contains a least one UICC and one MT and may also contains one or more TEs. 
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The terminal for the key establishment with a UICC may be either a MT or a TE. The terminal is part of the Mobile Equipment.

3 Solution overview

3.1 GBA-based solution

GBA_U mechanism establishes shared keys with the network: 

Ks_int_NAF: the key is shared between the UICC and the network; the key does not leave the UICC

Ks_ext_NAF: is shared between the ME and the network, the key is computed in the UICC and transmitted to the ME. 

Ks_ext_NAF key cannot be involved in the solution since the key is exchanged unencrypted on the interface between the UICC and the ME. 

The proposal consists in re-using GBA_U to derive a key from Ks_int_NAF: Ks_int_SC. This key would be shared between the UICC and the NAF. 

A protocol between the NAF and the ME has to be defined to send the shared key Ks_int_SC to the ME. The Ua interface has to be extended. 

Ks_int_SC key derivation

Ks_int_SC could be equal to HMAC-SHA-256 computed on a string S using key Ks_int_NAF.

The GBA_U UICC-ME interface should be extended to derive the Ks_int_SC key within the UICC. This derivation could take place in the USIM or ISIM application by adding a new mode to the AUTHENTICATE command - GBA security context. 

Conclusion

The key establishment procedure could be based on GBA_U mechanism, this solution reuses existing protocols and infrastructure. However the Ua interface has to be extended. 

3.2 Reference model

The reference model would be:
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The terminal involved in the key establishment procedure is part of the Mobile Equipment (the terminal is either the MT or the TE).

3.3 Proposed solutions 

The aim of the solution is to share a secret key between a terminal in the Mobile Equipment and a UICC containing a USIM, and possibility ISIM application. 

The procedure of the solution consists of 2 parts:

1. GBA-based mechanism to establish a shared key between the UICC and a Network Application Function (NAF)

· The UICC and the BSF perform GBA_U bootstrapping procedure . The UICC stores Ks, B-TID and associated key lifetime and the RAND

· UICC derives NAF specific key, the UICC derives a shared key from Ks_int_NAF: Ks_int_SC

2. Protocol between the Mobile Equipment and the NAF to send the shared key, Ks_int_SC, to the Mobile Equipment 

Several protocols could be foreseen for the second part of the procedure. The following sections describe alternatives. 

3.3.1 Diffie-Hellman-based solution
The procedure suggested below is based on GBA-U and Diffie-Hellman mechanisms. It assumes that the mobile terminal has network access, is attached to the cellular network and performs the standard GBA bootstrapping procedure. 

Procedure

1. The UICC and the BSF perform GBA_U bootstrapping procedure to derive GBA bootstrapping key Ks. The UICC stores Ks, B-TID, associated key lifetime and the random RAND

2. The UICC derives GBA_U NAF specific keys and uses Ks_int_NAF to derive a UICC-ME shared secret called Ks_int_SC

3. The ME generates a Diffie-Helman secret (which shall be random value), x, and corresponding public key, gx. Next, the ME computes a signature (Sig_t) calculated over an identity (B-TID); the terminal identity (IMEI) the Diffie-Hellman public key gx, a random nonce(N) and the private key K associated to the device certificate. 

4. The Mobile Equipment (ME) sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The request may contain the following payload: the identity (B_TID), the terminal identity (IMEI), gx, the random nonce (N), the signature Sig_t and a certificate (Device_Cert)

5. The NAF contacts the BSF and sends the identity B_TID in a credential request. 

6. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF.

7. The NAF 

· checks the received Sig_t/Attestation value using the certificate

· checks if the IMEI number is blocked (blacklisted) and if so does not proceed with the bootstrapping procedure
· checks if the nonce N has been used together with the received IMEI number before. If so, the procedure is also aborted (or an error is sent to the ME)
· derives Ks_int_SC from  Ks_int_NAF
· encrypts Ks_int_SC as following: 

A Diffie-Hellman secret (which shall be random value), y, and public values, gy, are then generated and calculated respectively. The secret Diffie-Hellman value is then used to calculate the Diffie-Hellman secret as gxy. This value is then truncated to the size of Ks_int_SC , [gxy]n.

Next, the secret value Ks_int_SC is encrypted as KE = Ks_int_SC ([gxy]n.  
· computes a digital signature Sig_n over( B-TID|| N|| KE, K_server), K_server is the public key of the server certificate, Serv_Cert.
8. The NAF sends a request response message to the ME with the following payload: B-TID, gy,N, KE, the signature, the server certificate [Serv_Cert].

9. The ME now verifies the signature Sig_n value using the server certificate (Serv_Cert). It also verifies that the value N is the same value as was sent in the request in step 1. If these checks are OK the ME calculates the Ks_int_SC as Ks_int_SC  = KE( [gyx]n Diffie-Hellman-based
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3.3.2 TLS-based solution
The procedure suggested below is based on GBA-U mechanism and HTTPS. It assumes that the terminal has network access, is attached to the cellular network and performs the standard GBA bootstrapping procedure. 

Procedure

1. The UICC and the BSF perform GBA_U bootstrapping procedure to derive GBA bootstrapping key Ks. The UICC stores Ks, B-TID, the associated key lifetime and the random RAND

2. The UICC derives GBA_U NAF specific keys and uses Ks_int_NAF to derive a UICC-ME shared secret called Ks_int_SC.

3. The ME and the NAF establish a HTTPS tunnel with certificate based mutual authentication between the ME and the application server. Confer TS 33.222 section 5.5. 
4. The Mobile Equipment (ME) sends a “service request” message to the Network Application Function (NAF) node in the mobile operator network. The message is sent within HTTPS tunnel The request may contain the following payload; the identity (B_TID), the terminal identity (IMEI).
5. The NAF contacts the BSF and sends the identity B_TID in a credential request. 

6. The BSF returns the secret values, Ks_int_NAF, Ks_ext_NAF to the NAF.

7. The NAF 

a. checks if the IMEI number is blocked (blacklisted) and if so does not proceed with the bootstrapping procedure
b. derives Ks_int_SC from  Ks_int_NAF
8. The NAF sends within HTTPS tunnel a request response message to the ME with the following payload: B-TID, Ks_int_SC
9. The ME stores Ks_int_SC
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3.3.3 Comparisons between proposed solutions
Diffie-Hellman-based solution 

· Cons

· During SA3#40 meeting, the usage of Diffie-Hellman was rejected. The agreed solution for 2G-GBA relies on TLS.

TLS-based solution

· Pros

· HTTPS between a User Equipment and a NAF is already specified by 3GPP-SA3. Cf TS 33.222. 

HTTPS between the terminal (ME) and the NAF, based on certificate mutual authentication, is described in SA3 specifications (TS 33.222 and TS 33.221). 

· TLS is already implemented on ME to exchange data between the UE and network, e.g. WAP TLS.

Conclusion 

The preferred solution for the key establishment between a UICC and a terminal is TLS-based solution. 
3.4 Key lifetime of the established key

As soon as the Ks_int_SC is provisioned on the ME, the network is no longer involved in the usage of the established key. The NAF should be able to limit the key lifetime of the established key and/or to invalidate the established key. 

· Alternative_1

The NAF should be able to limit the key lifetime of the established key. The established keys shall be deleted from the ME when the ME is powered down.

Pros: 

· No extra mechanism is required. 

Cons: 

· Each time the ME is powered down a new key establishment procedure involving certificate-based authentication is required.

· If the ME is not attached to the cellular network then any application relying on the established key would be unavailable. 

· Alternative_2

The NAF should be able to limit the key lifetime of the established key. A counter associated to the established key could be proposed. There would be a new request for key establishment procedure when the counter reaches the limit value or on terminal demand. 

Pros: 

· The solution is easy to implement: a counter on the UICC that can be read by the ME. 

· The counter could be under operator’s control by means of Over The Air (OTA) commands

· Application relying on the establish key could be run even if the ME is not attached to the cellular network. 

· Alternative_3

The NAF shall be able to invalidate an established key. OTA command shall be available to invalidate the established key associated to a particular NAF. 

Pros

· The NAF and the subscriber’s operator has full control of the key lifetime

Cons: 

· The NAF is the entity that should decide if the established key has to be invalidated and the OTA commands are sent by the subscriber’s home operator. Consequently, an additional interface has to be specified between the BSF and the OTA server and the NAF-BSF interface has to be extended. 

· The time delivery for OTA command is unpredictable.

Conclusion

We propose the usage of a counter associated to the established key (alternative_2) to limit the usage of the established key Ks_int_SC. When the counter reaches its limit value the established key is no longer available, a new key establishment procedure has to be run. 

3.5 Authorization 

The subscriber’s home operator shall be able to forbid a key establishment between the UICC and the terminal. The home operator control could exercise using GBA User Security Settings (GUSS).

USS usage in step 7 of the procedure

If the NAF has requested a USS, and the USS indicates to the NAF that the key establishment is authorized, then the NAF continues the procedure, otherwise the NAF shall respond with the appropriate error code and terminate the TLS connection with the UE

3.6 End-user involvement

The end-user involvement has to be considered to decide if the user should be aware of the establishment of a shared key between the UICC and the terminal, if the user could refuse the key establishment. 

It seems that it should depend on the application in charge of the usage of the established key to inform or not the final user. 

To prevent malicious usage of the established key, an access control could exist..  

We propose that the end-user involvement will not be part of the Technical Specification. 

4 Conclusion

We kindly ask SA3 to review the proposed solutions in order to specify the procedure for key establishment between a UICC and a terminal. 

We propose that TLS-based solution should become the solution for the key establishment between a UICC and a terminal. A companion contribution, S3-060025, proposes a pseudo-CR to TS 33.110. 
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