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1 Introduction
This contribution introduces an updated ID-WSF authentication service  model and procedure.

2 Discussion

The main update is:

1. In Figure 4.2-3, the authentication service should be at the IdP instead of at the WSP. And since LUAD-WSC is implemented on the UE, it should get access to a WSP instead of a SP.
2. Some changes about ID-WSF authentication service procedure.
3 Proposal
===== BEGIN CHANGE =====

4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This section describes the GAA and ID-FF / ID-WSF architecture. The GAA system consists of UE, BSF, NAF, and HSS (and D-Proxy dependent on configuration) as described in TS 33.220 [1]. 

In the Liberty Alliance are the following system entities: Principal (shown as UE in the figures), IdP, DS, SP, and the roles WSC, and WSP. Typical Liberty Alliance network models are shown for ID-FF in Figure 4.2.-1 and for ID-WSF in 4.2.-2.
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Figure 4.2-1: Liberty Alliance network model for ID-FF

For easy integration in current web deployment, some variants of ID-FF do not use the SOAP-based connection between IdP and SP (as shown e.g. in figure 4.2-1), but rely solely on HTTP-based connections originating in UE.
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Figure 4.2-2: Liberty Alliance network model for ID-WSF

Regarding GAA/GBA interworking with Liberty ID-WSF, in principle Liberty ID-WSF Authentication Service Specification [8] is the only a specific ID-WSF service that it is relevant for the discussion regarding authentication interworking. 

The typical Liberty ID-WSF attribute sharing infrastructure including WSC, WSPs and DS does usually not interwork with with GAA/GBA. A WSC would request end user attributes to a WSP and all the required security aspects would be supported by the DS. 

Liberty ID-WSF Authentication Service Specification, describes procedures so that:

1.
A user(LUAD-WSC) uses the authentication service at the IdP using SOAP based interface to obtain a security token; 
2.
A user(LUAD-WSC) invokes for example the SSO service at the IdP to obtain an authentication assertion; 

3.
A user(LUAD-WSC) presents the received authentication assertion to the WSP.    

This procedure is described in section 4.3.5.  The Liberty ID-WSF Authentication Service may also be used by WSCs to be able to interact with a DS (e.g. when a Liberty ID-FF infrastructure is not available and a WSC needs to interact with a DS in order to discover user attributes). Here the DS would act as a WSP that needs to authenticate the WSC. This would be a entity peer-authentication rather than a GBA/GAA based end-user authentication. Thus the only potential for interworking between the ID-WSF Authentication Service and GAA/GBA is where a Liberty implementation of a WSC in a User Equipment (i.e. a Liberty User Agent or Device, LUAD-WSC) wants to get access to a WSP (e.g. a DS or any other WSP). Therefore, the roles and architecture elements relevant are described in figure 4.2-3.
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Figure 4.2-3: Liberty Alliance network model for ID-WSF Authentication Service

The Liberty specific interfaces are secured using methods described in [14] and [6]. There are several possibilities for the UE interfaces towards Liberty entities e.g. pure HTTP based or PAOS based. For a mobile network operator deploying 3GPP GBA system and the Liberty ID-FF, there are two alternative architectures possible. The IdP might be collocated with the NAF or with the BSF and the SP is collocated with the NAF. The reference points between the UE and the SP, respectivley the UE and the IdP might also be SOAP based. 

4.2.1 
Architecture for collocated IdP/NAF in ID-FF and ID-WSF

If the IdP is collocated with the NAF, then the IdP/NAF authenticates the UE using the GBA credentials. There is only one reference point carrying both Liberty Alliance and GBA related information, i.e. the reference point between the IdP/NAF and the UE. The protocols, that are used to trigger the authentication of the UE and the successful authentication information, are defined in Liberty ID-FF [7] or SAML v2.0 [13]. The architecture for a collocated IdP/NAF together with the Liberty ID-FF is outlined in Figure 4.2-4.
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Figure 4.2-4: Combined Liberty Alliance ID-FF and GAA architecture with collocated NAF and IdP.

If the GBA architecture is deployed together with the Liberty ID-WSF Authentication Service as described in 4.2-5, then the architecture would be the similar as for the Liberty ID-FF case as depicted in Figure 4.2-4. The main difference would be that the Ua reference point would be a SOAP based interface for the usage of the authentication service.
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Figure 4.2-5: Combined Liberty Alliance ID-WSF and GAA architecture with collocated NAF and IdP.

If the subscriber’s home operator does not host the IdP/NAF, then the architecture also includes a D-Proxy as described in TS 33.220 [1]. In a interworking scenario with the Liberty ID-WSF Authentication Service, a web service provider(WSP) that wants to request user(LUAD-WSC)  authentication would redirect the user(LUAD-WSC)  to the IdP/NAF. The user(LUAD-WSC)  will be authenticated in a first step to the IdP/NAF for which GBA procedures may be used to obtain a security token.The IdP/NAF interaction with the BSF would be transparent to the WSP. In a second step the user(LUAD-WSC)  will invokes for example the SSO service at the IdP to obtain an authentication assertion;. Finally the user(LUAD-WSC)  will present the received authentication assertion from the IdP to the WSP which would analyze it and decide whether the user (LUAD-WSC) deserves access to the service or not.
4.3.5
SSO scenario: ID-WSF Authentication Service
In this scenario the UE is LAP enabled, i.e. a LUAD (Liberty enabled User Agent or Device as defined in Liberty ID-WSF Profiles for Liberty enabled User Agents and Devices specification [16]). The protocol elements used are taken from ID–WSF Authentication Service  [8], and the interaction of UE with IdP comprises two consecutive protocol runs. The active LUAD client contacts the NAF/IdP first before accessing the service provided by the SP. 

1.
The UE(LUAD-WSC)  authenticates with the IdP and retrieves a security token, which entitles the UE(LUAD-WSC)  to invoke some services. 

2.
The UE(LUAD-WSC)  invokes the Single-Sign-On service of the IdP using the security token. In this step the UE(LUAD-WSC)  receives the authentication assertion (authentication and authorisation information) to be used at the WSP.

3.
The UE(LUAD-WSC)  presents the authentication assertion to the WSP for web service access.

This IdP can be co-hosted with the NAF or the BSF and hence the scenario may be mapped differently to GBA. This would require that both the first step and the second step are mapped to Ub reference point of GBA [4]. Even, if this mapping is possible, it would require some complex conversions, since the syntax and semantic of the information elements transferred between GBA and LAP protocols differ substantially. Therefore, the IdP/BSF co-hosting will not be elaborated further.

-
In the default case, the IdP is co-hosted with the NAF, then both the first step and the second step are mapped to Ua reference point of GBA TS33.222 [2], carrying the LAP security token as payload to the UE. The Ub run must be executed by the UE if necessary, but this is not using LAP protocols [6], [7] or [8].

The second step is completely as defined in LAP (no connection to GBA). The only dependency on GBA is in the content of the SAML authentication assertion depends partly on GBA results (protocol parameters, e.g. execution time, and user-specific parameters, e.g. taken from USS). 

This is the ID-WSF scenario discussed in the remainder of this document.

-
If the IdP is co-hosted with the BSF, then both the first step and the second step are mapped to Ub reference point of GBA [4]. 
Despite having this formal analogy of executing two consecutive protocol runs required by both protocol worlds, it seems that a simple mapping is not possible. The syntax and semantic of the information elements transferred between GBA and LAP protocols differs substantially. 

===== END CHANGE =====













_1178718561.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		







[image: image1.wmf] 


NAF


 


[image: image2.wmf] 


NAF


 




LAP WSP-WSC



SOAP-based







WSP







LAP WSC-IdP/DS



SOAP-based







IdP / DS







WSC / SP







	



�	IdP 



�







LAP UE - IdP







LAP UE-SP



















UE











_935227290.doc







_1194853164.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		









UE



LUAD







LAP WSP-UE



SOAP-based







LAP UE – SP



Using SOAP







WSP



Auth. Service







SP











_935227290.doc







_1198594682.vsd

_1180852665.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		







[image: image1.wmf] 


NAF


 


[image: image2.wmf] 


NAF


 




LAP



UE-IdP







 LAP SP-NAF/IdP







SP







 NAF/IdP







	



�	IdP 



�







 







Zn







 







Zh







 







Ub







 LAP UE-SP







Ua







 







BSF







 







HSS















UE







 











_935227290.doc







_1183806906.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		







[image: image1.wmf] 


NAF


 


[image: image2.wmf] 


NAF


 




 LAP WSC - WSP







 LAP UE-WSP







WSP







LAP



UE-IdP







 LAP SP-NAF/IdP







SP / WSC







 NAF/IdP







	



�	IdP 



�







 







Zn







 







Zh







 







Ub







 LAP UE-SP







Ua







 







BSF







 







HSS















UE







 











_935227290.doc







_1178716058.doc
		


		DOCUMENTTYPE

		

		1 (1)



		

		

		

		



		TypeUnitOrDepartmentHere

		

		

		



		TypeYourNameHere

		TypeDateHere

		

		







[image: image1.wmf] 


NAF


 


[image: image2.wmf] 


NAF


 




LAP SP-IdP



SOAP-based







SP







IdP







	



�	IdP 



�







LAP UE-SP



Using HTTP







HTTP-based



















UE











_935227290.doc







