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1 Introduction

WI “Key provisioning between a UICC and a terminal” is approved in the last meeting. And this contribution discusses some possible solutions for establishing key between a UICC and a terminal. We hope that SA3 discuss these solutions in this meeting and endorse the better one.

2 GAA based Peripheral Equipment to UICC key establishment solution 

In this document, we propose two possible solutions, and both of them can establish a shared key between a UICC and a terminal.
In both solutions, it is assumed that network is able to manage the security information of peripheral terminals, and recognise a peripheral terminal by its identity information. 
In this document, PE is short for Peripheral Equipment, PE_ID is short for identity information of peripheral terminal, and the key established between a UICC and a Peripheral Equipment based on GAA is called Ks_local.
a) The first alternative

Figure 1 Architecture of the alternative based on GAA : Method 1
Figure 1 shows the architecture of the first alternative: a fixed special AS named key manager is needed in operator network to negotiate a shared secret Ks_local with UE, and distribute the Ks_locals to Peripheral Equipments. The key manager shall act as a NAF and communicate with BSF through Zn reference point. 
It is assumed that key manager is able to get the public key or secret key of the Peripheral Equipment which reuses USIM/UICC, and use it to protect security-relevant information transmitted between the key manager and Peripheral Equipment. If the secret key of the Peripheral Equipment is to be used, the key manager shall be able to get the secret key according to PE_ID, which means that the secret key shall be stored in operator network associated with PE_ID. 
The procedure for establishing Ks_local between UICC and Peripheral Equipment is as following :











       
               Figure 2  procedure of establishing Ks_local between UE and Peripheral Equipment
1. When a Peripheral Equipment wants to communicate with a UICC ,and if it finds that there is no valid Ks_local, it will send a request to require UICC to derive Ks_local. The request message shall contain the identity information of the Peripheral Equipment.
2. If there is already a valid Ks available in UICC, it goes to step 3. Otherwise, the UICC shall perform GBA procedure with BSF over reference point Ub. 
3. UICC shall first derive Ks_int_NAF from Ks, and then derive Ks_local from Ks_int_NAF, NAF_Id of key manager and the PE_ID. Ks_Local is computed in UICC as Ks_Local= KDF (Ks_(int)_NAF, NAF_Id || PE_ID||RAND). Because the key manager is a fixed device in the operator network, the NAF_Id can be set as a fixed one for a UICC application.
4. Then UE shall supply B-TID to PE. Because B-TID just acts as index of Ks, and it can be transmitted in plain text.
5. After receiving B-TID from UE, PE shall request Ks_local from the key manager. 
6.When key manager receives this message, it shall response a random RANDx to PE. The RANDx is used to authenticate UE.
Notes: Optionally key manager may also send a Identity Authentication Code, which is computed over RANDx and a key（shared key or private key of key manager） .    
7．Then PE shall send another request massage. This massage shall contain B-TID , PE_ID, and a Identity Authentication Code . The Identity Authentication Code is computed over RANDx using shared key (If Network manages PE by shared key)or private key(If Network manages PE by Public Key mechanism). The Identity Authentication Code is to certificate the identity of PE (as asserted by PE_ID), and it can be computed as following: 
- If the PE has public key certificate trusted by the operator network, then the signature shall be used as Identity Authentication Code and it will be computed over RANDx using the corresponding private key. So  the request message should include PE_ID, B-TID, IAC.and URL of public key certification(or public key certification)..
When key manager receives the message, it shall validate the signature using the public key. 
- If the PE has a secret key K shared with the operator network, then the MAC shall be used as Identity Authentication Code and it will be computed with the secret key K. So the request message should include PE_ID ,B-TID and MAC, where MAC can be computed as MAC=H(B-TID || PE_ID || K|| RAND).
When the key manager receives the massage, it shall find the corresponding key K of PE_ID stored in the key manager, and then validate MAC using K. 
8~10. When the key manager receives the request message，it shall first validate the identity of message by either signature or MAC received in the request message as described above. Then key manager shall acquire NAF specific keys corresponding to the B-TID supplied by the UE from BSF. 
11  a) The key manager shall compute Ks_local over NAF specific keys, PE_ID and NAF_Id of the key manager : Ks_Local= KDF (Ks_(int)_NAF, NAF_Id ||PE_ID||RAND).
b) Then Ks_Local is encrypted as Ks_Local*=EKen (Ks_Local,), where Ken is a key used to protect Ks_Local and it may be got as the following:
-- If the public key certificate of the PE is used, then Ken refers to a random data . It shall be encrypted using the public key：Ken*=EKp(Ken), where Kp refers to the public key of PE. 
-- If secret key K of PE corresponding to PE_ID is used, then Ken shall be derived from K as Ken= F(K, RANDx), where F is the key derivation function.
12. The key manager shall response Ks_Local* to the PE.( Ken* shall also be sent in the message, if Ken is a random data). 
13. When the PE receives Ks_Local* , it shall first get Ken either by decrypting Ken* using private key or computing over RANDx and K. Then PE shall decrypt Ks_Local* using Ken.( Ks_Local=DKen (Ks_Local*)).
Now, a Ks_local is established between UE and the PE to protect local interface.  
b) The second alternative





Figure 3 Architecture of the second alternative
  In the second alternative, there is no interface between PE and Key manager. But UICC needs to communicate with key manager over Ua reference point. 
It is assumed that PE can be managed by network and has a key Ki shared with network.. The Ks_local is derived from Ki in PE and Key manager. Then Ks_local is sent to UICC over Ua reference point. The detail is as the following :
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Figure 4 procedure of establishing Ks_local between UE and Peripheral Equipment
1． PE sends a connection request to UICC. The message shall include PE_ID , IAC(Identity Authentication Code) which is to prove the identity of PE, A random value RAND and K_ID which is the index of Ki may also be included. In this procedure, the PE shall first create a random value, then compute IAC using RAND and Ki by hash algorithm : IAC=H(Ki, RAND).     
2． After receive the request, UICC shall first set up a https connection with key manager using GAA method. The procedure is described in TS33.220 and with the detail stated inTS33.222.   
Note: Before connects with key manager，UICC may decide whether or not reject request either by automatic decision or by the dialogue to let user decide. 
3． UICC then sends a Ks_local request to Key manager. In the request, PE_ID, IAC and possibly RAND and K_ID are supplied to key manager . 
    4．The Key manager shall first validate the identity of PE by computing the hash value of Ki and RAND and comparing it with the IAC recived. 
  Notes: To avoid the replay attack, the RAND value is set as the local time when IAC is computed. If Key manager received timestamp and IAC. It first verify the identity of PE by computing the hash of Ki and timestamp. Then it should decide whether the timestamp is in the permissive range or not (i.e, |Current time-timestamp|<T?) <=    

5．Then Key manager shall derive a Key Ks_local from Ki and RANDx. i.e., Ks_local=H(Ki，RANDx||PE_ID,etc)，where RANDx may be either the RAND received from terminal or a random value created by key manager). 
6．The Key manager shall supply the Ks_local to UICC over Ua reference point. If RANDx is created by key manager, it is also supplied to UICC in the response. Now UICC can get the Ks_local.  
7. UICC send a confirm message to PE. The RANDx may also be included if RANDx is not RAND .
8.Then PE compute Ks_local using the same method as key manager.
3 Comparison and proposal
Both the two alternatives described above have the following benefits:

1. They both reuse the GBA function of UICC. and they can benefit from the advantage of GAA.
2. The shared key can be updated regularly under the control of network.
3. They can be realized easily, and the implementation is not expensive. 
4. They both accord with the requirements of solutions for “Key provisioning between a UICC and a terminal”, which is agreed by SA3 last meeting.
The only differences between these two alternatives are as following:

1. In the first alternative, PEs communicate with Network directly over a reference point Ux between PE and network.. While In the second alternative, PEs communicate with Network via UICCs.
2. In the first alternative, it is UICC who negotiates Ks_local with Key manager and computes Ks_Local, and PE gets Ks_Local from the network.. While In the second alternative, it is PE who negotiates Ks_local with Key manager and computes Ks_Local, and UICC get Ks_Local from network over Ua 
3. In the first alternative, the security of distributing Ks_local from Key manager to PE relies on the security of reference point Ux. While In the second alternative, the security of distributing Ks_local from Key manager to UICC relies on security of reference point Ua.
So, if security of reference point Ux can be guaranteed, we suggest to use the first alternative. Because in the first alternative, UICC need not to implement very complex function except for derivation of Ks_local, which UICC can implement by reusing KDF. And in the second solution, what UICC need to process is more complex.  
On the other hand, if security of reference point Ux cannot be guaranteed, we suggest to use the second alternative, since the security of Ua reference point between UICC and NAF can be well guaranteed.   

4 Conclusion
We kindly propose SA3 to discuss the two alternatives and endorse the better one described in this document as the basis of a possible solution.
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