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1 Introduction

During SA3#40 meeting the Work Item Description on “Key establishment between a UICC and a terminal” was agreed by SA3 with the view to present it to TSG SA plenary for approval in December pending SA1 decision. SA1 answered SA3 that SA1 supports the view of SA3 on the need to start the specification work on this area. Pending TSG SA decision on this WID, this contribution proposes to begin the study with the identification of the requirements and principles for the key establishment between a UICC and a terminal. 

2 Requirements and principles

This section identifies requirements and principles that could be proposed in the Technical Specification on “Key establishment between a UICC and a terminal”.

Requirements and principles for key establishment between a UICC and a terminal

The following requirements and principles are applicable to the procedure for key establishment between a UICC and a terminal. The terminal is defined as the device that may host the UICC or be connected to the device hosting the UICC via a local interface.
R1.
The terminal and the UICC shall be able to establish a shared key

R2.
The terminal shall be trusted

NOTE:
The definition of trusted terminal is out of scope of the specification. The terminal may be compliant to requirements defined in 3GPP SA3 Technical Report on “Trust Requirements for Open platforms in 3GPP”.

R3.
The shared key to establish between the UICC and the terminal shall not be exchanged unencrypted on the interface between the UICC and the terminal

R4.
The network shall be able to authenticate the terminal 
R5.
The server implementing the key establishment function needs to be trusted by the home operator to handle the authentication parameters and the shared key

R6
The home network shall be able to control whether this terminal is authorized to establish a shared key with the UICC for both symmetric key and asymmetric key protocols

R7.
In the case of asymmetric key authentication, the UICC shall be able to rely on its home network infrastructure to validate the terminal certificate

R8.
The network shall be able to indicate to the UICC and the terminal the lifetime of the shared key

R9.
The procedure for the key establishment between a UICC and a terminal shall be access independent

R10.
To the extent possible, existing protocols and infrastructure should be reused

[…]

3 Proposal

We kindly ask SA3 to review these requirements in order to agree on the requirements and principles that could be used as baseline for the draft of the Technical Specification on “Key establishment between a UICC and a terminal” pending TSG SA#30 decision. 













