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Introduction
In this document we discuss the issues & concerns raised by 3 & other companies on the work initiated in SA WG3 for the 2G-GBA.

Discussion
As outlined in 3‘s contribution to SA3 #40 (attached, unfortunately it was not attached to the 3 contribution, but the commented S3-050608 is also a part of this commenting contribution), the security analysis of the 2G-GBA solutions focused on the known attacks to GSM networks.  
It is acknowledged that some of the proposed solutions mitigate some of those known attacks.  However, other serious threats have not been seriously considered so far. The threats brought up by 3 during in S3-050608 were considered in the contribution S3-050707. Attached is a commented S3-050608 that points to the corresponding sections in S3-050707.   
For example, the impact of 2G-GBA on terminal properties and the resulting security threats were not studied.  The issue of general platform security is not part of SA3 standardization work. Recommendations are developed in the TrustOP Work Item and will be handed over to the identified standardization bodies (same way as for 3G GBA). Furthermore 2G-GBA could be used in I-WLAN, which is a more hostile environment than GSM. I-WLAN GBA usage is not defined. If it is going to be defined, then measures like TLS / IPSec can mitigate the possible weaknesses (if there are any). IMS will bring new and more open interfaces to the core mobile network, which will also increase the risk of attacks. The existence of an interface does not necessarily imply an increased risk. IMS usage in 3GPP requires an ISIM. This implies that you assume that the ISIM and SIM is present in the card. In this case of  IMS usage of GBA, the UE would have to use the 3G GBA and not 2G GBA. Beside, no usage of GBA is defined for IMS.
 3‘s contribution has not been discussed properly, as it was considered of being a late contribution.  The document was submitted during the meeting.
During TSG SA Plenary #29 the reply LS from SA WG1 on 2G-GBA was presented (TD SP-050418) was concluded that if SA WG3 believes it can provide a solution for 2G GBA that will provide adequate security features to protect the 3GPP system from known attacks then some companies in SA WG1 feel that it would be beneficial to develop this feature for Rel‑7.   Due to the reduced security of 2G GBA, it should be considered as a different feature from 3G GBA. 

Also during TSG SA Plenary #29, TD SP-050576 was presented & outlined that the study requested in order to identify the potential security threats of using 2G GBA and take appropriate measures to counteract them.

3 expressed some concerns & outlined the drawbacks of 2G-GBA as highlighted in 3’s contribution to SA3 #40 (attached).   
Furthermore, it was commented that 3’s technical/security concerns had not been answered by the proponents of 2G-GBA. The Threat Annex outlines the threats and mitigation measures, it explains how the chosen solution protects against the issues raised by 3. The document was even send out in an early state to give every SA3 member the opportunity to put their concerns into the document.
Also It was commented that the SA WG3 work appears to have advanced very fast considering that there is no agreement so far about the need for 2G GBA and it was suggested that the proposals should be reconsidered by SA WG3 in order to ensure that a proper study of the proposed solutions has been made.
TSG SA #29 has asked SA WG3 to consider the documentation of the relevant threats.
3. Conclusion
With reference to the above discussion, it is requested that SA WG3 consider the following:

· To provide answers to the security concerns raised by 3. Has already taken place.
· To make sure that all issues and agreement made during the TSG #29 are taken into consideration for 2G-GBA Study Item. This is done, since there is a Threat Annex contribution and the 2G GBA feature is clearly separate, since it has its’ own TR.















