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******  Next change ******
3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Authenticated (re-) registration: A registration i.e. a SIP register is sent towards the Home Network which will trigger a authentication of the IMS subscriber i.e. a challenge is generated and sent to the UE.
Authorization token: A MAC that is used to verify the endpoint of a TLS tunnel using IMS AKA related key. A server authorization token (s_token) is a MAC calculated by the P-CSCF over the server side TLS certificate and sent to the UE. A client authorization token (c_token) is a MAC calculated by the UE over the s_token and sent to the P-CSCF.
Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities or processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.

Entity authentication: The provision of assurance of the claimed identity of an entity.
Key freshness: A key is fresh if it can be guaranteed to be new, as opposed to an old key being reused through actions of either an adversary or authorised party.

ISIM – IM Subscriber Identity Module: For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. The ISIM may be a distinct application on the UICC.

4
Overview of the security architecture

In the PS domain, the service is not provided until a security association is established between the mobile equipment and the network. IMS is essentially an overlay to the PS-Domain and has a low dependency of the PS-domain. Consequently a separate security association is required between the multimedia client and the IMS before access is granted to multimedia services. The IMS Security Architecture is shown in the following figure.

IMS authentication keys and functions at the user side shall be stored on a UICC. It shall be possible for the IMS authentication keys and functions to be logically independent to the keys and functions used for PS domain authentication. However, this does not preclude common authentication keys and functions from being used for IMS and PS domain authentication according to the guidelines given in clause 8.

For the purposes of this document the ISIM is a term that indicates the collection of IMS security data and functions on a UICC. Further information on the ISIM is given in clause 8.
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Figure 1: The IMS security architecture

There are five different security associations and different needs for security protection for IMS and they are numbered 1,2, 3, 4 and 5 in figure 1 where:

1.
Provides mutual authentication. The HSS delegates the performance of subscriber authentication to the S‑CSCF. However the HSS is responsible for generating keys and challenges. The long-term key in the ISIM and the HSS is associated with the IMPI. The subscriber will have one (network internal) user private identity (IMPI) and at least one external user public identity (IMPU).

2.
Provides a secure link and a security association between the UE and a P‑CSCF for protection of the Gm reference point. Data origin authentication is provided i.e. the corroboration that the source of data received is as claimed. For the definition of the Gm reference point cf. TS 23.002 [9].

3.
Provides security within the network domain internally for the Cx-interface. This security association is covered by TS 33.210 [5]. For the definition of the Cx-interface cf. TS 23.002 [9].

4.
Provides security between different networks for SIP capable nodes. This security association is covered by TS 33.210 [5]. This security association is only applicable when the P‑CSCF resides in the VN and if the P‑CSCF resides in the HN then bullet point number five below applies, cf. also figure 2 and figure 3.

5.
Provides security within the network internally between SIP capable nodes. This security association is covered by TS 33.210 [5]. Note that this security association also applies when the P‑CSCF resides in the HN.

There exist other interfaces and reference points in IMS, which have not been addressed above. Those interfaces and reference points reside within the IMS, either within the same security domain or between different security domains. The protection of all such interfaces and reference points apart from the Gm reference point are protected as specified in TS 33.210 [5].

Mutual authentication is required between the UE and the HN.

The mechanisms specified in this technical specification are independent of the mechanisms defined for the CS- and PS-domain.

An independent IMS security mechanism provides additional protection against security breaches. For example, if the PS-Domain security is breached the IMS would continue to be protected by it's own security mechanism. As indicated in figure 1 the P‑CSCF may be located either in the Visited or the Home Network. The P‑CSCF shall be co-located within the same network as the GGSN, which may reside in the VPLMN or HPLMN according to the APN and GGSN selection criteria, cf. TS 23.060 [10].
For the purpose of fixed and mobile convergence an access security profile based on TLS has been introduced to allow access independent access to the IMS services. 
NOTE:
The specification text in this specification applies to both IPsec and TLS based access security unless otherwise noted. 
P‑CSCF in the Visited Network
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Figure 2: This figure gives an overview of the security architecture for IMS and the relation with Network Domain security, cf. TS 33.210 [5], when the P‑CSCF resides in the VN
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Figure 3: This figure gives an overview of the security architecture for IMS and the relation with Network Domain security, cf. TS 33.210 [5], when the P‑CSCF resides in the HN

The confidentiality and integrity protection for SIP-signalling is provided in a hop-by-hop fashion, cf. figure 2 and figure 3. The first hop i.e. between the UE and the P‑CSCF is specified in this technical specification. The other hops, inter-domain and intra-domain are specified in TS 33.210 [5].

******  Next change ******
5.1.2
Re-Authentication of the subscriber

Initial registration shall always be authenticated. It is the policy of the operator that decides when to trigger a re-authentication by the S‑CSCF. Hence a re-registration might not need to be authenticated.

The following SIP REGISTER messages, shall be considered as initial registrations:

1. A SIP REGISTER message, which has not been integrity protected at the first hop, or

2. In case of TLS based access security, a SIP REGISTER message, which may have been integrity protected at the first hop using server side authenticated TLS tunnel but which has not yet been authenticated from client side, i.e. a TLS tunnel for which the P-CSCF has not verified the c_token correctly. 
The S‑CSCF shall also be able to initiate an authenticated re-registration of a user at any time, independent of previous registrations.
5.1.3
Confidentiality protection

Possibility for IMS specific confidentiality protection shall be provided to SIP signalling messages between the UE and the P‑CSCF. Mobile Operators shall take care that the deployed confidentiality protection solution and roaming agreements fulfils the confidentiality requirements presented in the local privacy legislation. 
The following mechanisms are provided at SIP layer for the IPsec based access security:

1.
Negotiation of IPsec confidentiality protection algorithms shall take place at SIP layer.

2.
The UE shall always offer encryption algorithms for P‑CSCF to be used for the session, as specified in clause 7.

3.
The P‑CSCF shall decide whether the IMS specific encryption mechanism is used. If used, the UE and the P‑CSCF shall agree on security associations, which include the encryption key that shall be used for the confidentiality protection. The mechanism is based on IMS AKA and specified in clause 6.1.
The following mechanisms are provided for the TLS based access security: 
1.
Negotiation of TLS related confidentiality protection features shall take place at TLS layer as specified in clause 7.1.2.
2.
The UE shall always offer encryption algorithms for P‑CSCF to be used for the session, as specified in clause 7.1.2.

3.
The P‑CSCF shall decide whether the IMS specific encryption mechanism is used. If used, the UE and the P‑CSCF shall agree on security associations at TLS layer as specified in clause 7.1.2.
Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [5].
5.1.4
Integrity protection

Integrity protection shall be applied between the UE and the P‑CSCF for protecting the SIP signalling, as specified in clause 6.3. 
The following mechanisms are provided for the IPsec based access security.

1.
The UE and the P‑CSCF shall negotiate the integrity algorithm that shall be used for the session, as specified in clause 7.

2.
The UE and the P‑CSCF shall agree on security associations, which include the integrity keys, that shall be used for the integrity protection. The mechanism is based on IMS AKA and specified in clause 6.1.

3.
The UE and the P‑CSCF shall both verify that the data received originates from a node, which has the agreed integrity key. This verification is also used to detect if the data has been tampered with.

4.
Replay attacks and reflection attacks shall be mitigated.
The following mechanisms are provided for the TLS based access security.

1. 1.
Negotiation of TLS related integrity protection features shall take place at TLS layer.

2. 2.
The use of TLS Cipher Suites with NULL integrity protection (or HASH) shall not be allowed.
3.
The UE and the P‑CSCF shall both verify that the data received originates from a node, which has the agreed integrity key. This verification is also used to detect if the data has been tampered with.

4.
Replay attacks and reflection attacks shall be mitigated.
Integrity protection between CSCFs and between CSCFs and the HSS shall rely on mechanisms specified by Network Domain Security in TS 33.210 [5].

NOTE 1:
TLS is mandatorily supported by SIP proxies according to RFC 3261 [6], and operators may use it to provide confidentiality and integrity inside their networks instead of or on top of IPsec, as the intra-domain Za interface is optional, and TLS may also be used between IMS networks on top of IPsec. It should be pointed out, that the 3GPP specifications do not provide support for TLS certificate management in a fashion similar to TS 33.310 (NDS/AF) [24] nor do they ensure backward compatibility with Release 5 CSCFs nor interoperability with other networks which do not use TLS, in case TLS is used by Release 6 CSCFs. These management and capability issues need then to be solved by manual configuration of the involved operators.

******  Next change ******
6.1
Authentication and key agreement

The scheme for authentication and key agreement in the IMS is called IMS AKA. The IMS AKA achieves mutual authentication between the ISIM and the HN, cf. figure 1. The identity used for authenticating a subscriber is the private identity, IMPI, which has the form of a NAI, cf. TS 23.228 [3]. The HSS and the ISIM share a long-term key associated with the IMPI.

The HN shall choose the IMS AKA scheme for authenticating an IM subscriber accessing through UMTS. The security parameters e.g. keys generated by the IMS AKA scheme are transported by SIP.

The generation of the authentication vector AV that includes RAND, XRES, CK, IK and AUTN shall be done in the same way as specified in TS 33.102 [1]. The ISIM and the HSS keep track of counters SQNISIM and SQNHSS respectively. The requirements on the handling of the counters and mechanisms for sequence number management are specified in TS 33.102 [1]. The AMF field can be used in the same way as in TS 33.102 [1].

If IPsec based access security is used, two pairs of (unilateral) security associations (SAs) are established between the UE and the P‑CSCF. Only two pairs of SAs shall be active between the UE and the P‑CSCF. These two pairs of SAs shall be updated when a new successful authentication of the subscriber has occurred, cf. clause 7.4.

If TLS based access security is used, one server side authenticated TLS tunnel is established between the UE and the P-CSCF. The client is authenticated at SIP layer. The TLS tunnel is left open after successful P-CSCF and UE authentication. 

The subscriber may have several IMPUs associated with one IMPI. These may belong to the same or different service profiles. It is the policy of the HN that decides if an authentication shall take place for the registration of different IMPUs e.g. belonging to same or different service profiles. Regarding the definition of service profiles cf. TS 23.228 [3].

******  Next change ******
6.1.2.1
User authentication failure

In this case the authentication of the user should fail at the S‑CSCF due an incorrect response (received in SM9). 
If the IPsec based access security is used, then the IK used to protect SM7 will normally be incorrect as well, which will normally cause the integrity check at the P‑CSCF to fail before the response can be verified at S‑CSCF. In this case SM7 is discarded by the IPsec layer at the P‑CSCF.

If the IPsec based integrity check passes but the response is incorrect, the message flows are identical up to and including SM9 as a successful authentication. Once the S‑CSCF detects the user authentication failure it should proceed in the same way as having received SM9 in a network authentication failure (see clause 6.1.2.2).
If the TLS based access security is used and the user authentication fails, S-CSCF should proceed in the same way as having received SM9 in a network authentication failure (see clause 6.1.2.2).
6.1.2.2
Network authentication failure

In this clause the case when the authentication of the network is not successful is specified. When the check of the MAC in the UE fails the network can not be authenticated and hence registration fails. The flow is identical as for the successful registration in 6.1.1 up to SM6.
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Figure 5

The UE shall send a Register message towards the HN including an indication of the cause of failure in SM7. The P‑CSCF and the I‑CSCF forward this message to the S‑CSCF.

	SM7:

REGISTER(Failure = AuthenticationFailure, IMPI) 


Upon receiving SM9, which includes the cause of authentication failure, the S‑CSCF shall set the registration-flag in the HSS tounregistered or Not registered, if the IMPU is not currently registered. To set the flag the S‑CSCF sends in CM3 a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF does not update the registration flag.

	CM3:

Cx-AV-Put(IMPI, Clear S‑CSCF name)


The HSS responds to CM3 with a Cx-Put-Resp in CM4.

In SM10 the S‑CSCF sends a 4xx Auth_Failure towards the UE indicating that authentication has failed, no security parameters shall be included in this message. If in case of TLS based access security a TLS tunnel had been setup, the TLS tunnel shall be released. 
	SM10:

SIP/2.0 4xx Auth_Failure


******  Next change ******
6.1.5
Integrity protection indicator

In order to decide whether a REGISTER request from the UE needs to be authenticated, the S‑CSCF needs to know about the integrity protection applied to the message. The P‑CSCF attaches an indication to the REGISTER request to inform the S‑CSCF that the message was integrity protected if:

-
the P‑CSCF receives a REGISTER containing an authentication response and the message is protected with an IPsec SA created during this authentication procedure; or

-
the P‑CSCF receives a REGISTER not containing an authentication response and the message is protected with an IPsec SA created by latest successful authentication (from the P‑CSCF perspective); or
-
the P‑CSCF receives a REGISTER that is integrity protected with TLS and the P-CSCF has verified the c_token correctly. 
For all other REGISTER requests the P‑CSCF attaches an indication that the REGISTER request was not integrity protected or ensures that there is no indication about integrity protection in the message.

6.2
Confidentiality mechanisms

If the local policy in P‑CSCF requires the use of IMS specific confidentiality protection mechanism between UE and P‑CSCF, IPsec ESP as specified in RFC 2406 [13] shall provide confidentiality protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. IPSec ESP general concepts on Security Policy management, Security Associations and IP traffic processing as described in reference RFC 2401 [14] shall also be considered. ESP confidentiality shall be applied in transport mode between UE and P‑CSCF.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P‑CSCF all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P‑CSCF and the other SA is for traffic between a client port at the P‑CSCF and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.

The encryption key CKESP is the same for the two pairs of simultaneously established SAs. The encryption key CKESP is obtained from the key CKIM established as a result of the AKA procedure, specified in clause 6.1, using a suitable key expansion function.

The encryption key expansion on the user side is done in the UE. The encryption key expansion on the network side is done in the P‑CSCF.
TLS based protection mechanisms are specified in clause 7.1.2.
6.3
Integrity mechanisms

IPsec ESP as specified in reference RFC 2406 [13] shall provide integrity protection of SIP signalling between the UE and the P‑CSCF, protecting all SIP signalling messages at the IP level. IPSec ESP general concepts on Security Policy management, Security Associations and IP traffic processing as described in reference RFC 2401 [14] shall also be considered. ESP integrity shall be applied in transport mode between UE and P‑CSCF.

The method to set up ESP security associations (SAs) during the SIP registration procedure is specified in clause 7. As a result of an authenticated registration procedure, two pairs of unidirectional SAs between the UE and the P‑CSCF, all shared by TCP and UDP, shall be established in the P‑CSCF and later in the UE. One SA pair is for traffic between a client port at the UE and a server port at the P‑CSCF and the other SA is for traffic between a client port at the P‑CSCF and a server port at the UE. For a detailed description of the establishment of these security associations see clause 7.

The integrity key IKESP is the same for the two pairs of simultaneously established SAs. The integrity key IKESP is obtained from the key IKIM established as a result of the AKA procedure, specified in clause 6.1, using a suitable key expansion function. This key expansion function depends on the ESP integrity algorithm and is specified in Annex I of this specification.

The integrity key expansion on the user side is done in the UE. The integrity key expansion on the network side is done in the P‑CSCF.

The anti-replay service shall be enabled in the UE and the P‑CSCF on all established SAs.
TLS based protection mechanisms are specified in clause 7.1.2.
******  Next change ******
7
Security association set-up procedure
The security association set-up procedure is necessary in order to decide what security services to apply and when the security services start. In the IMS authentication of users is performed during registration as specified in clause 6.1. Subsequent signalling communications in this session will be protected based on the security associationthat was set-up during the authentication process.

7.1
Security association parameters
7.1.1 IPsec based access security
For protecting IMS signalling between the UE and the P‑CSCF it is necessary to agree on shared keys that are provided by IMS AKA, and a set of parameters specific to a protection method. The security mode setup (cf. clause 7.2) is used to negotiate the SA parameters required for IPsec ESP with authentication and confidentiality, in accordance with the provisions in clauses 5.1.3 and 6.2.

The SA parameters that shall be negotiated between UE and P‑CSCF in the security mode set-up procedure are:

-
Encryption algorithm


The encryption algorithm is either DES‑EDE3‑CBC as specified in RFC 2451 [20] or AES‑CBC as specified in RFC 3602 [22] with 128 bit key.


Both encryption algorithms shall be supported by both, the UE and the P‑CSCF.

-
Integrity algorithm

NOTE:
What is called "authentication algorithm" in RFC 2406 [13] is called "integrity algorithm" in this specification in order to be in line with the terminology used in other 3GPP specifications and, in particular, to avoid confusion with the authentication algorithms used in the AKA protocol.


The integrity algorithm is either HMAC-MD5-96 [15] or HMAC-SHA-1-96 [16].


Both integrity algorithms shall be supported by both, the UE and the P‑CSCF as mandated by RFC 2406 [13]. In the unlikely event that one of the integrity algorithms is compromised during the lifetime of this specification, this algorithm shall no longer be supported.

NOTE:
If only one of the two integrity algorithms is compromised then it suffices for the IMS to remain secure that the algorithm is no longer supported by any P‑CSCF. The security mode set-up procedure (cf. clause 7.2) will then ensure that the other integrity algorithm is selected.

-
SPI (Security Parameter Index)


The SPI is allocated locally for inbound SAs. The triple (SPI, destination IP address, security protocol) uniquely identifies an SA at the IP layer. The UE shall select the SPIs uniquely, and different from any SPIs that might be used in any existing SAs (i.e. inbound and outbound SAs). The SPIs selected by the P‑CSCF shall be different than the SPIs sent by the UE, cf. clause 7.2. In an authenticated registration, the UE and the P‑CSCF each select two SPIs, not yet associated with existing inbound SAs, for the new inbound security associations at the UE and the P‑CSCF respectively.

NOTE:
This allocation of SPIs ensures that protected messages in the uplink always differ from protected messages in the downlink in, at least, the SPI field. This thwarts reflection attacks. When several applications use IPsec on the same physical interface the SIP application should be allocated a separate range of SPIs.

The following SA parameters are not negotiated:

-
Life type: the life type is always seconds;

-
SA duration: the SA duration has a fixed length of 232-1;

NOTE:
The SA duration is a network layer concept. From a practical point of view, the value chosen for "SA duration" does not impose any limit on the lifetime of an SA at the network layer. The SA lifetime is controlled by the SIP application as specified in clause 7.4.

-
Mode: transport mode;

-
Key length: the length of the integrity key IKESP depends on the integrity algorithm. It is 128 bits for HMAC‑MD5‑96 and 160 bits for HMAC‑SHA‑1‑96.

-
Key length: the length of the encryption key depends on the encryption algorithm. The entropy of the key shall at least be 128 bits.

Selectors:

The security associations (SA) have to be bound to specific parameters (selectors) of the SIP flows between UE and P‑CSCF, i.e. source and destination IP addresses, transport protocols that share the SA, and source and destination ports.

-
IP addresses are bound to two pairs of SAs, as in clause 6.3, as follows:

-
inbound SA at the P‑CSCF:
The source and destination IP addresses associated with the SA are identical to those in the header of the IP packet in which the initial SIP REGISTER message was received by the P‑CSCF.

-
outbound SA at the P‑CSCF:
the source IP address bound to the outbound SA equals the destination IP address bound to the inbound SA;
the destination IP address bound to the outbound SA equals the source IP address bound to the inbound SA.

NOTE:
This implies that the source and destination IP addresses in the header of the IP packet in which the protected SIP REGISTER message was received by the P‑CSCF need to be the same as those in the header of the IP packet in which the initial SIP REGISTER message was received by the P‑CSCF.

-
The transport protocol selector shall allow UDP and TCP.

-
Ports:

1.
The P‑CSCF associates two ports, called port_ps and port_pc, with each pair of security assocations established in an authenticated registration. The ports port_ps and port_pc are different from the standard SIP ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_ps and port_pc. From a security point of view, unprotected messages may be received on any port which is different from the ports port_ps and port_pc. The number of the ports port_ps and port_pc are communicated to the UE during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of these ports may differ for TCP and UDP, as follows:


UDP case: the P‑CSCF receives requests and responses protected with ESP from any UE on the port port_ps (the"protected server port"). The P‑CSCF sends requests and responses protected with ESP to a UE on the port port_pc (the "protected client port").


TCP case: the P-CSCF, if it does not have a TCP connection towards the UE yet, shall set up a TCP connection from its port_pc to the port port_us of the UE before sending a request to it..

NOTE:
Both the UE and the P‑CSCF may set up a TCP connection from their client port to the other end's server port on demand. An already existing TCP connection may be reused by both the P‑CSCF or the UE; but it is not mandatory.

NOTE:
The protected server port port_ps stays fixed for a UE until all IMPUs from this UE are de‑registered. It may be fixed for a particular P‑CSCF over all UEs, but there is no need to fix the same protected server port for different P‑CSCFs.

NOTE:
The distinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and TCP, as specified in section 18 of RFC 3261 [6].

2.
The UE associates two ports, called port_us and port_uc, with each pair of security assocations established in an authenticated registration. The ports port_us and port_uc are different from the standard SIP ports 5060 and 5061. No unprotected messages shall be sent from or received on the ports port_us and port_uc. From a security point of view, unprotected messages may be received on any port which is different from the ports port_us and port_uc. The number of the ports port_us and port_uc are communicated to the P-CSCF during the security mode set-up procedure, cf. clause 7.2. These ports are used with both, UDP and TCP. The use of these ports may differ for TCP and UDP, as follows:


UDP case: the UE receives requests and responses protected with ESP on the port port_us (the"protected server port"). The UE sends requests and responses protected with ESP on the port port_uc (the "protected client port").


TCP case: the UE, if it does not have a TCP connection towards the P‑CSCF yet, shall set up a TCP connection to the port port_ps of the P‑CSCF before sending a request to it.

NOTE:
Both the UE and the P‑CSCF may set up a TCP connection from their client port to the other end's server port on demand. An already existing TCP connection may be reused by both the P‑CSCF or the UE, but it is not mandatory.

NOTE:
The protected server port port_us stays fixed for a UE until all IMPUs from this UE are de-registered.

NOTE:
The distinction between the UDP and the TCP case reflects the different behaviour of SIP over UDP and TCP, as specified in section 18 of RFC 3261 [6]

3.
The P‑CSCF is allowed to receive only REGISTER messages and error messages on unprotected ports. All other messages not arriving on a protected port shall be either discarded or rejected by the P‑CSCF.

4.
The UE is allowed to receive only the following messages on an unprotected port:

-
responses to unprotected REGISTER messages;

-
error messages.


All other messages not arriving on a protected port shall be rejected or silently discarded by the UE.

The following rules apply:

1.
For each unidirectional SA which has been established and has not expired, the SIP application at the P‑CSCF stores at least the following data: (UE_IP_address, UE_protected_port, P-CSCF_protected_port, SPI, IMPI, IMPU1, ... , IMPUn, lifetime) in an "SA_table". The pair (UE_protected_port, P-CSCF_protected_port) equals either (port_uc, port_ps) or (port_us, port_pc).

NOTE:
The SPI is only required when initiating and deleting SAs in the P‑CSCF. The SPI is not exchanged between IPsec and the SIP layer for incoming or outgoing SIP messages.

2.
The SIP application at the P‑CSCF shall check upon receipt of a protected REGISTER message that the source IP address in the packet headers coincide with the UE’s IP address inserted in the Via header of the protected REGISTER message. If the Via header does not explicitly contain the UE's IP address, but rather a symbolic name then the P‑CSCF shall first resolve the symbolic name by suitable means to obtain an IP address.

3.
The SIP application at the P‑CSCF shall check upon receipt of an initial REGISTER message that the pair (UE_IP_address, UE_protected_client_port), where the UE_IP_address is the source IP address in the packet header and the protected client port is sent as part of the security mode set-up procedure (cf. clause 7.2), has not yet been associated with entries in the "SA_table". Furthermore, the P‑CSCF shall check that, for any one IMPI, no more than six SAs per direction are stored at any one time. If these checks are unsuccessful the registration is aborted and a suitable error message is sent to the UE.

NOTE:
According to clause 7.4 on SA handling, at most six SAs per direction may exist at a P‑CSCF for one user at any one time.

4.
For each incoming protected message the SIP application at the P‑CSCF shall verify that the correct inbound SA according to clause 7.4 on SA handling has been used. The SA is identified by the triple (UE_IP_address, UE_protected_port, P‑CSCF_protected_port) in the "SA_table". The SIP application at the P‑CSCF shall further ensure that the user associated with the SA, which was used to protect the incoming message from the UE, is identical to the user who is associated at SIP level with the message sent by the P-CSCF towards the network. 

NOTE:
Not all SIP messages necessarily contain public or private identities, e.g. subsequent messages in a dialogue. Other information, e.g. a dialogue identifier, may be used to associate the message with a user at SIP level.

5.
For each unidirectional SA which has been established and has not expired, the SIP application at the UE stores at least the following data: (UE_protected_port, P‑CSCF_protected_port, SPI, lifetime) in an "SA_table". The pair (UE_protected_port, P‑CSCF_protected_port) equals either (port_uc, port_ps) or (port_us, port_pc).

NOTE:
The SPI is only required to initiate and delete SAs in the UE. The SPI is not exchanged between IPsec and the SIP layer for incoming or outgoing SIP messages.

6.
When establishing a new pair of SAs (cf. clause 6.3) the SIP application at the UE shall ensure that the selected numbers for the protected ports do not correspond to an entry in the "SA_table".

NOTE:
Regarding the selection of the number of the protected port at the UE it is generally recommended that the UE randomly selects the number of the protected port from a sufficiently large set of numbers not yet allocated at the UE. This is to thwart a limited form of a Denial of Service attack. UMTS PS access link security also helps to thwart this attack.

7.
For each incoming protected message the SIP application at the UE shall verify that the correct inbound SA according to clause 7.4 on SA handling has been used. The SA is identified by the pair (UE_protected_port, P‑CSCF_protected_port) in the "SA table".

NOTE:
If the integrity check of a received packet fails then IPsec will automatically discard the packet.
7.1.2 TLS profile for TLS based access security
The UE and the P-CSCF shall support the TLS version as specified in RFC 2246 [26] and WAP‑219‑TLS [wap219] or higher. Earlier versions are not allowed.

7.1.2.1
Protection mechanisms

The UE and P-CSCF shall support the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA.
All other Cipher Suites as defined in RFC 2246 [26] and RFC 3268 [3268] are optional for implementation.

Cipher Suites with NULL encryption may be used. During the TLS handshake phase the UE should offer the TLS Cipher Suites that it supports and is willing to use for encryption.

Cipher Suites with NULL integrity protection (or HASH) shall not be allowed.
7.1.2.2
Authentication of the P-CSCF

The P-CSCF is authenticated by the Client as specified in WAP-219-TLS [wap219], (which in turn is based on RFC 2246 [26]) in combination with the s_token (see clause 7.1.2.4).

The P-CSCF certificate profile shall be based on WAP Certificate as defined in WAP 211 WAPCert [wap211]. If a PKI is used, additional CRL profile should be as defined in WAP 211 WAPCert [wap211].
NOTE:
The P-CSCF’s server certificate does not need to be part of any particular PKI for the user to trust it and it can be a self-signed certificate. The only requirement on the certificates is that they are formed according to the general format and that the public key of the server is included properly.

7.1.2.3
Authentication of the UE

The P-CSCF shall not request a certificate in a Server Hello Message from the UE. The S-CSCF shall authenticate the UE as specified in clause 6.1.1 of this specification.

7.1.2.4
Verification of the TLS tunnel endpoints

In order for the UE to be able to trust the server side certificate, the P-CSCF shall calculate a server authorization token (s_token) over the P-CSCF’s server certificate and send this to the UE. The UE shall verify the s_token and thus the UE is able to trust the server side certificate and the corresponding TLS tunnel. The UE in turn shall calculate a client authorization token (c_token) and send this to the P-CSCF. By sending the c_token the UE acknowledges that it received and accepted the s_token. The P-CSCF shall verify the TLS tunnel endpoint of the UE by using the client token (c_token).

NOTE 1:
The P-CSCF’s server certificate does not need to be part of any particular PKI for the user to trust it and it can be a self-signed certificate, if the mechanism described in this clause is used. The only requirement on the certificates is that they are formed according to the general format and that the public key of the server is included properly. The UE does not need to verify the CA signature (as this verification is replaced by the s_token).

NOTE 2:
The management of Root Certificates is out of scope of this Technical Specification. It should be noted that if self-signed certificates are used, Root Certificates are not needed.

The s_token shall consist of a MAC value that is calculated over the P-CSCF’s server certificate using HMAC-SHA1-96 [RFC2404] as algorithm and IKIM as the key. 

The c_token shall consist of a MAC value that is calculated over the s_token using HMAC-SHA1-96 [RFC2404] as algorithm and IKIM as the key. 

The s_token is included as a parameter in the WWW-Authenticate header of 4xx Auth_challenge message (SM6) in the similar way as the IK and CK are transported from the S-CSCF to P-CSCF in the corresponding WWW-Authenticate header of 4xx Auth_challenge message (SM5). The c_token is carried in the Authorization header of the authenticated REGISTER message (SM7).

If the UE is re-authenticated by the S-CSCF with a new IMS AKA procedure, the tokens shall be re-calculated and verified using the new IKIM . The UE continues to use the same TLS session after it has been re-authenticated by the S-CSCF.
7.1.2.5
TLS session parameters

The TLS Handshake Protocol negotiates a session, which is identified by a Session ID. The Client and the P-CSCF shall allow for resuming a session. The lifetime of a Session ID is subject to local policies of the UE and the P-CSCF. A recommended lifetime is one hour (or at least more than the re-REGISTRATION time out). The maximum lifetime specified in RFC 2246 [26] is 24 hours.

7.1.2.6
Datagram TLS 

When the transport layer protocol is UDP, Datagram TLS as specified in [xxx] shall be used. 

7.2
Set-up of security associations (successful case)
7.2.1 IPsec based access security
The set-up of security associations is based on RFC 3329 [21]. Annex H of this specification shows how to use RFC 3329 [21] for the set-up of security associations.

In this clause the normal case is specified i.e. when no failures occurs. Note that for simplicity some of the nodes and messages have been omitted. Hence there are gaps in the numbering of messages, as the I‑CSCF is omitted.
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Figure 8

The UE sends a Register message towards the S‑CSCF to register the location of the UE and to set-up the security mode, cf. clause 6.1. In order to start the security mode set-up procedure, the UE shall include a Security-setup-line in this message.

The Security-setup-line in SM1 contains the Security Parameter Index values and the protected ports selected by the UE. It also contains a list of identifiers for the integrity and encryption algorithms, which the UE supports.

	SM1:

REGISTER(Security-setup = SPI_U, Port_U, UE integrity and encryption algorithms list)


SPI_U is the symbolic name of a pair of SPI values (cf. clause 7.1) (spi_uc, spi_us) that the UE selects. spi_uc is the SPI of the inbound SA at UE’s the protected client port, and spi_us is the SPI of the inbound SA at the UE’s protected server port. The syntax of spi_uc and spi_us are defined in Annex H.

Port_U is the symbolic name of a pair of port numbers (port_uc, port_us) as defined in clause 7.1. The syntax of port_uc and port_us is defined in Annex H.

Upon receipt of SM1, the P‑CSCF temporarily stores the parameters received in the Security-setup-line together with the UE’s IP address from the source IP address of the IP packet header, the IMPI and IMPU. Upon receipt of SM4, the P‑CSCF adds the keys IKIM and CKIM received from the S‑CSCF to the temporarily stored parameters.

A Release 6 P‑CSCF shall propose SA alternatives for Release 5 and Release 6 UE’s since the UE may or may not support confidentiality protection. The P‑CSCF selects the SPI for the inbound SA. The P‑CSCF then selects the SPIs for the inbound SAs. The same SPI number shall be used for Release 5 and Release 6 options. The P‑CSCF shall define the SPIs such that they are unique and different from any SPIs as received in the Security-setup-line from the UE.

NOTE:
This rule is needed since the UE and the P‑CSCF use the same key for inbound and outbound traffic.

In order to determine the integrity and encryption algorithm the P‑CSCF proceeds as follows: the P‑CSCF has a list of integrity and encryption algorithms it supports, ordered by priority. Release 6 algorithms shall have higher priority than Release 5 algorithms.The P‑CSCF selects the first algorithm combination on its own list which is also supported by the UE.

The P‑CSCF then establishes two new pairs of SAs in the local security association database.

The Security-setup-line in SM6 contains the SPIs and the ports assigned by the P‑CSCF. It also contains a list of identifiers for the integrity and encryption algorithms, which the P‑CSCF supports.

NOTE:
P‑CSCF may be configured to trust on the encryption provided by the underlying access network. In this case, the P‑CSCF acts according to Release 5 specificatons, and does not include encryption algorithms to the Security-setup-line in SM6.

	SM6:

4xx Auth_Challenge(Security-setup = SPI_P, Port_P, P‑CSCF integrity and encryption algorithms list)


SPI_P is the symbolic name of the pair of SPI values (cf. clause 7.1) (spi_pc, spi_ps) that the P‑CSCF selects. spi_pc is the SPI of the inbound SA at the P‑CSCF’s protected client port, and spi_ps is the SPI of the inbound SA at the P‑CSCF’s protected server port. The syntax of spi_pc and spi_ps is defined in Annex H.

Port_P is the symbolic name of the port numbers (port_pc, port_ps) as defined in clause 7.1. The syntax of Port_P is defined in Annex H.

Upon receipt of SM6, the UE determines the integrity and encryption algorithms as follows: the UE selects the first integrity and encryption algorithm combination on the list received from the P‑CSCF in SM 6 which is also supported by the UE.

NOTE:
Release 5 UE will not support any encryption algorithms, and will choose the first Release 5 integrity algorithm on the list received from the P‑CSCF in SM6.

The UE then proceeds to establish two new pairs of SAs in the local SAD.

The UE shall integrity and confidentiality protect SM7 and all following SIP messages. Furthermore the integrity and encryption algorithms list, SPI_P, and Port_P received in SM6, and SPI_U, Port_U sent in SM1 shall be included:

	SM7:
REGISTER(Security-setup = SPI_U, Port_U, SPI_P, Port_P, P‑CSCF integrity and encryption algorithms list)


After receiving SM7 from the UE, the P‑CSCF shall check whether the integrity algorithms list, SPI_P and Port_P received in SM7 is identical with thecorresponding parameters sent in SM6. It further checks whether SPI_U and Port_U received in SM7 are identical with those received in SM1. If these checks are not successful the registration procedure is aborted. The P‑CSCF shall include in SM8 information to the S‑CSCF that the received message from the UE was integrity protected as indicated in clause 6.1.5. The P‑CSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity and confidentiality check in the P‑CSCF.

	SM8:

REGISTER(Integrity-Protection = Successful, Confidentiality-Protection = Seccessful, IMPI)


The P‑CSCF finally sends SM12 to the UE. SM12 does not contain information specific to security mode setup (i.e. a Security-setup line), but with sending SM12 not indicating an error the P‑CSCF confirms that security mode setup has been successful. After receiving SM12 not indicating an error, the UE can assume the successful completion of the security-mode setup.
An example of how to make use of two pairs of unidirectional SAs is illustrated in the figure below with a set of example message exchanges protected by the respective IPsec SAs where the INVITE and following messages are assumed to be carried over TCP.
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Figure 9
7.2.2 TLS based access security 
The set-up of the TLS tunnel between the UE and the P-CSCF is based on the TLS profile specified in clause 7.1.2. The Sec-agree negotiation according to RFC 3329 [21] is run during the registration procedure to confirm the choice of the security mechanism. Annex XX of this specification shows how to use RFC 3329 [21] for the set-up of security associations.

In this clause the normal case is specified i.e. when no failures occurs. Note that for simplicity some of the nodes and messages have been omitted. Hence there are gaps in the numbering of messages, as the I‑CSCF is omitted.
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Figure 10

The UE and the P-CSCF set-up a TLS tunnel. The P-CSCF uses server side certificate for the TLS tunnel. This procedure shall be done, either prio SM1 or prio SM7.  
NOTE 1:
To avoid unnecessary computations (and possible user interaction), the UE need not verify the CA signature in the certificate, as it can simply accept the certificate. This is due to the CA certificate verification is replaced by the s_token.

All further communication between UE and P-CSCF is sent through this TLS tunnel.

The UE sends a Register message towards the S‑CSCF to register the location of the UE and to set-up the security mode, cf. clause 6.1. 

In order to start the security mode set-up procedure, the UE shall include a Security-setup-line in this message.

The Security-setup-line in SM1 contains the Security mechanism supported by the UE. 

	SM1:

REGISTER(Security-setup = TLS)


TLS is the symbolic name of the security mechanism name that the UE selects. The syntax of TLS is defined in Annex H.

Upon receipt of SM1, the P‑CSCF temporarily stores the parameters received in the Security-setup-line together with the UE’s IP address from the source IP address of the IP packet header, the IMPI and IMPU. Upon receipt of SM4, the P‑CSCF adds the keys IKIM and CKIM received from the S‑CSCF to the temporarily stored parameters.
The P-CSCF calculates the server token (s_token) over the P-CSCF’s server certificate using IKIM, and appends the s_token to the SM6 message. The syntax of s_token is defined in clause 7.1.2.
NOTE 2:
In case the TLS tunnel was not set up prio SM1, but prio SM7, the P-CSCF needs to calculate and send the s_token to the UE before the TLS tunnel is set up.
The Security-setup-line in SM6 contains the Security mechanism supported by the P‑CSCF. 

	SM6:

4xx Auth_Challenge(s_token, Security-setup = TLS)


TLS is the symbolic name of the Security mechanism that the P‑CSCF selects. The syntax of TLS is defined in Annex H. 

Upon receipt of SM6, the UE uses IKIM to validate the s_token, i.e. it calculates a MAC over the server certificate of the TLS tunnel. If the computed MAC equals with the MAC received in the authentication challenge, the UE is able to trust the TLS tunnel. If the MAC verification fails, the procedure is aborted and the TLS tunnel is released. 

NOTE 3:
In case the TLS tunnel was not set up prio SM1, but prio SM7, the UE needs to set up the TLS tunnel before processing the s_token in SM6.
NOTE 4:
The s_token verification guarantees that the P-CSCF is trusted by the home network. (If the P-CSCF is not trusted by the home network it will not have access to IKIM).

The UE then calculates an authorization verification token (c_token) to acknowledge that it received and accepted the s_token. The c_token is a MAC calculated over the s_token using IKIM . The syntax of c_token is defined in clause 7.1.2.

The UE appends the c_token to the SM7 message. Furthermore the Security mechanism received from by P-CSCF shall be included:

	SM7:
REGISTER(c_token, Security-setup = TLS)


After receiving SM7 from the UE, the P‑CSCF shall verify the c_token. The P-CSCF shall also check whether the Security mechanisms received in SM7 is identical with the corresponding parameters sent in SM6. It further checks whether Security mechanism received in SM7 was included in SM1. If these checks are not successful the registration procedure is aborted and the TLS tunnel is released. The P‑CSCF shall include in SM8 information to the S‑CSCF that the received message from the UE was integrity protected as indicated in clause 6.1.5. The P‑CSCF shall add this information to all subsequent REGISTER messages received from the UE that have successfully passed the integrity and confidentiality check in the P‑CSCF.

NOTE 5:
The integrity protection indication parameters in the REGISTER messages shall only be included after that the P-CSCF has verified the c_token correctly.

	SM8:

REGISTER(Integrity-Protection = Successful, Confidentiality-Protection = Successful, IMPI)


The P‑CSCF finally sends SM12 to the UE. SM12 does not contain information specific to security mode setup (i.e. a Security-setup line), but with sending SM12 not indicating an error the P‑CSCF confirms that security mode setup has been successful. After receiving SM12 not indicating an error, the UE can assume the successful completion of the security-mode setup.
******  Next change ******
7.3.1
Error cases related to IMS AKA

Errors related to IMS AKA failures are specified in clause 6.1. However, this clause additionally describes how these shall be treated, related to security association setup.

7.3.1.1
User authentication failure

For the IPsec based access security the following applies:
In this case, SM7 fails integrity check by IPsec at the P‑CSCF if the IKIM derived from RAND at UE is wrong. The SIP application at the P‑CSCF never receives SM7. It shall delete the temporarily stored SA parameters associated with this registration after a time-out.

In case IKIM was derived correctly, but the response was wrong the authentication of the user fails at the S‑CSCF due to an incorrect response. The S‑CSCF shall send a 4xx Auth_Failure message to the UE, via the P‑CSCF, which may pass through an already established SA. Afterwards, both, the UE and the P‑CSCF shall delete the new SAs.

For the TLS based access security the following applies:

If the IKIM derived from RAND at UE is wrong, the authentication of the TLS endpoint fails at the P‑CSCF due to the verification of the c_token fails. The P-CSCF shall abort the IMS AKA procedure and release the TLS tunnel.
In case IKIM was derived correctly, but the response was wrong, the authentication of the user fails at the S‑CSCF due to an incorrect response. The S‑CSCF shall send a 4xx Auth_Failure message to the UE, via the P‑CSCF, which may pass through an already established TLS tunnel. Afterwards, both, the UE and the P‑CSCF shall delete the TLS tunnel.
7.3.1.2
Network authentication failure

For the IPsec based access security the following applies:
If the UE is not able to successfully authenticate the network, the UE shall send a REGISTER message which may pass through an already established SA, indicating a network authentication failure, to the P‑CSCF. The P‑CSCF deletes the new SAs after receiving this message.

For the TLS based access security the following applies:

If the UE is not able to successfully authenticate the network due to failed verification check of the AUTN, the UE shall send a REGISTER message, which may pass through an already established TLS tunnel, indicating a network authentication failure, to the P‑CSCF. Afterwards, both the UE and the P‑CSCF shall delete the TLS tunnel. 
If the authentication of the TLS endpoint fails at the UE due to the verification of the s_token fails. The UE shall abort the procedure and release the TLS tunnel.
7.3.1.3
Synchronisation failure

For the IPsec based access security the following applies:
In this situation, the UE observes that the AUTN sent by the network in SM6 contains an out-of-range sequence number. The UE shall send a REGISTER message to the P‑CSCF, which may pass through an already established SA, indicating the synchronization failure. The P‑CSCF deletes the new SAs after receiving this message.

For the TLS based access security the following applies:

In this situation, the UE observes that the AUTN sent by the network in SM6 contains an out-of-range sequence number. The UE shall send a REGISTER message to the P‑CSCF, which may pass through an already established TLS tunnel, indicating the synchronization failure. Afterwards, both, the UE and the P‑CSCF shall delete the TLS tunnel.
7.3.1.4
Incomplete authentication

For the IPsec based access security the following applies:
If the UE responds to an authentication challenge from a S‑CSCF, but does not receive a reply before the request times out, the UE shall start a registration procedure if it still requires any IM services. The first message in this registration should be protected with an SA created by a previous successful authentication if one exists.

When the P‑CSCF receives a challenge from the S‑CSCF and creates the corresponding SAs during a registration procedure, it shall delete any information relating to any previous registration procedure (including the SAs created during the previous registration procedure).

If the P‑CSCF deletes a registration SA due to its lifetime being exceeded, the P‑CSCF should delete any information relating to the registration procedure that created the SA.

For the TLS based access security the following applies:

If the UE responds to an authentication challenge from a S‑CSCF, but does not receive a reply before the request times out, the UE shall start a registration procedure if it still requires any IM services. The first message in this registration should be protected with a TLS tunnel, if one exists.
******  Next change ******
7.3.2.3
Failed consistency check of Security-Set-up lines at the P‑CSCF

For the IPsec based access security the following applies:

The P‑CSCF shall check whether authentication and encryption algorithms list received in SM7 is identical with the authentication and encryption algorithms list sent in SM6. If this is not the case the registration procedure is aborted. (Cf. clause 7.2).
For the TLS based access security the following applies:

The P‑CSCF shall check whether Security-Set-Up lines received in SM7 is identical with the Security-Set-Up lines sent in SM6. If this is not the case the registration procedure is aborted. (Cf. clause 7.2).
7.4
Authenticated re-registration 

For the IPsec based access security the following applies:

Every registration that includes a user authentication attempt produces new security associations. If the authentication is successful, then these new security associations shall replace the previous ones. This clause describes how the UE and P‑CSCF handle this replacement and which SAs to apply to which message.

When security associations are changed in an authenticated re-registration then the protected server ports at the UE (port_us) and the P‑CSCF (port_ps) shall remain unchanged, while the protected client ports at the UE (port_uc) and the P‑CSCF (port_pc) shall change. For the definition of these ports see clause 7.1.

If the UE has an already active pair of security associations, then it shall use this to protect the REGISTER message. If the S‑CSCF is notified by the P‑CSCF that the REGISTER message from the UE was integrity-protected it may decide not to authenticate the user by means of the AKA protocol. However, the UE may send unprotected REGISTER messages at any time. In this case, the S‑CSCF shall authenticate the user by means of the AKA protocol. In particular, if the UE considers the SAs no longer active at the P‑CSCF, e.g., after receiving no response to several protected messages, then the UE should send an unprotected REGISTER message.

Security associations may be unidirectional or bi-directional. This clause assumes that security associations are unidirectional, as this is the general case. For IP layer SAs, the lifetime mentioned in the following clauses is the lifetime held at the application layer. Furthermore deleting an SA means deleting the SA from both the application and IPsec layer. The message numbers, e.g. SM1, used in the following clauses relate to the message flow given in clause 6.1.1.
For the TLS based access security the following applies:

Every registration that includes a user authentication attempt produces new authorization tokens (s_token and c_token). This clause describes how the UE and P‑CSCF handle the authenticated re-registration.
If the UE already has a TLS tunnel, then it shall use this to protect the REGISTER message. If the S‑CSCF is notified by the P‑CSCF that the REGISTER message from the UE was integrity-protected it may decide not to authenticate the user by means of the AKA protocol. However, the UE may send unprotected REGISTER messages at any time. In this case, the S‑CSCF shall authenticate the user by means of the AKA protocol. In particular, if the UE considers the TLS tunnel no longer working at the P‑CSCF, e.g., after receiving no response to several protected messages, then the UE should send an unprotected REGISTER message.
7.4.1
Void

7.4.1a
Management of security associations in the UE

For the IPsec based access security the following applies:

The UE shall be involved in only one registration procedure at a time, i.e. the UE shall remove any data relating to any previous incomplete registrations or authentications, including any SAs created by an incomplete authentication.

The UE may start a registration procedure with two existing pairs of SAs. These will be referred to as the old SAs. The authentication produces two pairs of new SAs. These new SAs shall not be used to protect non-authentication traffic until noted during the authentication flow. In the same way, certain messages in the authentication shall be protected with a particular SA. If the UE receives a message protected with the incorrect SA, it shall discard the message.

A successful authentication proceeds in the following steps:

-
The UE sends the SM1 message to register with the IMS. If SM1 was protected, it shall be protected with the old outbound SA.

-
The UE receives an authentication challenge in a message (SM6) from the P‑CSCF. This message shall be protected with the old inbound SA if SM1 was protected and unprotected otherwise.

-
If this message SM6 can be successfully processed by the UE, the UE creates the new SAs, which are derived according to clause 7.1. The lifetime of the new SAs shall be set to allow enough time to complete the registration procedure. The UE then sends its response (SM7) to the P‑CSCF, which shall be protected with the new outbound SA. Meanwhile, if SM1 was protected, the UE shall use the old SAs for messages other than those in the authentication, until a successful message of new authentication is received (SM12); if SM1 was unprotected, the UE is not allowed to use IMS service until it receives an authentication successful message (SM12).

-
The UE receives an authentication successful message (SM12) from the P‑CSCF. It shall be protected with the new inbound SA.

-
After the successful processing of this message by the UE, the registration is complete. The UE sets the lifetime of the new SAs such that it either equals the latest lifetime of the old SAs or it will expire shortly after the registration timer in the message, depending which gives the SAs the longer life. For further SIP messages sent from UE, the new outbound SAs are used, with the following exception: when a SIP message is part of a pending SIP transaction it may still be sent over the old SA. A SIP transaction is called pending if it was started using an old SA. When a further SIP message protected with a new inbound SA is successfully received from the P‑CSCF, then the old SAs shall be deleted as soon as either all pending SIP transactions have been completed, or have timed out. The old SAs shall be always deleted when the lifetime is expired. This completes the SA handling procedure for the UE.

A failure in the authentication can occur for several reasons. If the SM1 was not protected, then no protection shall be applied to the failure messages, except the user authentication failure message which shall be protected with the new SA. If SM1 was protected, the old SAs shall be used to protect the failure messages. In both cases, after processing the failure message, the UE shall delete the new SAs.

The UE shall monitor the expiry time of registrations without an authentication and if necessary increase the lifetime of the SAs created by the last successful authentication such that it will expire shortly after the registration timer in the message.

NOTE:
In particular this means that the lifetime of a SA is never decreased.

The UE shall delete any SA whose lifetime is exceeded. The UE shall delete all SAs it holds once all the IMPUs are de-registered.
For the TLS based access security the following applies:

The UE shall be involved in only one registration procedure at a time, i.e. the UE shall remove any data relating to any previous incomplete registrations or authentications, including any TLS tunnel created by an incomplete authentication.
The UE may start a registration procedure with an existing TLS tunnel. The authentication produces new authorization tokens (s_token and c_token). The existing TLS tunnel shall be used to protect non-authentication traffic given it was verified by the authorization tokens from the previous authentication. If the UE receives non-authentication traffic from a TLS tunnel, which was not verified by the authorization tokens from the previous authentication, it shall discard the traffic. If the authentication is successful including verification of authorization tokens, the UE may continue to use the existing TLS tunnel. If the authentication is unsuccessful, the UE shall release the existing TLS tunnel. 
7.4.2
Void

7.4.2a
Management of security associations in the P‑CSCF

For the IPsec based access security the following applies:

When the S‑CSCF initiates an authentication by sending a challenge to the UE, the P‑CSCF may already contain existing SAs from previously completed authentications. It may also contain two existing pairs of SAs from an incomplete authentication. These will be referred to as the old and registration SAs respectively. The authentication produces two pairs of new SAs. These new SAs shall not be used to protect non-authentication traffic until noted during the authentication flow. Similarly certain messages in the authentication shall be protected with a particular SA. If the P‑CSCF receives a message protected with the incorrect SA, it shall discard the message.

The P‑CSCF associates the IMPI given in the registration procedure and all the successfully registered IMPUs related to that IMPI to an SA.

A successful authentication proceeds in the following steps:

-
The P‑CSCF receives the SM1 message. If SM1 is protected, it shall be protected with the old inbound SA.

-
The P‑CSCF forwards the message containing the challenge (SM6) to the UE. This shall be protected with the old outbound SA, if SM1 was protected and unprotected otherwise.

-
The P‑CSCF then creates the new SAs, which are derived according to clause 7.1. The expiry time of the new SAs shall be set to allow enough time to complete the registration procedure. The registration SAs shall be deleted if they exist.

-
The P‑CSCF receives the message carrying the response (SM7) from the UE. It shall be protected using the new inbound SA. If SM1 was protected, the old SAs are used to protect messages other than those in the authentication.

-
The P‑CSCF forwards the successful registration message (SM12) to the UE. It shall be protected using the new outbound SA. This completes the registration procedure for the P‑CSCF. The P‑CSCF sets the expiry time of the new SAs such that they either equals the latest lifetime of the old SAs or it will expire shortly after the registration timer in the message, depending which gives the SAs the longer life.

-
After SM12 is sent, the P‑CSCF handles the UE related SAs according to following rules:

-
If there are old SAs, but SM1 belonging to the same registration procedure was received unprotected, the P‑CSCF considers error cases happened, and assumes UE does not have those old SAs for use. In this case the P‑CSCF shall remove the old SAs.

-
If SM1 belonging to the same registration procedure was protected with an old valid SA, the P‑CSCF keeps this inbound SA and the corresponding three SAs created during the same registration with the UE active, and continues to use them. Any other old SAs are deleted. When the old SAs have only a short time left before expiring or a further SIP message protected with a new inbound SA is successfully received from the UE, the P‑CSCF starts to use the new SAs for outbound messages with the following exception: when a SIP message is part of a pending SIP transaction it may still be sent over the old SA. A SIP transaction is called pending if it was started using an old SA. The old SAs are then deleted as soon as all pending SIP transactions have been completed, or have timed out. The old SAs are always deleted when the old SAs lifetime are expired. When the old SAs expire without a further SIP message protected by the new SAs, the new SAs are taken into use for outbound messages. This completes the SA handling procedure for the P‑CSCF.

A failure in the authentication can occur for several reasons. If the SM1 was not protected, then no protection shall be applied to the failure messages, except the user authentication failure message which shall be protected with the new SAs. If SM1 was protected, the old SAs shall be used to protect the failure messages. In both cases, after processing the failure message, the P‑CSCF shall delete the new SAs.

The P‑CSCF shall monitor the expiry time of registrations without an authentication and if necessary increase the lifetime of SAs created by the last successful authentication such that it will expire shortly after the registration timer in the message.

The P‑CSCF shall delete any SA whose lifetime is exceeded. The P-CSCF shall delete all SAs it holds that are associated with a particular IMPI once all the associated IMPUs are de-registered.
For the TLS based access security the following applies:

When the S‑CSCF initiates an authentication by sending a challenge to the UE, the P‑CSCF may already have existing TLS tunnel (verified by the authorization tokens) from previously completed authentications. The authentication produces new authorization tokens. The existing TLS tunnel shall be used to protect non-authentication traffic given it was verified by the authorization tokens from the previous authentication. If the P-CSCF receives non-authentication traffic from a TLS tunnel, which was not verified by the authorization tokens from the previous authentication, it shall discard the traffic. If the authentication is successful including verification of authorization tokens, the P-CSCF may continue to use the existing TLS tunnel. If the authentication is unsuccessful, the P-CSCF shall release the existing TLS tunnel.
The P‑CSCF associates the IMPI given in the registration procedure and all the successfully registered IMPUs related to that IMPI to a TLS tunnel.
******  Next change ******
7.6
Interoperability cases between IPsec and TLS based access security
7.6.1
Requirements for interoperability 
When a UE (or P-CSCF) is upgraded to support TLS, it may be possible that the peer P-CSCF (or UE) has not been upgraded, but supports only IPsec based access security. To ensure interoperability, UEs and P-CSCFs supporting TLS based access security may support IPsec based access security. The UE should always initiate the communication with TLS if the UE supports it. Starting with TLS handshake has the benefit that the negotiation is protected from message SM1. 
The following clauses describe the cases where either of the nodes supports TLS and both support IPsec based access security to ensure backwards compatibility:

-
TLS security set up initiated by UE;
-
TLS security set up due to P-CSCF preference;

-
IPsec security set up due to P-CSCF not supporting TLS;
-
IPsec security set up due to UE not supporting TLS.
NOTE:
The flows in the following clauses illustrate only the parameters that are relevant for selecting the access security method.
7.6.2
TLS security set up initiated by UE
In this case UE and P-CSCF both support IPsec and TLS based access security. The UE starts with TLS handshake and the Sec-agree negotiation according to RFC 3329 [xx] is run in the following messages to confirm the choice of the security mechanism. I.e. TLS based access security is set-up. Figure 11 depicts an example flow.
NOTE:
If the UE does not support IPsec, it does not add the ipsec-3gpp mechanism name to the Sec-agree header. 
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7.6.3
TLS security set up due to P-CSCF preference

In this case UE and P-CSCF both support IPsec and TLS based access security. The Sec-agree negotiation according to RFC 3329 [xx] is run in the following messages to confirm the choice of the security mechanism. I.e. TLS based access security is set-up based on the selection of the P-CSCF. Figure 12 depicts an example flow. 
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Figure 12

7.6.4
IPsec security set up due to P-CSCF not supporting TLS

In this caset the P-CSCF supports IPsec and the UE supports at least IPsec and it may support also TLS. The UE starts with TLS handshake, which is rejected by the P-CSCF e.g. with an ICMP message, since the P-CSCF does not support TLS handshake. When receiving the error message the UE falls back to Sec-agree. Then the UE and P-CSCF negotiate the use of IPsec based access security. Figure 13 depicts an example flow.
NOTE:
It should be noted that since the error message from the P-CSCF cannot be authenticated by the UE, i.e. it could be sent by an attacker, the following Sec-agree negotiation may still lead to establishment of TLS (e.g., due to that the P-CSCF is not using a standard port for TLS, but a private port). This is possible if both UE and P-CSCF support TLS.
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7.6.5
IPsec security set up due to UE not supporting TLS

In this case the UE supports IPsec and P-CSCF supports both IPsec and TLS based access security. The UE starts with the Sec-agree negotiation according to RFC 3329 [xx]. IPsec based access security is set-up.  Figure 14 depicts an example flow.
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******  Next change ******
Annex H (normative):
The use of "Security Mechanism Agreement for SIP Sessions" [21] for security mode set-up

The BNF syntax of RFC 3329 [21], with the addition of the "aes-cbc" value for the "ealg" parameter, is defined for negotiating security associations for semi-manually keyed IPsec in the following way:


security-client

= "Security-Client" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-server

= "Security-Server" HCOLON sec-mechanism *(COMMA sec-mechanism)


security-verify

= "Security-Verify" HCOLON sec-mechanism *(COMMA sec-mechanism)


sec-mechanism

= mechanism-name *(SEMI mech-parameters)


mechanism-name

= "ipsec- 3gpp"/ “tls”

mech-parameters

= ( preference / algorithm / protocol / mode / encrypt-algorithm / spi‑c / spi‑s / port‑c / port‑s )


preference



= "q" EQUAL qvalue


qvalue




= ( "0" [ "." 0*3DIGIT ] ) / ( "1" [ "." 0*3("0") ] )


algorithm



= "alg" EQUAL ( "hmac-md5-96" / "hmac-sha-1-96" )


protocol



= "prot" EQUAL ( "ah" / "esp" )


mode




= "mod" EQUAL ( "trans" / "tun" )


encrypt-algorithm
= "ealg" EQUAL ( "des-ede3-cbc" /"aes-cbc" / "null" )


spi‑c




= "spi‑c" EQUAL spivalue


spi‑s




= "spi‑s" EQUAL spivalue


spivalue



= 10DIGIT; 0 to 4294967295


port‑c




= "port‑c" EQUAL port


port‑s




= "port‑s" EQUAL port


port




= 1*DIGIT

The parameters described by the BNF above have the following semantics:


Mechanism-name: For TLS as defined in RFC 3329 [21]. For manually keyed IPsec, this field includes the value "ipsec- 3gpp". "ipsec‑ 3gpp" mechanism extends the general negotiation procedure of RFC 3329 [21] in the following way:

1
The server shall store the Security-Client header received in the request before sending the response with the Security-Server header.

2
The client shall include the Security-Client header in the first protected request. In other words, the first protected request shall include both Security-Verify and Security-Client header fields.

3
The server shall check that the content of Security-Client headers received in previous steps (1 and 2) are the same.


Preference: As defined in RFC 3329 [21].

The rest of the parameters in this annex are applicable to IPsec only.

Algorithm: Defines the authentication algorithm. May have a value "hmac-md5-96" for algorithm defined in RFC 2403 [15], or "hmac-sha-1-96" for algorithm defined in RFC 2404 [16]. The algorithm parameter is mandatory.


Protocol: Defines the IPsec protocol. May have a value "ah" for RFC 2402 [19] and "esp" for RFC 2406 [13]. If no Protocol parameter is present, the value will be "esp".

NOTE:
According to clause 6 only "esp" is allowed for use in IMS.

Mode: Defines the mode in which the IPsec protocol is used. May have a value "trans" for transport mode, and value "tun" for tunneling mode. If no Mode parameter is present, the value will be "trans".

NOTE:
According to clause 6.3 ESP integrity shall be applied in transport mode i.e. only "trans" is allowed for use in IMS.

Encrypt-algorithm: If present, defines the encryption algorithm. May have a value "des-ede3-cbc" for algorithm defined in RFC 2451 [20] or "aes-cbc" for the algorithm defined in IETF RFC 3602 [22] or "null" if encryption is not used. If no Encrypt-algorithm parameter is present, the algorithm will be "null".


Spi‑c: Defines the SPI number of the inbound SA at the protected client port.


Spi‑s: Defines the SPI number of the inbound SA at the protected server port.


Port‑c: Defines the protected client port.

Port‑s: Defines the protected server port.
It is assumed that the underlying IPsec implementation supports selectors that allow all transport protocols supported by SIP to be protected with a single SA.

******  End of changes ******
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