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4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This section describes the GAA and ID-FF / ID-WSF architecture. The GAA system consists of UE, BSF, NAF, and HSS (and D-Proxy dependent on configuration) as described in TS 33.220 [1]. 

In the Liberty Alliance are the following system entities: Principal (shown as UE in the figures), IdP, DS, SP, and the roles WSC, and WSP. Typical Liberty Alliance network models are shown for ID-FF in Figure 4.2.-1 and for ID-WSF in 4.2.-2.


[image: image1.wmf] 

UE

 

 

HTTP

-

based

 

 

LAP UE

-

SP

 

Using

 HTTP

 

 

 

 

NAF

 

 

I

d

P

 

 

 

NAF

 

 

IdP

 

SP

 

LAP SP

-

IdP

 

SOAP

-

based

 


Figure 4.2-1: Liberty Alliance network model for ID-FF

For easy integration in current web deployment, some variants of ID-FF do not use the SOAP-based connection between IdP and SP (as shown e.g. in figure 4.2-1), but rely solely on HTTP-based connections originating in UE.
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Figure 4.2-2: Liberty Alliance network model for ID-WSF

The Liberty specific interfaces are secured using methods described in [14]. There are several possibilities for the UE interfaces towards Liberty entities e.g. pure HTTP based or PAOS based. For a mobile network operator deploying 3GPP GBA system and the Liberty ID-FF, there are two alternative architectures possible. The IdP might be collocated with the NAF or with the BSF and the SP is collocated with the NAF.

4.2.1 
Architecture for collocated IdP/NAF in ID-FF and ID-WSF
If the IdP is collocated with the NAF, then the IdP/NAF authenticates the UE using the GBA credentials. There is only one reference point carrying both Liberty Alliance and GBA related information, i.e. the reference point between the IdP/NAF and the UE. The protocols, that are used to trigger the authentication of the UE and the successful authentication information, are defined in Liberty ID-FF [7] or SAML v2.0 [13]. The architecture for a collocated IdP/NAF together with the Liberty ID-FFis outlined in Figure 4.2-3.
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Figure 4.2-3: Combined Liberty Alliance ID-FF and GAA architecture with collocated NAF and IdP.

If the GAA architecture is deployed together with the Liberty ID-WSF, then the corresponding architecture is described in 4.2-4 for the case that the IdP and the NAF are collocated. The UE would in this case need to support the normative HTTP-based Liberty Interaction Service [15] between UE and WSP.
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Figure 4.2-4: Combined Liberty Alliance ID-WSF and GAA architecture with collocated NAF and IdP.

If the subscriber’s home operator does not host the IdP/NAF, then the architecture also includes a D-Proxy as described in TS 33.220 [1]. A service provider that wants to request user authentication would redirect the user to the IdP/NAF. The IdP/NAF interaction with the BSF would be transparent to the SP – WSC.

4.2.2 
Architecture for collocated IdP/BSF in ID-FF

If the IdP is collocated with the BSF, then this imposes some additional requirements on the BSF as compared to TS33.220 [1]. 

· If artifact transfer is supported, the operator internal BSF needs to provide a SOAP based reference point to service providers. 

· The Ub reference point would be used to carry Liberty and GBA related information.  

For these reasons, this specification only outlines the details for the case that the NAF should be co-hosted with the IdP and does not provide the full details for the architecture, where the BSF is collocated with the IdP. 

Editor’s note: It is for ffs, if a detailed architecture for collocated BSF and IdP is needed. As interfaces of BSF and IdP as defined now do not map easily, a refinement also requires clarification of the roles and the mapping of the other network elements of GAA and Liberty. This applies in particular to the role of the NAF, either stand-alone or mapped to Liberty elements. In addition some protocol extensions may be necessary.


The following scenarios outline details for GBA interworking with the Liberty Alliance ID-FF and ID-WSF specifications.
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