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1. Proposal

This pCR proposes some changes to Annex B (message flows)

· since the SPI is not part of the SPD

· to include extra consistency and security checks before starting the security processing

· to include some editorial changes. 
2. Revised ANNEX B

Annex B (normative):
TCAPsec message flows

Imagine a network scenario with two SS7-SEG at different PLMNs (SS7-SEGa and a SS7-SEG in the receiving PLMNb) willing to communicate using TCAPsec. Figure 1 presents the message flow.
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Figure B-1. TCAPsec Message Flow

According to Figure 1, when SS7-SEGa from PLMN A on behalf of NEa needs to send a message towards NEb within PLMN B using TCAPsec, the process is the following:

The Sending Entity SS7-SEGa performs the following actions during the outbound processing of every TCAP user message:

1.
SS7-SEGa checks its Security Policy Database (SPD) to check if TCAPsec mechanisms shall be applied towards PLMN B:

a)
If the SPD does not mandate the use of TCAPsec towards PLMN B, then normal TCAP communication procedures will be used and the process continues in step 4.
b)
If the SPD mandates the use of TCAPsec towards PLMN B, then the process continues at step 2.
c)
If no valid entry in the SPD is found for PLMN B, then the communication is aborted and the message is discarded. 
2.
SS7-SEGa checks its Security Association Database (SAD) for a valid Security Association (SA) to be used towards PLMN B. In the case where more than one valid SA is available at the SAD, SS7-SEGa shall choose the one, the soft expiry time of which will be reached next.

a)
In case protection of TCAPsec messages towards PLMN B is not possible (e.g. no SA available, invalid SA…), then the message is discarded.
b)
If a valid SA exists then the process continues at step 3.

3.
SS7-SEGa constructs the TCAPsec message towards NEb using the parameters (keys, algorithms) found in the SA and the protection mode from the SPD.

4.
SS7-SEGa either: 
a)
sends a TCAPsec message towards PLMNb (from step 3).

b)
forwards an unprotected TCAP message in the event that the SPD towards PLMNb allowed it (step 1.a.).
At the Receiving PLMN, an SS7-SEG (e.g. SS7-SEGb) performs the following actions during the inbound processing of every TCAP user message it received:
5.
If a TCAP message is received for which no valid SPD entry exists (i.e. SCCP Calling Party adress is unknown) then the message is discarded (Process goes to END).
6.
If an unprotected TCAP message is received, the process continues with step 7.


Otherwise, SS7-SEGb decomposes the received TCAPsec message and retrieves SPI and Original component Id from the security header.

7.
The SS7-SEGb checks the SPD:


An unprotected TCAP message is received:

a)
If an unprotected TCAP message is received and fallback to unprotected mode is allowed for the specified SCCP Calling party address, then the unprotected TCAP message is simply processed (Process goes to END)

b)
If an unprotected TCAP message is received, but the SPD mandates the use of TCAPsec and fallback to unprotected mode is NOT allowed, then the message is discarded.

A TCAPsec message is received:


c)
If a TCAPsec message is received, but the SPD indicates that TCAPsec is NOT to be used, then the message is discarded.

d)
If a TCAPsec message is received and the SPD indicates that TCAPsec is required, then the process continues at step 8.

8.
The receiving SS7-SEG checks its SAD to retrieve the relevant SA-information for processing of the TCAPsec message:

a) If the received SPI does not point to a valid SA, then the message is discarded.

b) If the received SPI points to a valid SA, and if the Source and Destination Network Id, which are retrieved via the SPI, align with those from SCCP layer, then the SS7-SEG retrieves the protection mode from the SPD and the cryptographic information (keys, algorithms) from the SADB and the process continues at step 9, otherwise the message is discarded.

9.
Freshness of the protected message is checked by ensuring the Time Variant Parameter (TVP) is in an acceptable window. Integrity and encryption mechanisms are applied to the message according to the identified protection level, by using the information in the SA (Keys, algorithms).

a)
If the result after applying such mechanisms is NOT successful then the message is discarded.

b)
If the result after applying such procedures is successful, then SS7-SEG has the cleartext TCAP message NEa originally wanted to send to NEb. The cleartext TCAP message can now be forwarded by the receiving SS7-SEG to NEb (Process goes to END)

END:
A cleartext TCAP user message is available at the receiving SS7-SEG.

In the event the received message at NEb requires an answer to NEa (Return Result/Error), an SS7 SEG in PLMN B will, on behalf of NEb perform the process in steps 1 to 4 acting as the Sender and an SS7 SEG in PLMN A will perform the process in steps 5 to 8 acting as the Receiver and forward a successfully received message to NEa.
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