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*** BEGIN SET OF CHANGES ***
5.8
Optimization of Subsequent Tunnel Establishment Procedure 

5.8.1 General

Optimization of the tunnel authentication procedure may be optionally supported by the operators. Optimization of the tunnel authentication procedure is done by deriving a new Tunnel Session Key (TSK) as a pre-shared key for IKEv2 authentication, during the tunnel establishment procedure, without the need to perform EAP authentication. Optimization of the tunnel authentication procedure is done only when the EAP-SIM or EAP-AKA authentication has been already done by the WLAN UE and the WLAN UE subsequently requested for the tunnel establishment.  This will remove the need to perform an extra EAP-SIM/EAP-AKA authentication again for an authenticated WLAN UE.  If the operator policy supports tunnel authentication optimization, then the AAA server and the WLAN UE shall derive the TSK from the EMSK as defined in the section 6.1.7 for IKEv2 authentication. 
After the initial authentication procedure, the WLAN UE always initiates the tunnel authentication optimization procedure. If the network supports the tunnel authentication optimization, then the procedure as defined in the section 6.1.7 shall be carried out. If the network does not support the tunnel optimization procedure, then as described in the section 6.1.7.1, the error code shall intimate the WLAN UE that the network policy does not support tunnel authentication optimization procedure. Then the WLAN UE shall initiate the normal authentication procedure. If the network policy changes and network start supporting the feature after the normal authentication, then the network shall intimate the tunnel authentication optimization to the UE, while doing the next tunnel authentication
procedure. 
5.8.2 EMSK lifetime

Since the AAA server and the WLAN UE store the EMSK for optimized tunnel establishment, the lifetime of the EMSK should be defined.  The lifetime of the EMSK should be less than or equal to the lifetime of MK or the WLAN UE’s Authorization-Lifetime.  The EMSK shall be refreshed with the new EMSK value whenever a new EAP-SIM/EAP-AKA authentication occurs, even though the value has never been used.  Within the lifetime of the EMSK, the same EMSK can be used multiple times to derive TSKs for tunnel authentication.  

If the operator policy does not allow optimized tunnel establishment, then it is implementation specific whether the AAA server shall store the EMSK or not.  
*** END SET OF CHANGES ***
*** BEGIN SET OF CHANGES ***

6.1.5
Mechanisms for the set up of UE-initiated tunnels (WLAN 3GPP IP Access)

-
The WLAN UE and the PDG use IKEv2, as specified in [ikev2], in order to establish IPSec security associations.

-
Public key signature based authentication with certificates, as specified in [ikev2], is used to authenticate the PDG. The PDG shall authenticate itself with an identity, for example, "pdg.mncNNN.mccMMM.3gppnetwork.org". This identity shall be contained in the IKEv2 ID_FQDN payload and shall match a dNSName SubjectAltName component in the PDG's certificate. A profile for certificate contents and processing is defined in clause 6.6A.

-
EAP-AKA within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a USIM.

-
EAP-SIM within IKEv2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a SIM and no USIM.

-
A profile for IKEv2 is defined in section 6.5.

6.1.5.1
Tunnel full authentication and authorization

The tunnel end point in the network is the PDG. As part of the tunnel establishment attempt the use of a certain W-APN is requested. When a new attempt for tunnel establishment is performed by the WLAN UE, the WLAN UE shall use IKEv2 as specified in ref. [29]. The EAP messages carried over IKEv2 shall be terminated in the AAA server, which communicates with the PDG via Wm interface, implemented with Diameter. Then the PDG shall extract the EAP messages received from the WLAN UE over IKEv2, and send them to the AAA server over Diameter (the opposite for messages sent from the AAA server). The WLAN UE shall use the Configuration Payload of IKEv2 to obtain the Remote IP address.

The sequence diagram is shown in figure 7A. The EAP message parameters and procedures regarding authentication are omitted since they are already described in this technical specification. Only decisions and processes relevant to this EAP-IKEv2 procedure are explained.

As the WLAN UE and PDG generated nonces are used as input to derive the encryption and authentication keys in IKEv2, replay protection is implemented as well. For this reason, there is no need for the AAA server to request the user identity again using the EAP AKA or EAP SIM specific methods (as specified in ref. [4] and ref. [5]), because the AAA server is certain that no intermediate node has modified or changed the user identity.
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Figure 7A: Tunnel full authentication and authorization

1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2.
The WLAN UE sends the user identity (in the Idi payload) and the W-APN information (in the Idr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user identity shall be compliant with Network Access Identifier (NAI) format specified in RFC 2486 [14], containing the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

3.
The PDG sends the Authentication Request message with an empty EAP AVP to the AAA server, containing the user identity. The PDG shall include a parameter indicating that the authentication is being performed for tunnel establishment, as indicated in reference [37]. This will help the AAA server to distinguish between authentications for WLAN access and authentications for tunnel setup.

4.
The AAA server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the user subscription and/or the indication received from the WLAN UE. 

5.
The AAA server initiates the authentication challenge. The user identity is not requested again, as in a normal authentication process, because there is the certainty that the user identity received in the EAP Identity Response message has not been modified or replaced by any intermediate node. The reason is that the user identity was received via an IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDG and the WLAN UE).
6.
The PDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the WLAN UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security associations as well. The EAP message received from the AAA server (EAP-Request/AKA-Challenge or EAP-Request/SIM-Challenge) is included in order to start the EAP procedure over IKEv2.

7.
The WLAN UE checks the authentication parameters and responds to the authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

8.
The PDG forwards the EAP-Response/AKA-Challenge message or EAP-Response/SIM-Challenge message to the AAA server.
9.
When all checks are successful, the AAA server sends the Authentication Answer including an EAP success and the key material to the PDG. This key material shall consist of the MSK generated during the authentication process. When the Wm interface (PDG-AAA server) is implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key parameter, as defined in ref. [23]. 
9a. The PDG sends the Authorization Request message with an empty EAP AVP to the AAA server, containing W-APN.

9b.  The AAA server checks in user’s subscription if he/she is authorized to establish the tunnel. 


The counter of IKE SAs for that W-APN is stepped up. If the maximum number of IKE SAs for that W-APN is exceeded, the AAA server shall send an indication to the PDG that established the oldest active IKE SA (it could be the same PDG or a different one) to delete the oldest established IKE SA. The AAA server shall update accordingly the information of IKE SAs active for the W-APN. The AAA server checks if it supports the tunnel optimization procedure.
9c. The AAA server sends the AA-Response to PDG. The AAA server includes a Diameter/Radius vendor specific AVP payload to intimate to the PDG that the network supports the tunnel optimization procedure, if the network supports the tunnel authentication optimization procedure.   
Editor’s note: The detail mechanism to pass the indication of tunnel optimization support from AAA server to the PDG is ffs.  The VSA details are also ffs.
10.
The MSK shall be used by the PDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11.
The EAP Success message is forwarded to the WLAN UE over IKEv2. The PDG shall include the intimation of the network supporting the tunnel optimization procedure in the IKEv2 message, if the PDG receives the indication in the AA-Response message.

Editors note: Passing the indication of tunnel authendication optimization procedure from the PDG to the WLAN UE in the IKEv2 message is ffs. Vendor ID or Notify payload could be used.  In terms of keeping the standard unchanged, it is considered to be better to use Vendor ID payload.  However, the details are ffs.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
14.
If the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in WLAN UE.

6.1.5.2
Tunnel fast re-authentication and authorization

This process is very similar to the tunnel full authentication and authorization. The only difference is that EAP fast re-authentication is used in this case.

The sequence diagram is shown in figure 7B. The EAP message parameters and procedures regarding fast re-authentication are omitted since they are already described in this technical specification. Only decisions and processes relevant to this EAP-IKEv2 procedure are explained.
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Figure 7B: Tunnel fast re-authentication and authorization

1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman exchange.

2.
The WLAN UE sends the re-authentication identity (in the Idi payload) and the W-APN information (in the Idr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE omits the AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The re-authentication identity used by the WLAN UE shall be the one received in the previous authentication process. If the WLAN UE’s Remote IP address needs to be configured dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address.

3.
The PDG sends the Authentication Request message with an empty EAP AVP to the AAA server, containing the re-authentication identity. The PDG shall include a parameter indicating that the authentication is being performed for tunnel establishment, as indicated in ref. [37]. This will help the AAA server to distinguish between authentications for WLAN access and authentications for tunnel setup.

4.
The AAA server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the user subscription. 

5.
The AAA server initiates the fast re-authentication challenge.
6.
The PDG responds with its identity, a certificate, and sends the AUTH parameter to protect the previous message it sent to the WLAN UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security associations as well. The EAP message received from the AAA server (EAP-Request/AKA-Reauthentication or EAP-Request/SIM-Reauthentication) is included in order to start the EAP procedure over IKEv2.

7.
The WLAN UE checks the authentication parameters and responds to the fast re-authentication challenge. The only payload (apart from the header) in the IKEv2 message is the EAP message.

8.
The PDG forwards the EAP-Response/AKA-Reauthentication message or EAP-Response/SIM-Reauthentication message to the AAA server.

9.
When all checks are successful, the AAA server sends the Authentication Answer including an EAP success and the key material to the PDG. This key material shall consist of the MSK generated during the fast re-authentication process. When the Wm interface (PDG-AAA server) is implemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-Key parameter, as defined in ref. [23].  
9a. The PDG sends the Authorization Request message with an empty EAP AVP to the AAA server, containing W-APN.

9b.  The AAA server checks in user’s subscription if he/she is authorized to establish the tunnel. 


The counter of IKE SAs for that W-APN is stepped up. If the maximum number of IKE SAs for that W-APN is exceeded, the AAA server shall send an indication to the PDG that established the oldest active IKE SA (it could be the same PDG or a different one) to delete the oldest established IKE SA. The AAA server shall update accordingly the information of IKE SAs active for the W-APN. The AAA server checks if it supports the tunnel optimization procedure.
9c. The AAA server sends the AA-Response to PDG. The AAA server includes a Diameter/Radius vendor specific AVP payload to intimate to the PDG that the network supports the tunnel optimization procedure, if the network supports the tunnel authentication optimization procedure.   
Editor’s note: The detail mechanism to pass the indication of tunnel optimization support from AAA server to the PDG is ffs.  The VSA details are also ffs.
10.
The MSK shall be used by the PDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11.
The EAP Success message is forwarded to the WLAN UE over IKEv2. The PDG shall include the intimation of the network supporting the tunnel optimization procedure in the IKEv2 message, if the PDG receives the indication in the AA-Response message.

Editors note: Passing the indication of tunnel authendication optimization procedure from the PDG to the WLAN UE in the IKEv2 message is ffs. Vendor ID or Notify payload could be used.  In terms of keeping the standard unchanged, it is considered to be better to use Vendor ID payload.  However, the details are ffs.
12.
The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

13.
The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP address in the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote IP address through the CFG_REQUEST. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

14.
If the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send to the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in WLAN UE.

*** END SET OF CHANGES ***
*** BEGIN SET OF CHANGES ***

6.1.7
Subsequent Tunnel Establishment Procedure

When authentication processes have to be performed frequently for tunnel establishment after the WLAN access authentication or after a full or fast authenticated tunnel establishment procedure, it can lead to a high network load and increase the delay in the tunnel establishment procedure, especially when the number of connected users is high. In this case, if the WLAN UE and the AAA server have keys with valid authorized lifetime and if the 3GPP AAA server send the support of tunnel optimization procedure notification to the UE, then it is more efficient to use the optimized tunnel authentication procedure.  Thus the optimization of tunnel authentication procedure allows the WLAN UE and the AAA server to derive a Tunnel Session Key (TSK) as the pre-shared secret for IKEv2 authentication during the subsequent tunnel establishment procedures.  
The derivation of a TSK from the EMSK of a previous authentication process shall be performed as follows: the valid EMSK is fed into a pseudo-random function (as in full authentication) with the W-APN, identity and length of the key to generate a new Tunnel Session Key (TSK). 

TSK is derived as TSK = prf {EMSK, W-APN, Identity, Length of the Key}, where prf is the Pseudo random generator agreed between the WLAN UE and the AAA server during the previous EAP-SIM or EAP-AKA authentication procedure. EMSK is the Extended Master Session Key that is derived from the Master Key generated by the WLAN UE and the AAA server during the previous EAP-SIM/EAP-AKA authentication procedure. The W-APN is the WLAN Access Point Name included in the tunnel request message. Identity is the user identity included in the tunnel request message and Length of the Key is the output length of the TSK key.

This process implies that, when the operator supports the tunnel authentication optimization, the AAA server shall store the EMSK key, in case the next tunnel establishment authentication procedure needs to generate a TSK, after a full authentication process or fast re-authentication process. In the AAA server, the EMSK is stored along with the fast re-authentication keys as specified in the section 6.1.4. When the WLAN UE has completed a full or fast authentication, it shall store the same data in order to be prepared for the tunnel authentication optimization procedure.
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Figure 7D: Optimization of the Subsequent Tunnel Establishment Procedure 

1.
The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG and WLAN UE negotiate cryptographic algorithms, exchange nonces and perform a Diffie-Hellman exchange.
2.
The WLAN UE shall directly derive the Tunnel Session Key (TSK), if it has a valid EMSK generated during the previous authentication procedure. The WLAN UE shall use the derived TSK as input to calculate the AUTH parameter to authenticate the first IKE_SA_INIT message. The WLAN UE sends the user identity (in the Idi payload) and the W-APN information (in the Idr payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN UE includes the AUTH parameter calculated using the TSK. The user identity shall be compliant with the Network Access Identifier (NAI) format specified in RFC 2486 [14], containing the IMSI. If the WLAN UE needs to configure the Remote IP address dynamically, then the WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP Address. 
3.
When the PDG receives the IKE_AUTH request message from the WLAN UE with the AUTH payload, the PDG sends the Access Request message with an empty EAP AVP to the AAA server, containing the user identity and W-APN. The PDG shall include a parameter indicating that the authentication is being performed for tunnel establishment, as indicated in reference [37]. This will help the AAA server to distinguish between authentications for WLAN access and authentications for tunnel setup. The PDG also includes a vendor specific AVP payload to intimate to the AAA server that the WLAN UE requests the tunnel optimization procedure and to derive TSK.  The actual RADIUS/DIAMETER vendor specific AVP value is TBD.

4.
When the AAA server receives the PDG request with the VSA indicating a request for the tunnel optimization procedure, then the AAA server shall fetch the user profile from HSS/HLR (if these parameters are not available in the AAA server) and determines whether the tunnel optimization method is to be used, according to the operator policy . The AAA server checks the user’s subscription if he/she is authorized to establish the tunnel. When all of the checks are successful, the AAA server derives the TSK, if it has a valid EMSK generated during previous authentication procedure. 
If the operator policy does not support the tunnel optimization procedure or the AAA server does not have the valid key, then the AAA server shall reject the access request and the WLAN UE would initiate the normal tunnel set up procedure as described in the sections 6.1.7.1.
5.
If the operator policy supports the tunnel optimization procedure and the AAA server has the valid EMSK, then the AAA server sends the keying material to the PDG. This keying material shall consist of the TSK generated using the EMSK. 

The counter of IKE SAs for that W-APN is stepped up. If the maximum number of IKE SAs for that W-APN is exceeded, the AAA server shall send an indication to the PDG that established the oldest active IKE SA (it could be the same PDG or a different one) to delete the oldest established IKE SA. The AAA server shall update accordingly the information of IKE SAs active for the W-APN.
6.
The TSK shall be used by the PDG to verify the AUTH Payload sent by the WLAN UE. The PDG shall use the shared secret based authentication, i.e., the PDG also use the TSK to calculate the AUTH parameter to protect the previous message it sent to the WLAN UE (in the IKE_SA_INIT exchange)and eliminates the public key signature based authentication. The WLAN UE shall use its TSK to verify the AUTH value. The PDG responds with its identity and include the AUTH parameter together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates. It completes the negotiation of the child security associations as well. The WLAN UE checks the authentication parameters using the TSK.  
If the PDG detects that an old IKE SA for that W-APN already exists, it will delete the IKE SA and send to the WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to delete the old IKE SA in the WLAN UE.
6.1.7.1 Error handling 


The optimized tunnel establishment may fail in the case when the AAA server does not have the EMSK or the EMSKs in the UE and AAA server do not match.  In the mentioned failure cases, the PDG cannot complete the IKEv2 exchanges, and the IKE SA is not established.  If this occurs, the WLAN UE should start the IKEv2 procedure from the start using EAP-SIM/EAP-AKA for authentication.  
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Figure 7E: Error handling for optimization of the Tunnel authentication procedure
1. UE initiates the procedure to establish an IKE SA with the PDG.

2. UE has the EMSK and it decides to perform the optimized tunnel authentication.  The UE indicates this by including the AUTH value in the IKE_AUTH request message.

3. Since the UE indicated to perform the optimized tunnel establishment, the PDG sends Access_request message to the AAA server with the optimized tunnel indication in the RADIUS VSA.

4. If the AAA server has an EMSK and if its lifetime has not been expired, then the AAA server derives the TSK.  If the AAA server does not have a valid EMSK or if the policy does not allow optimization of the tunnel establishment procedure, the AAA server does not derive a TSK.

5a. If the AAA server could derive TSK, then the AAA server sends an Access_accept message to the PDG with the derived TSK. 

5b. If the AAA server does not have EMSK or could not derive TSK, the AAA server shall send an “Access_Reject” message with the appropriate error code to the PDG. The error code distinguishes a real authorization failure from the optimized tunnel establishment failure.  

6. If the AUTH value calculated using the TSK provided by the AAA server (step 5a) does not match the AUTH value of the UE or if the AAA server sends an Access_Reject message with the appropriate error code to the PDG without the TSK value (step 5b), then the  authentication fails at PDG.  

7. The PDG sends an IKE_AUTH response with Authentication_failed Notify payload.  

8. Upon receiving the Authentication_failed Notify payload, the UE attempts to start the IKE procedure over.  Note that the previous IKE state machine should be reset.

9. The UE sends an IKE_AUTH request without the AUTH payload this time, thus indicating to perform the EAP-SIM/EAP-AKA authentication procedure to the PDG.  

10. The EAP-SIM/EAP-AKA procedure is performed as specified in section 6.1.5.1 of this document.
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