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1 Introduction

Current LTE architecture is considering the case in which U-PLANE ciphering function is terminated in ENB. In this architecture, the ENB becomes the security entity, so we need to think about the following issues. In the existing security architecture, there are two security entities, which are the UE and core network which contain HE. However, in a new architecture, there is an assumption in which ENB (Enhanced Node-B) is located in vulnerable area. In this new architecture, we need to make ENB as a security entity and also we need to have security associations between UE and ENB, and ENB and Core Network so that ENB shall have some security functionalities.
In order to have security association between two security entities, it needs to authenticate each other as well as session key distribution or derivation as a result of authentication. In this new architecture, we have 3 security entities, namely UE, ENB, and core network and now we need to have a solution for authenticating each others. In this paper, we introduce some academic papers dealing with this issue, and we propose to apply this solution for new architecture.
2 3 party and key distribution model
In 1995, Bellare and Rogaway introduced the issue and solution of ‘3 party and key distribution model’ according to [BR95] and the solution is proved by [I3PKD] . 
The summary of the above the problem and solution as follows

There are 3 entities which are S, A, B. S is a server for key distribution. S and A authenticated each other already. S and B authenticated each other already. So we need to authenticate A and B and have a session key as a result of trust relationship. The solution is as follows:

	An Improved Provably Secure 3PKD Protocol [I3PKD]

	Flow 1.  A ( B : RA

Flow 2.  B ( S : RA, RB

Flow 3a. S ( A : E(K_AS, SK_AB), MAC( K_AS, A | B | RA | RB | E(K_AS, SK_AB) ), RB

Flow 3b. S ( B:  E(K_BS, SK_AB), MAC(K_BS, A | B | RA | RB | E(K_BS, SK_AB) )


	Where, 

A, B, S are identifies for the entities A, B, S

RA, RB : random numbers generated by A and B

E(K, new session key) : result of encrypting new session key with a key K
MAC (K, string) : massage authentication code of string with a key K

| means concatenation.

K_AS : the key between A and S

K_BS: the key between B and S

SK_AB: the session key between A and B which is newly generated by S.


Figure 1. An Improved Provably Secure 3PKD Protocol
In this protocol, S generates the new session key, namely, SK_AB for security association between A and B.

3 Applying this protocol to LTE architecture

In the 3 party key distribution protocol, S is a kind of key distribution server which generates a new key and has a encryption and authentication key with A and B respectively. A is an initiating entity which wants to have a session key with B. B is an entity which need to be authenticated with B.

When we try to apply this model to LTE architecture, we need to map the entities as follows:

S: core network which has authenticated A

A: UE which need to authenticate ENB.

B: ENB which need to be authenticated UE.

From the mapping entities like above, the protocol is exposed to air-link between A-to-S and A-to-B. In order to make system more secure, it is recommended to derive a new session key instead of transferring encrypted a new session key over the air. So, we suggest the new session from the master key which UE and core network already have. If so, we don’t have to transfer a new session key (SK_AB) over the air.
The suggested flow is described in the figure.
	ENB Authentication and Key Distribution Protocol

	Flow 1.  UE ( ENB : RU
Flow 2.  ENB ( SN : RU, RE
Flow 3a. SN ( UE :  MAC( IK, UE_ID | ENB_ID | RU | RE ), RE
Flow 3b. SN ( ENB:  E(CK_ENB, SK), MAC(IK_ENB, UE_ID | ENB_ID | RU | RE | E(CK_ENB, SK) )


	Where, 

UE is a terminal and UE_ID is a identifier of UE
ENB is enhanced node-B and ENB_ID is a identifier of ENB

SN is a serving node which has a master key.

RU is random generated from UE

RE is a random generated from ENB.

E(CK,SK) : E is a encryption function of a new session key(SK) with a key CK.

MAC (IK, string) : message authentication code of string with a key IK

| means concatenation.

IK is a integrity key between UE and SN
CK is a ciphering key between UE and SN

CK_ENB is a ciphering key between SN and ENB

IK_ENB is a integrity key between SN and ENB


Figure 2 ENB Authentication and Key Distribution Protocol
If we map this flow on to the architecture, the flow 3a must go though ENB. 


[image: image1]
Figure 3 ENB authentication and Session Key Distribution Procedure

Step 1. UE and SN authenticate each other with existing authentication method. If AKA is applied, UE and SN will have a master key and authentication vector. And ENB should transfer conversation between UE and SN.
Step 2. After an authentication procedure between UE and SN, UE initiates ENB authentication procedure by sending UE-Auth-Request with an random (RU) newly generated by UE.
Step 3. ENB also generates a random (RE) and send ES-Auth-Request to SN with RU and RE. 
Step 4. When SN receives this message, SN generates a new session key (SK) by key derivation function as follows:

SK := KDF (master key, UE_ID | ENB_ID | RU | RE ).

Step 5. SN responds ENB and UE by sending ES-Auth-Response with MAC_U, RE, Encrypted SK, and MAC_E. Explanation of these parameters as follows:

MAC_U := MAC(IK, UE_ID | ENB_ID | RU | RE )

RE is the random generated by ENB, 

E_SK is encrypted SK with a encryption key between ENB and SN.
MAC_E is a integrity value of  UE_ID | ENB_ID | RU | RE | E_SK with a integrity key between ENB and SN.

 (Note: this flow combines the flow 3a and 3b which are described in Figure 2.)

When ENB receive the ES-Auth-Request, ENB authenticates UE by verifying MAC_E. If MAC_E is correct, ENB possess the new session key with UE by decrypting E_SK.

Step 6. If ENB authenticate UE successfully by verifying MAC_E, ENB sends the ES-Auth-Response to UE with the parameters namely, MAC_U and RE which are received from SN. UE authenticate the ENB by verifying MAC_U.
Step 7. After verifying the MAC_U, MS can possess the SK for ENB by deriving SK.
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3. ES-Auth-Request (RU, RE)





2. UE-Auth-Request (RU)





1. Initial authentication procedure (AKA or EAP)


From this procedure, UE and SN will have a master key which can derive a new session key (SK)
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4. Generate SK := KDF (master key, UE_ID | ENB_ID | RU | RE)











7. Generate SK 
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