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1. Introduction

TS 43.020 Annex F.4.4.1 specifies the algorithm requirements for A8_V, indicating that A8_V is an operator specific algorithm. Currently no A8_V example algorithm is specified. It is found useful that 3GPP specifies such an example algorithm. A proposed A8_V example algorithm based on MILENAGE is given in section 3 of this contribution showing that a simple profiling of the f3 function of MILENAGE can be done. In order to publish an A8_V example algorithm, some further work is required i.e. on test sets. It is proposed that ETSI SAGE is asked to complete this work.
2. Proposal

Currently no A8_V example algorithm is specified.

The algorithm requirements from TS 43.020 Annex F.4.4.1 are
“The key derivation function A8_V has the following input and output parameter:

Input Parameter:


VSTK_RAND:
36 bit value (see annex G);


V_Ki (Group_Id, VK_Id, Service_type):
128 bit secret key;

Output:


VSTK:
128 bit short term key

A8_V is an operator specific algorithm. The calculation time for A8_V shall not exceed 500 ms.

A8_V is implemented in the GCR and on the USIM.”

When comparing the in- and outputs of A8_V with those of MILENAGE [TS 35.205] and GSM MILENAGE [TS 55.205], following differences apply: 

a) The VSTK_RAND differs in length with the 2G/3G RAND (128-bit).

b) GSM MILENAGE produces one 64-bit key Kc and a RES of 32-bit length (i.e. 96 output bits)

c) MILENAGE produces two 128-bit keys and a RES of 64-bit length.

In summary, the entropy of the outputs that are produced by GSM MILENAGE is too little for the key VSTK (128 bit). Therefore from the above example algorithms, only UMTS MILENAGE [TS 35.205] could be used as base algorithm for A8_V. The other differences in inputs and outputs can be adapted by profiling the MILENAGE specification (similarly as was done for GSM-MILENAGE). It is noted that MILENAGE has been designed to comply with a maximum execution time of 500msec as described in TS 33.105.

Next section contains a proposal for an example A8_V algorithm based on MILENAGE f3.

3. An example A8_V algorithm based on MILENAGE

An example algorithm set for UMTS, called MILENAGE (cf. Note 1), is specified in [1]. A8_V MILENAGE makes use of MILENAGE.

Specifically, the functions from the UMTS MILENAGE which we make use of are the following (we prefix all input and output names by "MIL3G-" to distinguish them clearly from the inputs and outputs of A8_V MILENAGE):

	Function
	Inputs
	Output

	f3
	MIL3G-K[0]…MIL3G-K[127]

MIL3G-RAND[0]…MIL3G-RAND[127]
	MIL3G-CK[0]…MIL3G-CK[127]


The A8_V MILENAGE functions are defined as follows:

-
Let (MIL3G-K[0]…MIL3G-K[127]) = (V_Ki[0]…V_Ki[127])

-
Let (MIL3G-RAND[0]…MIL3G-RAND[127]) = (EXP_RAND[0]…EXP_RAND[127])

Whereby

EXP_RAND[bits 0,1, . . .126,127] = EXPAND[bits 0,1, . . .39] || EXPAND[bits 0,1, . . .39] || EXPAND[bits 0,1, . . .39] || FILLER[bits 0,..7]

FILLER[bits 0,..7] = “11111111”
EXPAND [bits 0,1, . . .39]  = FILLER[bits 0,..3] || VSTK_RAND[bits 0,1, . . .35] 
-
Compute MIL3G-CK from MIL3G-K and MIL3G-RAND, using the MILENAGE function f3
-
Set (VSTK[0]…VSTK[127]) =  (MIL3G-CK[0]…MIL3G-CK[127])

NOTE 1:
MILENAGE uses a 128-bit operator-specific constant OP; a value has to be assigned to this constant for MILENAGE to be fully specified.

Comments: The only requirement that can be seen on the RAND expansion (EXP_RAND) function is that all VSTK_RAND bits shall be used as input to MIL3G-RAND. The above expansion complies with that requirement, but other expansion functions are possible e.g. take three times VSTK_RAND and pad the remaining bits with ones or even following alternative: EXP_RAND [bits 0,1, . . .126,127] = VSTK_RAND [bits 0,1, . . .35]  || FILLER (00000...).
4. Conclusion

A proposed A8_V example algorithm based on MILENAGE was described in section 3 of this contribution. In order to publish the A8_V example algorithm, some further work is required i.e. on test sets. It is proposed that ETSI SAGE is asked to complete this work. A draft TS including the above proposal is available in an attachment to this contribution
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