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1. Introduction

This paper investigates the need for ciphering of RAN signalling in Long Term Evolution, which is one of the factors possibly affecting the LTE network architecture. 

2. Discussion
2.1
Introduction

During the joint SA2/RAN2/RAN3 meeting in London a liaison statement was sent to SA3, touching on the issue of encryption of RAN network signalling. The following is extracted from the reply LS from SA3 [1]:
b) Does the RAN network signalling to/from the UE need to be encrypted? (SA 3 should note that the joint meeting assumes that the RAN network signalling to/from the UE will be integrity protected.)

SA3 would like to remind SA2 that UMTS provides encryption of RRC signalling as an integral part of the UMTS encryption mechanism. However, SA3 understands that if protection of user plane data and CN signalling is terminated in the core network, then the equivalent of RRC signalling may be exposed in the access network unless otherwise protected.

SA3 has found it difficult to determine whether there is a need to integrity protect and/or encrypt such RAN network signalling due to a lack of knowledge about the type of information and procedures that make up RAN network signalling. However, it would be reasonable to assume that any RRC like functions in an LTE/SAE system would require a similar level of protection as is provided in UMTS. Details on the make up of RAN network signalling are needed before it can be determined which messages, or parts of messages, need to be protected. Certainly, if information that could reveal the user’s identity or location is revealed, then there is a good chance that encryption of that information would be required. SA3 requests SA2/RAN2/RAN3 to provide further information about RAN network signalling so that corresponding security requirements can be identified.

SA3 would also like to point out that if integrity protection is applied then it would be a relatively small step to add encryption due to the fact that the necessary key management support would already be in place.

The reply LS clarifies that SA3 is mainly concerned with confidentiality of the user’s identity.

d) 
The joint meeting believes that, for R’99 SA 3 felt that it was important to NOT terminate the UE encryption at the BTS site. Does SA 3 (still) believe that it is important that the UE’s User Plane Data encryption is NOT terminated in the BTS site?

SA3 strongly recommends that encryption of user plane data, and possibly some forms of signalling protection, are not terminated right at the edge of the “fixed” part of the network. This is due to the assumptions by SA3 that the LTE/SAE system will consist of smaller, lower cost radio site equipment, which will be deployed in increasingly vulnerable locations, and that less trusted types of transmission links will be used to interconnect that equipment to the “core network”. Terminating access security further back in the network protects against attacks (e.g. user traffic eavesdropping and theft of service) on the radio site equipment and on the transmission links that are used to interconnect radio sites to the “core network”. An advantage of terminating access security further back in the network is that it can allow requirements on the security of the radio site equipment, and on the transmission links, to be relaxed.

SA3 clearly recommends that signalling protection is preferrably not terminated right at the edge of the “fixed” part of the network to allow more vulnerable radio site locations and less trusted types of transmission links.

SA3 has found it difficult to determine whether there is a need to integrity protect and/or encrypt such RAN network signalling due to a lack of knowledge about the type of information and procedures that make up RAN network signalling..

SA3 indicated that it has not concluded on the need of ciphering and integrity protection for the RAN network signalling to/from the UE in LTE. This contribution discusses the situation in UMTS and LTE, aiming to identify the RAN signalling for which security is most important.

3. Security in UMTS

In UMTS means are provided for ciphering of RAN signalling. Ciphering (as well as integrity protection) is normally started after signalling connection establishment and before RAB assignment.

3.1 User identitification

Permanent identities

The IMSI is only transferred un-ciphered when no P-TMSI has been allocated. In this case, the IMSI is used as initial UE identity during RRC connection establishment. The IMSI may be also be used as paging identity, which applies e.g. when due to a network error the allocated P-TMSI information can not be retrieved.

Temporary identities

The P-TMSI is transferred un-ciphered in several initial messages e.g. PAGING TYPE 1, RRC CONNECTION REQUEST. However, it should be transferred in a protected mode at allocation time and at other times when the signalling allows.

The U-RNTI is transferred un-ciphered in several initial messages e.g. CELL UPDATE/ CELL UPDATE CONFIRM (CCCH), PAGING TYPE 1, RRC CONNECTION RELEASE (CCCH), URA UPDATE/ URA UPDATE CONFIRM (CCCH). Moreover, it is transferred in an unprotected mode at allocation time i.e. whenever the UE enters connected mode. On the other hand, it is possible to re-allocated the U-RNTI after ciphering has started.

The confidentiality situation for other short identities assigned by AS (C-RNTI, H-RNTI, E-RNTI(s)) is similar to the case of the U-RNTI i.e. identity is transferred un-ciphered at the MAC layer. Furthermore, the identities are transferred in an unprotected mode at allocation time if assigned during RRC connection establishment and/ or upon cell/ URA update (CCCH- case). On the other hand, it is possible to re-allocated the identities after ciphering has started i.e. cell/ URA update (DCCH- case), reconfiguration messages, UMI. Of course there is a difference in scope of validity i.e. the U-RNTI is typically valid until SRNC relocation while the short identities is are valid only in a single cell.

Conclusion

It is presently possible to establish the relation between temporary identities assigned by the AS/ RAN and the P-TMSI. However, since the P-TMSI is always transferred in a protected mode at allocation time, it should be impossible to reveal the user’s identity based on temporary identities.

3.2 User location

Idle mode mobility

Upon change of routing area, the P-TMSI is transferred un-ciphered during connection establishment unless a P-TMSI has not been allocated, in which case the IMSI is transferred un-ciphered.

Connected mode mobility, UE controlled

Upon cell/ URA change, the U-RNTI is always transferred un-ciphered during cell/ URA update.

Connected mode mobility, network controlled

In case of network controlled mobility, the UE identity need not be transferred in an unprotected mode.

Conclusion

There are UE mobility cases in which temporary UE identities are transferred un-ciphered. However, since the P-TMSI is always transferred in a protected mode at allocation time, it should be impossible to reveal the user’s identity upon UE mobility. Consequently, there does not seem to be a need to perform ciphering of the RAN signalling concerning UE mobility. On the other hand, integrity protection seems needed e.g. to prevent against a malicious UE that hands over other UEs competing for scarce radio resources (denial of service attacks).
3.3 Radio resource allocation

When using shared channels only part of the radio resource allocation signalling is protected:

· The semi- static configuration (the ARQ configuration, the mapping to MAC-hs flow & priority queue, the configuration of the re- ordering queue’s T1 and window size as well as the MAC-hs PDU sizes) may be signalled protected i.e. ciphered and with integrity protection

· The actual radio resource allocation e.g. the scheduling information on HS-SCCH is signalled unprotected i.e. un-ciphered and without integrity protection

There does not seem to be a strong need to perform ciphering for the above signalling. On the other hand it seems that integrity protection is desirable, mainly to protect the radio resource reduction/ release signalling (denial of service attacks).

3.4 Other signalling

The current RAN signalling that may be protected, other than the resource allocation and mobility related signalling discussed in the previous, includes the following main areas:

· Connection release

· Security control (initial SMC is unprotected)

· Measurement control & reporting

· Capability exchange

There are some further points to note:

· A security function is provided by which the UE verifies whether UTRAN has received the UE security capabilities correctly. The UE provides these capabilities unprotected during connection establishment. The function aims to protect against modification of the capabilities by a ‘man in the middle’, which could e.g. indicate that the UE does not support ciphering (i.e. only supports UEA0). This functionality does not require that the security capabilities are ciphered i.e. support of integrity protection would be sufficient

· A security function is provided in which UTRAN can verify the amount of data send by the UE. This function may be used to decide if re-authentication is needed. Moreover, UTRAN may decide to release the connection if the COUNT-C information in the UE and the UTRAN are different. This functionality does not require that the COUNT-C information is ciphered i.e. support of integrity protection would be sufficient

· The START value is transferred un-ciphered in several scenario’s e.g. upon RRC connection establishment

There does not seem to be a strong need to perform ciphering for the above type of signalling. On the other hand it seems that integrity protection is desirable, mainly for the connection release and the security mode control (e.g. setting ciphering to UEA0) as well as for the security functions discussed in detail in the above.

4. Security in LTE

4.1 User identitification

The assumption is that with regards to UE identities the situation in LTE is comparable to UMTS, although there might not be a U-RNTI. In recent proposals:

· There would be a long Temporary UE Identity (TID), similar to the P-TMSI, that uniquely identifies a UE within an LTE tracking area.

· Furthermore, there would be one or more short Cell specific temporary UE Identity (CIDs) used to uniquely identify a UE within a cell/ on a given channel within a cell

The assumption is that a sufficient level of confidentiality is provided in LTE as long as the TID is always transferred in a protected mode at allocation time. This means that it is required to cipher the message used to assign the TID. If this is assured, there is no need to perform ciphering of other AS/ RAN signalling to achieve confidentiality of user identification.

4.2 User location

The assumption is that the use of identities upon UE mobility in LTE is similar to UMTS e.g. upon change of tracking area the TID is transferred un-ciphered. However, in case the P-TMSI is always assumed to be transferred in a protected mode at allocation time, it should be impossible to reveal the user’s identity upon UE mobility. Consequently, there does not seem to be a need to perform ciphering of the RAN signalling concerning UE mobility.

Note 
Integrity protection seems needed e.g. to prevent against a malicious UE that hands over other UEs competing for scarce radio resources. 

4.3 Radio resource allocation

The assumption is that the protection of radio resource allocation in LTE is similar to UMTS i.e. part of the information will be transferred unprotected. On the other hand it is expected that the toolbox approach is not used in LTE, which means that the ‘protectable’ signalling may be reduced considerably e.g. to one or more default configuration identities. Consequently, there does not seem to be a need to perform ciphering of the RAN signalling concerning radio resource allocation.
Note 
On the other hand, it seems that there is still a need for integrity protection of the radio resource allocation information in LTE, mainly to protect the radio resource reduction/ release signalling (denial of service attacks) .

4.4 Other signalling

It is expected that a similar kind of simplification may apply for the other RAN signalling e.g. by use of simpler and/ or default measurement configurations. Consequently, there does not seem to be a need to perform ciphering of the RAN signalling concerning radio resource allocation.

Note 
On the other hand, it is still assumed that integrity protection of RAN signalling will be needed. This is mainly needed to protect against denial of service attacks i.e. mainly for the connection release and the security mode control.

5. Conclusion and recommendation

In this document, we have mainly considered the need for ciphering of RAN signalling. Based on the situation in UMTS, we have formulated an assumption concerning the security requirements for LTE. We propose to liaise with SA3 to verify if the abovely indicated assumptions are valid:

· Can we assume that user identity confidentiality and user location tracking is sufficiently ensured by requiring that the long temporary identity (similar to the P-TMSI) is ciphered ?

· Can we assume that, given that the above requirement will protect against user location tracking, there is no need to perform ciphering of the RAN signalling concerning UE mobility ?

· Can we assume that, given that in LTE the ‘protectable’ radio resource allocation signalling is expected to be reduced considerably e.g. to one or more default configuration identities, there is no need to perform ciphering of the RAN signalling concerning radio resource allocation
· Can we assume that, given that in LTE the ‘protectable’ other signalling is expected to be reduced considerably e.g. by use of simpler and/ or default measurement configurations, there is no need need to perform ciphering of the other protectable RAN signalling (connection release, security control, measurement control & reporting, capability exchange)

All of the above points assume that for LTE the level of protection need not be higher than as in UMTS. However, currently some of the sensitive RAN network signalling is transferred un-ciphered. It may be good to clarify if the similar limited protection may also be applied in LTE:

· Can we assume that in LTE the START value may be transferred un-ciphered as in UMTS
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