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	Reason for change:
(

	The definition of newer and older MSK is ambiguous in the specification. The definition is important when the UE decides which MSK to delete in case two MSKs are stored under the same Key Domain ID and Key Group part and a new MSK arrives. 

The newer MSK is determined by the UE from the combination of MUK ID and Timestamp value. The MSK that was protected with the newer MUK is the newer MSK regardless of the value of the Timestamp. In case the MUK IDs are equal, the MSK with higher Timestamp value is the newer MSK. Updating an existing MSK (e.g. by updating the Key Validity Data) means also that the updated MSK becomes the latest MSKThis rule will guarantee that the definition of newer is consistent in the UE and BM-SC.

	
	

	Summary of change:
(

	It is proposed that the newer MSK is determined by the UE from the combination of MUK ID and Timestamp value. 

	
	

	Consequences if 
(

not approved:
	The definition of newer and older MSK is ambiguous and the UE might delete the wrong MSK.
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6.5.3
MSK processing

When the MGV-F receives the MIKEY message, it first determines the type of message by reading the EXT. If the key in the message is an MSK protected by MUK, MGV-F retrieves the MUK identified as specified in clause 6.1.

The integrity of the message is validated and the MSK is extracted from the KEMAC payload as described in section 5 of reference [9] if the validation is successful. The Key Validity data is extracted from the message and stored (in the form of MTK ID interval).

If message validation is successful, then the MGV-F shall update the stored Time Stamp value associated with the corresponding MUK ID in MGV-S with the counter value in the Time Stamp payload.

If the UE receives an MSK and already contains two other MSKs under the same Key Domain ID and Key Group part, then the UE shall keep the newer and delete the older of these two MSKs. The newer MSK (i.e. the MSK to be kept) of the two stored MSKs under the same Key Domain ID and Key Group part is determined by the UE from the combination of MUK ID and Time Stamp value in the following way. The MSK that was protected with the newer MUK is the newer MSK regardless of the value of the Time Stamp. In case the MUK IDs are equal, the MSK with higher Time Stamp value is the newer MSK. Updating an existing MSK (e.g. by updating the Key Validity Data) or resending an MSK means then also that the updated MSK becomes the newer MSK since the Time Stamp value is increased in these cases. In case the MUK ID values are not equal, the newer MUK is the last MUK successfully used by the BM-SC as specified in clause 6.3.2.2.4. 
If the MGV-F receives an MSK message, which has the same MSK ID as a stored MSK, the received MSK shall replace the stored MSK and update the Key Validity data. In case the MSK message does not include any key in KEMAC payload, then the Key Validity data shall be updated for the specified MSK. 
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