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1. Overall Description:

SA3 would like to thank RAN2 and RAN3 for their LS on Security Requirements for LTE. There are 4 actions for SA3:

· RAN WG2 would like SA3 to review the 3 architectures regarding the security requirements i.e. ciphering/integrity protection of RRC signalling/context;
There are several contributions in this meeting analysing the security of LTE/SAE. Due to the different understanding on the security implication of the three RAN architecture alternatives, SA3 can’t provide confirmation in this meeting to the analysis/understanding described in R3-051159 (S3-050681). There will be email discussion after this meeting to provide a list of the security implications on each of the RAN control plane architecture alternatives to guide the selection process and it will be ready before Christmas 2005. What can be said at this point is that if ciphering/integrity protection of RRC signalling/context is terminated at eNode-B it may require to implement enhanced security at eNode-B. Note, however, that SA3 cannot carry out a thorough threat analysis until the exact functionality included in the RAN signalling is known.
· Identify if any of the 3 architectures has a show stopper security issue; and

SA3 has not found any show-stopper, but email discussion is ongoing. In general, terminating security above eNode-B is the safest approach from a pure security point of view. This does not require further threat analysis since the signalling terminates in a secure environment.

· RAN WG2 would like SA3 to confirm RAN2 and RAN3 analysis/understanding described in section 2.

SA3 confirms the analysis/understanding.

· Answer the questions is section 4
For the questions in section4 in R3-051159 (S3-050681), SA3 has following answers:

· Can eNode-B to eNode-B connections be considered as secure?

These connections are not inherently secure unless there is a mechanism securing it. 

· Can e-Node-B to upper nodes be considered as secure?

These connections are not inherently secure unless there is a mechanism securing it. 

· Will the security mechanisms (e.g. IPSec, intrusion filters…) be defined by the specifications, given that the interfaces are open interfaces?

If a mechanism like IPsec is needed it will be defined in 3GPP specifications. Since intrusion filter is about implementation it is a feature that is not defined in 3GPP specifications.

SA3 would like to inform RAN2 and RAN3 that SA3 is fine with having a joint meeting with RAN2 and RAN3. An appropriate date could be Tuesday 10th January in the afternoon and Wednesday 11th January in the morning.
2. Actions:

To RAN2 and RAN3.

ACTION: 
SA3 kindly asks RAN2 and RAN3 to take the above response into account.

3. Date of Next TSG-SA3 Meetings:

TSG-SA3 #42
7 – 10 February 2006
Asia

TSG-SA3 #43
4 – 7 April 2006
Athens, Greece







































































































 page 1

