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***BEGIN CHANGE***

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply.

Assertion (SAML assertion) is an XML-based data structure defined by SAML [11]. Assertions are collections of one or more statements made by a SAML authority (also known as an issuer), such as an authentication statement or attribute statement. As used in Liberty, assertions typically concern things such as: an act of authentication performed by the Principal, attribute information about a Principal, or an authorization permission applying to a Principal with respect to a specified resource.

Attribute is a distinct, named characteristic of a Principal or other system entity.

Bootstrapping Server Function (BSF) is hosted in a network element under the control of an MNO. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure. The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

Defederate (federation termination) is to eliminate the linkage between a Principal’s account at an identity provider and a service provider. 

Discovery Service (DS) is an ID-WSF service facilitating the registration, and subsequent discovery of, ID-WSF service instances, as indexed by Principal identity [10].

Federation is an act of establishing a relationship between two entities or an association compromising any number of service providers and identity providers.

GBA Function is a function on the ME executing the bootstrapping procedure with BSF (i.e. supporting the Ub reference point) and providing Ua applications with security association to run bootstrapping usage procedure. GBA function is called by a Ua application when a Ua application wants to use bootstrapped security association.

Identity Provider (IdP) is a Liberty-enabled system entity that manages identity information on behalf of Principals and provides assertions of Principal authentication to other providers e.g. other service providers. 

Liberty-Enabled User Agent or Device (LUAD) is a device (or user agent) that has specific support for one or more profiles of the Liberty specifications. A LUAD may perform one or more Liberty system entity roles as defined by the Liberty specifications it implements. For example, a LUAD LECP is a user agent or device that supports the Liberty LECP profile, and a LUAD-DS would define a device or user agent offering a Liberty ID-WSF Discovery Service [10].

Liberty Identity Federation Framework (ID-FF) enables identity federation and management through features such as identity/account linkage, simplified sign on, and simple session management.

Liberty Identity Web Services Framework (ID-WSF) provides the framework for building interoperable identity services, permission based attribute sharing, identity service description and discovery, and the associated security profiles.
Network Application Function (NAF) is hosted in a network element. GBA may be used between NAFs and UEs for authentication purposes, and for securing the communication path between the UE and the NAF.

Principal is a system entity whose identity can be authenticated. In Liberty usage the term Principal is often synonymous with “user”. The Principal is the legitimate user of the UE. 

Service Provider (SP) is a role donned by system entities. The SP interacts with other system entities primarily via plain HTTP.  From a Principal’s perspective, a Service Provider is typically a web site providing services and / or goods.

Web Service:

1.
A service defined in terms of an XML-based protocol, often transported over SOAP, and / or a service whose instances, and possible data objects managed therein, are concisely addressable via URIs. 

2.
A web service utilizing [9], [6] and [10].

Web Service Consumer (WSC) is a role donned by a system entity when it makes a request to a web service.

Web Service Provider (WSP) is a role donned by a system entity when it provides a web service.


***BEGIN NEXT CHANGE***
4.2.2 
Architecture for collocated IdP/BSF in ID-FF

If the IdP is collocated with the BSF, then this imposes some additional requirements on the BSF and its interfaces as compared to TS33.220 [1]. 

· GBA bootstrapping procedures shall be modified so in addition to GBA related information, Liberty related information (e.g. authentication assertions or artifacts) is also carried over Ub reference point. 

· If artifact transfer is supported, an additional SOAP based reference point to service providers. 

· 
NOTE: 
A collocation of the BSF with the IdP would impose some restriction on the Liberty Alliance Single-Sign On domains.
For these reasons, this specification only outlines the details for the case that the NAF should be co-hosted with the IdP and does not provide the full details for the architecture, where the BSF is collocated with the IdP. 



The following scenarios outline details for GBA interworking with the Liberty Alliance ID-FF and ID-WSF specifications.

***BEGIN NEXT CHANGE***
4.3.2
Session Concept at IdP

The session concept of Liberty Alliance is mapped to the key lifetime of the NAF specific key material. The maximum Liberty Alliance session lifetime must be equal to or shorter than the remaining lifetime of the key. When the Liberty session expires the temporary GBA related data is deleted from the table described in 4.3.1. If a session is explicitly terminated e.g. via Single-Logout, then the temporary GBA related data is deleted in the NAF/IdP. For the next login, the UE would be required to execute the bootstrapping usage procedure again, since he has no  shared keys with the NAF/IdP.  If a new bootstrapping procedure was executed since the last contact between UE and NAF, the new temporary GBA related data is inserted into the table described in 4.3.1. If the freshness of the received key material is not satisfactory, then NAF/IdP sends a re-negotiation request to the UE as outlined in TS 33.220 [1] and uses the new key material for the Liberty session.

When a user starts a Liberty session with the IdP, then it contacts the IdP via Ua reference point and mutual authentication as outlined in [2] is done. Depending on the entries in the table of the IdP, three possibilities exist:

1) In case the B-TID exists in the table and is not expired, the IdP has all required data and can start communication with the UE without communication over Zn. If the IdP decides that the remaining lifetime of the B-TID is too short, it may indicate bootstrapping re-negotiation required to the UE. Then the procedure is similar to case 2.

2) In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does already exist in the table, then the entry in the table is updated with B-TID and related information.

3) In case the B-TID does not exist in the table, and the USS received over Zn contains a user identity which does not exist in the table or there is no user identity sent, then the IdP creates a new entry in the table.

This could be applied to a BSF/IdP and a NAF/IdP solution.

For anonymous user access, the B-TID is used as user identifier. If such an anonymous Liberty session is terminated, then all the GBA related data is deleted, including the B-TID. 

Liberty Alliance has the concept of authentication time. In GBA the bootstrapping time is available to the IdP/NAF. Since the bootstrap procedure requires Digest AKA, the bootstrapping time should be taken as Liberty authentication time. 




4.3.3
SSO scenario: ID-FF with <AuthnResponse> transfer

In this scenario the UE is not LAP aware. All protocol elements are taken from within ID Federation Framework [7] and complemented by the GAA specific details from [2]. 

1.
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. 

2.
On receipt of the HTTP request from UE, the SP obtains the identity provider and sends a redirect HTTP Response with <AuthnRequest> to UE. The means by which the identity provider address is obtained is implementation-dependent and up to the service provider.

3.
 The UE in turn contacts the IdP under the URL given in Location header field and the UE must access the NAF/IdP URL with the an HTTP Request with <lib:AuthnRequest> information [12].

If a bootstrapped security association between UE and IdP exists, then UE and IdP/NAF share the keys to protect reference point Ua and  the UE possesses all necessary data to perform HTTP Digest Authentication from previous messages. In this case step 3 is combined with the request in step 5, and step 4 is omitted.

4. As the IdP is collocated with the NAF, the HTTP Digest authentication is conducted in the accordance to 3GPP TS 33.222 [2] and a HTTP response with Unauthorized status and WWW-Authenticate header field is sent to the UE. The method and details of this authentication are defined by TS 33.222 [2] and not in [7].

If the UE does not contain a valid bootstrapping session or the freshness of the key material is not sufficient for the IdP, then the UE will execute a new bootstrapping procedure with the BSF. This is transparent to the SP.

5. The UE returns the Authorization data, using the B-TID as a username and the Ks_(ext/int)_NAF as password to the IdP.  The UE may include further LAP related user data.

If the IdP is collocated with the NAF, then this happens as outlined in TS 33.222 [2]. The USS might contain Liberty specific information.


6. The <lib:AuthnRequest> is processed. The IdP responds with an <lib:AuthnResponse> in the HTTP Response redirect URL [12]. The IdP may include further LAP related data.

7.
The UE contacts the SP again using this URL and HTTP Request with <lib:AuthnResponse>.

8.
The SP answers with a HTTP Response.
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Figure 4.3-1: Message flow for SSO with <AuthnResponse> and usage of GBA


NOTE:
As the IdP is collocated with the NAF i.e. Ua is chosen for authentication as outlined in TS33.222 [2], then each request over Ua is authenticated by itself, as each request carries the full Authorization Header. There is no difference between first request and follow-up requests. 

Editor’s note: 
Definition if LAP re-authentication within key lifetime is satisfied by standard Ua procedure (liveliness of user, e.g. digest provided with every http request over Ua in case of 33.222) or a bootstrapping renegotiation indication to UE (new AKA run) is required. Discussion of POST-based variant (instead of query-string based variant), compatibility with existing Ua specifications.

***BEGIN NEXT CHANGE***
4.3.5
SSO scenario: ID-WSF

In this scenario the UE is LAP enabled, i.e. a LUAD (Liberty enabled User Agent or Device). The protocol elements used are taken from ID Web Services Framework [6], and the interaction of UE with IdP comprises two consecutive protocol runs. The active LUAD client contacts the NAF/IdP first before accessing the service provided by the SP. 

1.
The UE authenticates with the IdP and retrieves a security token, which entitles the UE to invoke some services. 

2.
The UE invokes the Single-Sign-On service of the IdP using the security token. In this step the UE receives the authentication assertion (authentication and authorisation information) to be used at the SP.

3.
The UE presents the authentication assertion to the SP for web service access.

This IdP can be co-hosted with the NAF or the BSF and hence the scenario may be mapped differently to GBA. This would require that in the first step is mapped to Ub reference point of GBA [4] and the second step would be required to be mapped to the Ua interface. Even, if this mapping is possible, it would require some complex conversions, since the syntax and semantic of the information elements transferred betweenGBA and LAP protocols differe substantially. Therefore, the IdP/BSF co-hosting will not be elaborated further.
-
In the default case, the IdP is co-hosted with the NAF, then the first step is mapped to Ua reference point of GBA TS33.222 [2], carrying the LAP security token as payload to the UE. The Ub run must be executed by the UE if necessary, but this is not using LAP protocols [7] or [6].

The second step is completely as defined in LAP (no connection to GBA). The only dependency on GBA is in the content of the authentication assertion depends on GBA results. 

This is the ID-WSF scenario discussed in the remainder of this document.


 






The scenario given in this section requires direct interaction between IdP/NAF and SP for transfer of authentication assertion. The protocol is defined by LAP is SOAP based, with SAML assertions carrying the assertion information.

The content of this SAML assertion is (partly) given by results of the GBA run (protocol parameters, e.g. execution time, and user-specific parameters, e.g. taken from USS).

Editor’s note:
It is for further study if the scenarios given in this do also require direct IdP/NAF and SP interworking. See [12] section 3.2.2.1 and 3.3.1.2.
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