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Mobile Phone Work Group
Liaison Statement on Use Case Scenarios to 3GPP SA3
The attached document and primer statement describe use cases for the application of Trusted Computing Group (TCG) techniques and specifications to mobile devices.  The use cases have been written to guide subsequent technical specification work within the Mobile Phone Working Group (MPWG) of the TCG.  They have also been written to provide parties outside the TCG with a description of the work being carried out by the MPWG.

The Use Cases and Primer are also available from the Mobile section of the TCG web site at https://www.trustedcomputinggroup.org/mobile/ .

Advisory Note: 
The MPWG will not itself specify how to deliver the attached use cases. Instead, the MPWG will specify enablers (such as secure storage of keys on the Device platform and verifications of platform integrity) which would allow secure deployment of the use-cases. 
Actions Expected:
3GPP SA3 is specifying technical specifications that will provide the functionality detailed in the “Secure Channel between Device and UICC” use-case considered by the MPWG.  We would therefore like you to be aware of our work, and of the enablers that the TCG will provide. The TCG would like those enablers to be adopted by implementers of specifications that will provide the functionality in our use cases, as a way of robustly implementing those specification and addressing the security threats identified in our use cases document.
In order to ensure, as far as possible, that our enablers meet your specification requirements, please can you keep us informed of your use cases and your technical specification work as it proceeds.  Please note that we aim to complete the first version of our specification by end of Q1 2006.
In some cases a technical specification providing the functionality in a use case in our document may require specific support for implementation of the specification using trusted computing techniques.  In the case of the “Secure Channel between Device and UICC” there are three issues specified below at least.  Note that these issues presume that establishment of a secure channel between a device and a UICC will involve authentication of the Device by some entity – either authentication directly by the UICC or authentication by a remote entity followed by an authenticated indication to the UICC that the authenticated Device is trusted and parameters necessary for the UICC to conduct secure communications with the Device:

1. When the Device is being authenticated, there is the question of the “end point” of that authentication within the Device.  If the 3GPP SA3 specifications are to allow that the end point is the Mobile Trusted Platform Module (Mobile TPM, the Mobile version of the TCG-specified entity which is the “root of trust” within the Device) then the authentication protocol will need to include TCG-specific parameters.
2. If the Mobile TPM is the end point of the device authentication then there is the question of the identity of the Mobile TPM that is to be authenticated – concerns with regard to privacy and to the fact that the Mobile TPM manufacturer may be a different entity to the platform or device manufacturer have led to the Mobile TPM being able to take a number of identities.  3GPP SA3 specifications will therefore have to specify what type of Mobile TPM identities are allowed to be used or even required to be used, if the Mobile TPM can be the end point of Device authentication.

3. A key element of TCG thinking is that remote entities can come to trust devices by asking the Mobile TPM in a device to “measure” certain sections of software in the device (the Mobile TPM is trusted and does not need to be measured itself).  Measurement here is effectively to forming the hash of the software in question.  The remote entity can come to trust the device as well as the Mobile TPM within that device if the software of the device is reported to be in the state expected.  This technique is known as “remote attestation” within the TCG – the Mobile TPM attests to the state of software on the device to the remote entity.  3GPP SA3 will have to consider whether it wishes its device authentication protocols to include such remote attestation or not.
You may also assess the use cases in relation to your standardization activities and priorities, and advise MPWG of any major gaps or inconsistencies. For example, do you consider there are very different use cases for trusted computing on mobile devices; ones that are unlikely to be enabled by a specification targeted at the proposed use cases?  Or perhaps you consider it would be unhelpful or undesirable to rely on trusted computing specifications while implementing any of these use cases?  If you believe this, please tell us why.  
Any comments on the use cases should be addressed back to the editor (Nick Bone, Vodafone) and to the chair (Janne Uusilehto, Nokia) of the MPWG:

nick.bone@vodadfone.com and janne.uusilehto@nokia.com 

Further Information about the Trusted Computing Group is available at 

https://www.trustedcomputinggroup.org/about/
