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1. Introduction

Contribution S3-050771 to this meeting discussed the three architectural alternatives defined by the joint RAN2/3 meeting. It classified them according to the security termination point of RRC-like signalling. For "Type A" architectures, security terminates in the eNB. For "Type B" architectures, security terminates in a NE further back in the network, which is located in a physically protected site controlled by the operator. S3-050771 concluded that a security study would be necessary for "Type A" architectures, whereas "Type B" architectures could be recommended by SA3 without a study.
This paper tries to make a start with studying security options for "Type A" architectures. Main security assumptions are:
· The eNB interconnect network is a cost-effective network without inherent security measures.

· The eNB are physically accessible and might be compromised.
2
Security options for Type A architectures

Contribution S3-050771 discussed security of RRC-like signalling only. It was assumed that separate Security Associations (SA) would exist for user plane and higher layer signalling. However, it should be acknowledged that separate SAs would not be necessary for "Type B" architectures, where a single SA between each UE and a protected location could be sufficient (as in the UTRAN case). This paper does not further distinguish between user plane and higher layer signalling SAs: any SA beyond the eNB shown below could therefore represent more than one SA, depending on the termination point for the traffic. The figures below show the eUE connected to two different eNB to indicate SAs and inter-eNB relation in the handover case.
2.1
NDS/IP

As pointed out in the analysis section of S3-050771, protection of traffic through the interconnect network could be achieved by NDS/IP. This configuration is shown in the following figure.
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Figure 1:Hop-by-hop security with NDS/IP

This setup results in a hop-by-hop security model that requires mutual security associations between all nodes that communicate with each other. Necessity of inter-eNB SAs depends on the need to communicate directly between eNB. They would not be necessary if all inter-eNB is relayed via a central trusted node through the existing SAs to this central node. However, it was understood that there is a tendency in RAN groups to allow direct inter-eNB traffic in order to reduce latency.

NDS/IP protects against intrusions and eavesdropping in the interconnect network. It can also prevent that a compromised eNB can masquerade as another NE. However, this security model can not protect against malicious traffic from compromised eNB, and it does not protect user traffic, which is in unencrypted form within the eNB. Additional measures within the eNB would be necessary to detect or protect against intrusions.
2.2
Layered security
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Figure 2:Layered security

A layered security model would be similar to WLAN 3GPP IP Access (WLAN scenario 3). There could be two subscriber-individual security associations (SA): a link-layer SA over the radio path, and a higher layer SA between UE and a central NE in a secured location. Benefit of this model is that a compromised eNB can not eavesdrop or modify user plane and higher layer signalling. Drawback of this layered model compared to Type B architectures is the need to establish two layers of security, which impacts in particular the UE with its limited processing power. 
Already today we have access network security together with VPN connections, secure HTTP etc. Two layers of security will be there anyways.
Protection of direct traffic between eNB, if needed, must be studied further. Data between UE and central NE that is forwarded between eNB is protected by the existing SA, but inter-eNB signalling might need to be protected by NDS/IP in addition.
It is possible to leverage eNB-CN SAs for establishing eNB-to-eNB security associations.

2.3
Application security

Service-dependent security solutions in the application layer have been promoted as a possible alternative to network security. While this option is possible, several aspects must be considered that limit its applicability:

· End to end QoS may be difficult to achieve, because the type of communication will be concealed from the network layers. The applications on client and server must know about the involved networks' QoS policies in advance and set the options accordingly. This will also allow third party applications to always request the "best" QoS class from the network to achieve best user experience. 
Application level security does not encrypt IP headers or even transport headers (e.g. TLS). IP header five-tuple can be used in eNodeB for filtering, if ciphering is terminated there, regardless of the application level security. If ciphering termination is implemented deeper in the network, then QoS signalling becomes a problem because the mapping in the eNodeB must be based tunnel header information and QoS marking for the packets must happen deeper in the network.
· Another aspect is re-usability of a security solution. If a solution just relies on security in the application layer, every new kind of service must re-invent the wheel and define its own trust model, key management (this could be based on GBA), security protocol and algorithm negotiation. This will negatively impact time to market for a new service. A security solution in the network layer however, that is aligned with commonly established trust and charging relations will allow to quickly launch new services.
There exist well known security mechanisms to secure services (TLS). 
· A potential problem with application layer security is lawful interception, which would require kind-of-service-specific proxies at network borders to break security for interception.
This is not a problem, because a signalling gateway for managed services (like IMS) can provide keying material for the end-points. Or in case of legacy, a media proxy can terminate the security. This signalling gateway can then provide the keying material and encrypted packets to the legal authority. But for example VPNs to the enterprise networks can not and should not be intercepted in operator networks. 

· Relying entirely on application security would mean that 3GPP would not provide protection for the basic service, namely IP access. But most applications on top of IP access may be outside the scope of 3GPP and outside the responsibility of mobile operators. This would imply that mobile operators would have no means to control access to their networks, which is clearly unacceptable.
IP access control is provided with the RAN level ciphering (optional integrity protection) and end-to-end authentication. Even if the security is terminated deeper in the network, IP access to the Internet is still required. Filtering (firewalls) must be implemented anyways. Terminating ciphering deeper in the network is not a solution to this issue. And 3.9G security does not rely entirely on application/transport level security.
· Some network functions like mobility management need additional protection anyhow.
Application or transport level security is not meant to protect the access network, thus access network must implement its own security measures. Also, security for services must be access agnostic and work with multiple access technologies (i.e. WiMAX, WLAN, DSL) and not depend on the access network security.
3
Conclusion

This contribution has shown that several options exist to secure "Type A" architectures. However, all security measures shown have some limitations. Several security measures might need to be applied in combination to achieve a security level that is comparable with a "Type B" architecture.
Type B architecture does take into account end-to-end and access agnostic application/service level security requirements. Services built for Type B architecture without security can not be used with unsecure access technologies, except with tunnelling solutions similar to WLAN 3GPP IP. Application or service level security should not depend on the access network security. Type A architecture admits this and further reduces the need to manage access network security per UE in a centralized node and thus provides better scalability for the whole network and cost efficiency in the core.
SA3 is kindly asked to adopt the following: A "Type B" architecture with security terminating in a protected location should be communicated to RAN as a clear preference. If a "Type A" architecture is to be adopted nevertheless, the architectural benefits must be clearly pointed out and balanced with the significantly higher efforts for security before the final architecture decision is made. It could even be questioned whether SA3 should spend considerable time on a study of "Type A" architectures before their supposed architectural benefits have been shown and reviewed.
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