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1. Introduction

SA3 received the LSs [R3-051159] from the joint RAN2/3 meeting, and S2H050397 from the SA2 ad hoc meeting. The LS from the joint RAN2/3 meeting contains three architectural RAN alternatives for SAE/LTE as also shown in Section 2 of this contribution. The goal of this contribution is to analyze the security consequences of terminating RRC in the eNB under the assumption that eNB will be placed in non-secured locations. The placement issue had already been the reason why SA3 did strongly recommend not terminating User Plane protection in eNB. We therefore assume that UP ciphering will not be terminated in eNB. We also assume that non-RRC-type signaling, such as mobility management signaling including authentication exchanges, will terminate at an entity above eNB. If this were not the case, then user plane and mobility management signalling security termination should be clarified first as this is even more security critical in an unsecured location. Part of the reasons for not doing UP ciphering termination in eNB will also be applicable for protection of RRC signalling in eNB. We have assumed that, in similarity with UMTS, RRC like signalling for LTE will need integrity protection, although this would need to be reconfirmed after having a more detailed view on RRC for LTE. The considerations in this contribution, although making direct reference only to the LS from the joint RAN2/3 meeting, apply also to the questions raised in the LS from SA2.

2. Overview of architectural RAN alternatives

This section provides a simplified visualization of the architectural alternatives as the main goal is to show the RRC data protection functions. The reader is therefore referred to the LS [R3-051159] for a more extensive list of allocated functions to RAN-entities. The two lines from the eNB toward the networks are assumed to represent user and signalling traffic, respectively.]
Option 1: Decentralized Architecture (idle MM in eNB)
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Figure 1: Decentralized Architecture (idle MM in eNB)

From [R3-051159]: 

· “This means that security association/parameters for the RRC protocol have to reside in the e-Node-B. A UE can stay in Idle state at the Node-B for days.
· Some UE subscriber information have to reside in e-Node-B in Idle and connected mode i.e. continuously”
Option 2: Centralized Architecture
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Figure 2: Centralized Architecture

From [R3-051159]: “

· This architecture resembles the Release 6 Control-plane architecture with RRC
 in a network node above the e-Node-B

· This means that security association/parameters for the RRC protocol never reside in the e-Node-B.”

Option 3: Decentralized (idle MM above eNB)
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Figure 3: Decentralized (idle MM above eNB)
From [R3-051159]: “

· “When the UE is in Idle mode, there is no RRC context maintained in the eNode-B

· This means that security association/parameters for the RRC protocol have to reside in the e-Node-B, in case the UE is active.

· Some UE subscriber information have to reside in e-Node-B in connected mode i.e. when the UE is active”

From the allocation viewpoint of RRC-like signalling there exist two types of architectures

Type A: Architecture options 1 and 3: Security association (Protection of RRC-like signalling) exists only between UE and eNB.

Type B: Architecture option 2: Security association (Protection of RRC-like signalling) exists only between UE and a node “above NB”.

In addition to the security association with the eNB  in type A architecture UE has also a security association with node “above NB” in the network. Thus, this categorization is not entirely correct.
In the subsequent section we will use Type A and Type B to denote respectively option 1/3 and option 2. 

3. Analysis

An important goal for the SAE/LTE architecture work is to specify an architecture for which the CAPEX and OPEX is considerable lower than for today’s 3G architecture. We will therefore evaluate the security allocation cost in both architecture types. Relevant cost factors comprise both the RAN node equipment, and the "wired" network (including microwave links) that interconnects these nodes.

Another security relevant assumption is that the eNB will be placed in a non-secured location (See Section 6 for an example scenario). Remember that almost all NodeB today are not placed in operators' central sites, but only protected by their sheet-metal housing. Referring to the UTRAN architecture, this also was the case with the NodeB. With respect to the UTRAN architecture, the SAE/LTE architecture intends to remove the ‘RNC’-node by redistributing those functions either towards the eNB, or the core network, or some central entity in the RAN (allocation is depending on the architectural option). When comparing the three options it is clear that for Type A the eNB encompasses the functions of an RNC in addition to those of a NodeB whereas for Type B the eNB is very much comparable to a NodeB. This directly triggers the observation that a thorough security analysis (and related cost estimation for protective countermeasures) will be needed when allocating security functions to a node that will be placed in a non-secured location. Note that in the 3G architecture the assumption has always been that the RNC was placed in a secured location, therefore the allocation of user and signalling data protection to the RNC did not pose any risk.

For Type A architectures it is clear that specific security concerns exists if ciphering and integrity protection terminates in eNB when (likely) placed at a non-secured location (roof top, building corridor). A possible physical intrusion of eNB when placed in a non-supervised accessible area (e.g. public place or enterprise) has higher probability than for current RNCs. Adding ‘Low or medium’ cost shielding of eNB sensitive data (e.g. security association data), may not help to protect against the professional hackers type if due to non-supervised eNB placement, time resources to hack the eNB are virtually unlimited. Adding higher cost protective measures to eNB is contradictory to the SAE/LTE design goals as there will be many eNBs in a radio network. This would imply an unwanted increase in CAPEX. Along with the CAPEX also the cost to design a secure product increases. Another  important aspect is OPEX reduction. This drives operators to utilise cost-effective open networks for eNB attachment, instead of relying on closed networks like leased lines or ATM. Therefore, extra security mechanisms on the link towards the eNB will be required even more than in the case of UTRAN in order to protect the security association transfer from the Core network to the eNB. Furthermore, with security architecture option 1 it is also quite likely that the traffic between any two adjacent eNBs needs to be secured in handovers, either point-to-point or via a secure IP backbone.. Possible mechanisms to secure traffic to eNBs are those currently used for Network Domain Security (Cf. TS 33.210). In addition, the cost for the key management for these nodes needs to be considered. Possibly, a PKI (public key infrastructure) is required, together with appropriate revocation mechanisms.
Type A architecture provides CAPEX reduction in the core network because there is no need to implement RNC level nodes. Also, product design and processes can be aligned with other technologies like WiMAX, when L2 ciphering module is used in the eNB, which lowers the cost of the eNB further (high volumes). If SAE/LTE decides to design architecture similar to centralized approach with RNC in UMTS, then the CAPEX and OPEX reduction benefits will be lost. It is also possible to re-use eNB-aGW security associations to secure signalling and transport between eNBs.

The security design of UMTS has shown that it takes considerable time to develop a correct security association management and security parameter synchronization mechanism for a decentralized architecture. Also there is less 3GPP specification experience for designing security for nodes under untrusted environmental conditions. Furthermore, the specification of measures to be applied locally to nodes in order to achieve a certain degree of tamper resistance would be not subject to 3GPP standardisation at all as they do not affect interoperability. Possibly, GSMA or a regulator would have to be involved to define implementation or type approval guidelines. A defensive approach to security (which is always a good choice to obtain a system, which is secure in the long run, as well as to meet high-pressure deadlines) would be to choose Type B architectures so as to avoid having to go through a detailed risk/threat and solution study which will take more than a few SA3 meeting cycles to ensure an acceptable quality level. As an example of a similar task that took one year, much of the security evaluations of UMTS [TS 21.133] have been based on studies that were made outside of 3GPP, e.g. in the EU-project USECA, before the 3G design had started. No such studies are available today for SAE/LTE. TS 21.133 could be used as a starting point for a security evaluation of type A architectures.

Referring to the latest version of the feasibility study on ‘Access Security Requirements [S3-050624] section 9.2.2 on Risk assessment: the root cause for the highest estimated risk is the fact that ‘Encryption terminates in a physically unprotected area, i.e. the base station’. We acknowledge that GERAN CS encryption terminates in the BTS. Nevertheless, prudent security design should avoid terminating security endpoints (for signalling and user data) in physically unprotected areas.
SAE/LTE is designing packet based network, where the CS plane is not present anymore. This enables more flexible security architecture. Not all services require high security above eNB, like normal web browsing. On the other hand implementing access agnostic end-to-end security in service level makes the service more secure than in GERAN or UMTS.

If RAN or SA2 were expressing a preference for Type A architectures,  a security study would be required encompassing

· A detailed analysis in terms of functions, messages and information available at eNB to evaluate the related level of security risk

· The identification of mechanisms that are needed to overcome the potential security risks (add specific alarms, specific protection against 3rd party access, tamper resistance of eNodeBs …).

Results of this study would serve as basis to weigh security drawbacks against functional benefits of Type A architectures if any.
For Type B architectures: A security association (for ciphering and integrity protection of RRC) exists between UE and network “above NB” with the network endpoint being placed in a secured location. Such an approach most likely provides the same level of security as UMTS, therefore a detailed analysis based on individual functions and information elements is most likely not needed. The user data on the network link towards the eNB is inherently protected, so the requirements on the link security can be relaxed, which helps to achieve the goal of OPEX reduction in the interconnection network. Also fewer RAN nodes will have to apply ciphering, giving operational cost advantage when algorithms need to be added or disabled. Furthermore, the eNodeBs will have to be equipped with crypto processing power sufficient to handle the individual traffic peaks at each node, where with the implementation of crypto processing at a more central location, multiplexing gains may lead to a lower overall crypto processing power required. Also with fewer impacted nodes, the design of the security association management and security parameter synchronisation will be less complex to design and impact fewer interfaces (e.g. mobility management). Ciphering and integrity will not have to be handled in handovers between eNodeBs.
UMTS security approach needed to take into account the CS plane. In SAE/LTE this is not the case anymore and thus the security requirements should be re-evaluated. For example security design in SAE/LTE should evaluate the requirements for ciphering above eNB. Not all traffic needs to be ciphered on the wired links, because the traffic does not contain confidential information or that the traffic is already protected with higher layer security. Security today is built in multiple layers, because of finer grained access control and ease of service provisioning with multiple access technologies.

4. Conclusions

Based on architectural details provided by RAN 2/3, this contribution has shown that only type B RAN-architectures (Option 2) can currently be assessed as future-proof security design. Supporting the same level of security, as known from UMTS, for type A architectures (options 1 &3) may in principle be possible, but at a much higher eNB cost than for type B architectures. If type A architecture were chosen then a list of additional functions to protect eNB against various attacks would have to be elaborated. This needs to be based on a detailed study of security threats which will take quite a time in SA3. Therefore we propose that an LS is sent back to RAN2, RAN3, and SA2 that recommends to adopt type B architectures. The reply LS should state that all user traffic and all signaling traffic, which is of inter-eNB relevance or does not affect eNBs at all, should terminate at an entity at a trusted location above eNB.

5. References and Abbreviations

5.1
Abbreviations

CAPEX
Capital Expenditure

eNB

Evolved NodeB

eUE

Evolved User Equipment

eUu

Evolved Uu-interface

MM

Mobility management

OPEX

Operational Expenditure

RRC

Radio Resource control

UP


User Plane
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6
Example Scenario: eNodeB at Enterprise Premises

Consider following scenario
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Figure 4:Deployment of evolved NodeBs in Enterprise Premises scenario

Some main aspects in this scenario:

· NodeBs are mounted on the premises of an enterprise customer, in buildings not owned by the PLMN operator or on a campus not owned by the PLMN operator

· It is expected that connection to these NodeBs is organised via a central link and distribution of data to NodeBs is (re-)using existing infrastructure on the premise (e.g. Ethernet)

· PLMN operator may have only limited access to the NodeBs, e.g. access restriction according to time of day (access only during business hours) or access is subject to individual request

· NodeBs may be mounted according to the needs of the existing structure of the buildings and the usage of the buildings, e.g. in service rooms, in mezzanine floors, in rarely accessed areas etc.

· NodeBs may be small in size and not well protected against physically intrusion (e.g. intrusion possible with common tools)

























































































































� [R3-051159] RRC functionalities for LTE are likely to consist in similar functionalities as UMTS, notably:


Establishment of a RRC connection UE to network i.e. allocation of radio temporary identities


Management of radio mobility, including measurements and handover


Management of radio bearers to transmit/receive data


Management of security (although this has to be considered)
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