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Ericsson Comments regarding ID-WSF interworking
Regarding GAA/GBA interworking with Liberty ID-WSF, in principle Liberty ID-WSF Authentication Service Specification [AuthSvc] is the only ID-WSF service that it is relevant for the discussion regarding authentication interworking. 
The typical Liberty ID-WSF attribute sharing infrastructure including WSC, WSPs and DS has little to do with interworking with GAA/GBA. A WSC would request end user attributes to a WSP and all the required security aspects would be supported by the DS.  
Liberty ID-WSF Authentication Service Specification, describes procedures so that …
1) A user authenticates to an IdP using SOAP based interface. 

2) A user requests a security token to access a particular SP. 

3) A user presents the received security token to the SP.    

This procedure is actually the one described in section 4.3.5 not requiring any further mention of WSCs, WSPs or DSs. 

It is therefore proposed to update all references and chapters related to Liberty ID-WSF accordingly. 
· Section 2 “References”: A reference to Liberty ID_WSF Authentication service specification shall be included. 
Liberty ID-WSF SOAP Binding Specification, Liberty ID-WSF Security Mechanisms and Liberty ID-WSF Client Profiles are also relevant supporting (secure) SOAP protocol exchanges for the authentication service and profiling the use of ID-WSF specs by client implementations (Liberty Enabled User Agent and Devices, LUAD). Reference to Client Profiles spec shall be included though and reference to Security Mechanisms is duplicated. 
The following ID_WSF specifications are not relevant and should not be refereed under the scope of the TR:

· Liberty Alliance Project, ID-SIS v1.0: “Service Interface Specifications”

· Liberty Alliance Project, ID-WSF v2.0: “Liberty ID-WSF Discovery Service Specification”
It is also proposed to delete the reference to Liberty ID-WSF Interaction Service. This service is used to pose questions to end users regarding consent for the disclosure of his/hers personal information or even asking for the actual information to be disclosed. This service available in the ID-WSF has as well no relation to authentication of end-users.  
· Section 4.2 “Architectural Description”: Only the architectural elements involved in the Liberty ID-WSF Authentication Service shall be described (i.e. IdP, SP and UE). As a matter of fact the same architecture as for ID-FF is required. 
· Section 4.3.5 “SSO: Scenario: ID-WSF”: It is proposed to also update the title of this section accordingly. Mind that this section was not proposed to be modified in the original Nokia’s contribution.
***BEGIN CHANGE***

2
References

The following documents contain provisions, which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS33.220: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".

[2]
3GPP TS33.222: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)”

[3]
3GPP TS33.221: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Generic Authentication Architecture (GAA); Support for Subscriber Certificates”

[4]
3GPP TS29.109: “3rd Generation Partnership Project; Technical Specification Group Core Network; Bootstrapping interface (Ub) and Network application function interface (Ua)”

[5]
3GPP TS24.109: “3rd Generation Partnership Project; Technical Specification Group Core Network; Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the Diameter protocol”

[6]
Liberty Alliance Project, ID-WSF v2.0: “Liberty ID-WSF Security Mechanisms Specification”

[7]
Liberty Alliance Project, ID-FF v1.2: “Identity Federation Specification”

 
[9]
Liberty Alliance Project, ID-WSF v2.0: “Liberty ID-WSF SOAP Binding Specification”

 
[11]
Organization for the Advancement of Structured Information Standards (OASIS), SAML v2.0: “Security Assertion Markup Language”

[12]
Liberty Alliance Project, ID-FF v1.2: “Bindings and Profiles Specification”

[13]
Organization for the Advancement of Structured Information Standards (OASIS), “Bindings and Profiles for the OASIS Security Assertion Markup Language (SAML) v2.0”



[15]



Liberty Alliance Project Support Documents: “Authentication Context Specification” v2.0
 
[x]




Liberty ID-WSF Authentication Service Specification 

http://www.projectliberty.org/specs/draft-liberty-idwsf-authn-svc-v2.0-02.pdf
[xx]


Liberty ID-WSF Profiles for Liberty enabled User Agents and Devices
http://www.projectliberty.org/specs/liberty-idwsf-client-profiles-v1.1.pdf
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4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This section describes the GAA and ID-FF / ID-WSF architecture. The GAA system consists of UE, BSF, NAF, and HSS (and D-Proxy dependent on configuration) as described in TS 33.220 [1]. 

In the Liberty Alliance are the following system entities: Principal (shown as UE in the figures), IdP, and SP. Typical Liberty Alliance network models are shown for ID-FF in Figure 4.2.-1 and for ID-WSF in 4.2.-2.
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Figure 4.2-1: Liberty Alliance network model for ID-FF

For easy integration in current web deployment, some variants of ID-FF do not use the SOAP-based connection between IdP and SP (as shown e.g. in figure 4.2-1), but rely solely on HTTP-based connections originating in UE.
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Figure 4.2-2: Liberty Alliance network model for ID-WSF Authentication Service
The Liberty specific interfaces are secured using methods described in [6]. There are several possibilities for the UE interfaces towards Liberty entities e.g. pure HTTP based or PAOS based. For a mobile network operator deploying 3GPP GBA system and the Liberty ID-FF, there are two alternative architectures possible. The IdP might be collocated with the NAF or with the BSF and the SP is collocated with the NAF.

4.2.1 
Architecture for collocated IdP/NAF in ID-FF and ID-WSF
If the IdP is collocated with the NAF, then the IdP/NAF authenticates the UE using the GBA credentials. There is only one reference point carrying both Liberty Alliance and GBA related information, i.e. the reference point between the IdP/NAF and the UE. The protocols, that are used to trigger the authentication of the UE and the successful authentication information, are defined in Liberty ID-FF [7] or SAML v2.0 [13]. The architecture for a collocated IdP/NAF together with the Liberty ID-FF is outlined in Figure 4.2-3.
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Figure 4.2-3: Combined Liberty Alliance ID-FF and GAA architecture with collocated NAF and IdP.

If the GAA architecture is deployed together with the Liberty ID-WSF Authentication Service the architecture would be really the same as for the Liberty ID-FF case as depicted in Figure 4.2-3. The main difference would bethe Ua reference point would be a SOAP based interface.



If the subscriber’s home operator does not host the IdP/NAF, then the architecture also includes a D-Proxy as described in TS 33.220 [1]. In a interworking scenario with the Liberty ID-WSF Authentication Service, a service provider that wants to request user authentication would redirect the user to the IdP/NAF. The user will be authenticated in a first step to the IdP/NAF for which GAA/GBA procedures may be used.The IdP/NAF interaction with the BSF would be transparent to the SP. In a second step the user will request a security token to be granted access to the particular SP. Finally the user will present the received security token from the IdP to the SP which would analyze it and decide whether the user deserves access to the service or not.   
4.2.2 
Architecture for collocated IdP/BSF in ID-FF

If the IdP is collocated with the BSF, then this imposes some additional requirements on the BSF as compared to TS33.220 [1]. 

· If artifact transfer is supported, the operator internal BSF needs to provide a SOAP based reference point to service providers. 

· The Ub reference point would be used to carry Liberty and GBA related information.  

For these reasons, this specification only outlines the details for the case that the NAF should be co-hosted with the IdP and does not provide the full details for the architecture, where the BSF is collocated with the IdP. 

Editor’s note: It is for ffs, if a detailed architecture for collocated BSF and IdP is needed. As interfaces of BSF and IdP as defined now do not map easily, a refinement also requires clarification of the roles and the mapping of the other network elements of GAA and Liberty. This applies in particular to the role of the NAF, either stand-alone or mapped to Liberty elements. In addition some protocol extensions may be necessary.


The following scenarios outline details for GBA interworking with the Liberty Alliance ID-FF and ID-WSF specifications.

***BEGIN NEXT CHANGE***

4.3.5
SSO scenario: ID-WSF Authentication Service
In this scenario the UE is LAP enabled, i.e. a LUAD (Liberty enabled User Agent or Device). The protocol elements used are taken from ID Web Services Framework [6], and the interaction of UE with IdP comprises two consecutive protocol runs. The active LUAD client contacts the NAF/IdP first before accessing the service provided by the SP. 

1.
The UE authenticates with the IdP and retrieves a security token, which entitles the UE to invoke some services. 

2.
The UE invokes the Single-Sign-On service of the IdP using the security token. In this step the UE receives the authentication assertion (authentication and authorisation information) to be used at the SP.

3.
The UE presents the authentication assertion to the SP for web service access.

This IdP can be co-hosted with the NAF or the BSF and hence the scenario may be mapped differently to GBA:

-
In the default case, the IdP is co-hosted with the NAF, then the first step is mapped to Ua reference point of GBA TS33.222 [2], carrying the LAP security token as payload to the UE. The Ub run must be executed by the UE if necessary, but this is not using LAP protocols [7] or [6].

The second step is completely as defined in LAP (no connection to GBA). The only dependency on GBA is in the content of the authentication assertion depends on GBA results. 

This is the ID-WSF scenario discussed in the remainder of this document.

-
If the IdP is co-hosted with the BSF, then the first step is mapped to Ub reference point of GBA [4]. The second step is mapped to Ua interface of GBA.

Despite having this formal analogy of executing two consecutive protocol runs required by both protocol worlds, it seems that a simple mapping is not possible. The syntax and semantic of the information elements transferred between GBA and LAP protocols differs substantially. 

Editor’s note:


Handling of Authentication Requests and Responses from LAP in a GBA environment. LAP specifies the SASL protocol here.

Used here is a framework given in WSF for authentication between IdP and web service consumers within SOAP messages. It may be used by (strongly) Liberty enabled clients (LUAD) authenticating with the Id. Profiling the SASL framework does the definition. It is recommended by LAP that SASL is carried over TLS.LAP recommends (“SHOULD”) the SASL mechanisms PLAIN (common usage) and CRAM-MD5 (limited usage according to IANA). Definition of a suitable authentication mechanism within SASL for use with GBA. . This could be based on the mechanism in section 5.3 of TS33.222. One example can be the use of SASL “DIGEST-MD5” according to RFC2841, but the optimal choice are ffs. Different possibilities to express the authentication context are for further studies e.g. Liberty Authentication context or mobile specific context indication

This resembles more the GBA approach: First the client contacts the Authentication Service (( BSF) and gets a security token. But in GBA, the security token itself is not transferred between BSF and UE. Then the SSO service at IdP is invoked using this security token. Here the element <disco:ResourceOffering> together with necessary credentials may transfer access authorization for other services also.

To be clarified: This probably does not map to GBA proper, as the security token sent by authentication service is self-contained security-wise (token signed by auth. service), while B-TID sent by BSF gives authentication only together with a check of the shared secret Ks_(ext/int)_NAF.

The scenario given in this section requires direct interaction between IdP/NAF and SP for transfer of authentication assertion. The protocol is defined by LAP is SOAP based, with SAML assertions carrying the assertion information.

The content of this SAML assertion is (partly) given by results of the GBA run (protocol parameters, e.g. execution time, and user-specific parameters, e.g. taken from USS).

Editor’s note:
It is for further study if the scenarios given in this do also require direct IdP/NAF and SP interworking. See [12] section 3.2.2.1 and 3.3.1.2.
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