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1 Introduction

In SA3 #38, 39 and 40 meetings there was discussion on the proposal of optimizing the authentication procedure of WLAN 3GPP IP access in S3-050214, S3-050353, S3-050426, S3-050472 and S3-050542. The purpose of the optimization is to reduce the number of authentication messages and also to reduce the time taken for the tunnel establishment procedure without compromising the security level and causing extra system complexity. 

If the optimization requires changes in the UE, PDG, and AAA server, which could all be coming from different vendors, the cost of integration and testing is going to be significant, and the optimization will not be available if just one of these elements does not happen to implement.
2 Discussion

There is a tradeoff between the improvement of performance and the extra complexity brought to the system. For the optimization proposal we need to know how much gain this optimization yields, and what drawbacks it brings.
TS33.234 requires running separate (and independent) signaling exchanges for WLAN direct IP access and WLAN 3GPP IP access. If the proposal has the authentication in WLAN 3GPP IP access to rely on the authentication in WLAN direct IP access, the user having only WLAN direct IP access will also have to do extra work (e.g. store extra keys or more steps in the authentication only useful for the later WLAN 3GPP IP access).
As specified in the EAP RFC, it is mandatory for the UE and the AAA server to store the EMSK, irrespective of whether optimization procedure is supported or not. In the proposed optimization procedure (S3-050697), no additional steps are involved during the initial WLAN direct IP access or WLAN 3GPP IP access.
The optimization would provide an additional implementation option to be supported by vendors.  The involvement of the HLR can be avoided by using fast re-authentication. 
Even in the fast re-authentication procedure, the involvement of the SIM (if EAP-AKA/SIM procedures terminate in the UICC) contributes significant time delay compared to the proposed tunnel optimization procedure and also the number of message exchanged in the proposed tunnel optimization procedure is lesser compared to the Fast re-authentication procedure. The proposed tunnel authentication procedure is more optimal than the re-authentication procedure.

The following criteria should be guaranteed:
· There is significant improvement but moderate extra complexity.brought by the optimization proposal.
The proposed optimization procedure has significant improvement in reducing the time taken for the tunnel establishment procedure without compromising on the security level. Also the optimization of tunnel establishment procedure potentially removes the public key cryptographic computation for the UE to authenticate the PDG. The extra complexities involved are additional error handling and requirement of new VSA for IKEv2 and Diameter. 
· If there are new keys (e.g. EMSK) to be introduced by the optimization, they shall be stable in IETF and won’t cause collision of using the keys in the future. 
According to the EAP procedure, the EMSK is derived along with the keys MSK and TEK and stored along with the keys MK and TEK. Storage of EMSK is not an additional requirement for the optimization of tunnel authentication procedure. 

The usage of the EMSK is very much inline with the recent IETF draft “Extensible Authentication Protocol (EAP) Key Management Extensions “(draft-aboba-eap-keying-extens-00.txt). In case the draft becomes standard, there will not be any conflict with the tunnel optimization key.
According to the IETF draft, the AMSK (Application-specific Master Session Keys) is derived as

AMSK = KDF(EMSK, key label, optional application data, length) 

According to our proposal,

TSK = prf {EMSK, W-APN, Identity, Length of the Key}

Also any other usage of EMSK will not conflict with the TSK, as the key derivation parameters W-APN and Identity (NAI) are unique to the I-WLAN. Since we will use W-APN and Identity to derive the TSK, it will be derived uniquely for the proposed optimization procedure and will not conflict with other usages.  Furthermore, EMSK will not be given to any other non-3GPP applications and also to the 3GPP applications. The uniqueness can be maintained.
· There shall be no problem with synchronizing the use of the new keys in the UE and in the AAA server.
Similar to the derivation of MSK from the valid MK during the Fast re-authentication procedure, the new key TSK is derived from the valid EMSK, so there will not be any synchronization problem. The derivation and usage of TSK is very similar to the derivation of MSK during the Fast re-authentication procedure.
· If the optimization only works for a special case, it won’t cause deterioration in case the network doesn’t support the proposed optimization.
As explained in the CR S3-050697, when the UE perform the optimized tunnel procedure after the initial authentication procedure and if the network does not support the optimization procedure, then the AAA server shall send the error message. When the UE receives the error message from the network, the UE will perform the normal tunnel authentication procedure from then on. So in case if the network work doesn’t support the proposed optimization, it will not cause any deterioration. 

However, there will be two more messages exchanged, only during the initial optimization procedure request, if the network does not support the tunnel optimization procedure. Comparatively the number of messages exchanged during the tunnel optimization procedure is lesser than the number of messages exchanged for EAP-SIM/EAP-AKA over IKEv2, if the network supports the tunnel optimization procedure.  
· The operator won’t have to pre-configure the ME for the purpose of optimization. 

· The optimization needs to specify how PDG and UE negotiate whether to use the optimization. Manual configuration of the UE shall be avoided. 
As explained above, the network will dynamically inform the support of the optimization to the UE during the tunnel establishment procedure, so operators shall avoid pre-configuration or manual configuration of the UE.
3 Conclusions

Optimizing proposal on the authentication procedure of WLAN 3GPP IP access should satisfy the criteria described above.
This response contribution explains the proposed optimization method (S3-050697) satisfy the criteria on optimizing the authentication procedure of WLAN 3GPP IP access. As the proposed solution provides significant performance improvements with minimal increase in complexity, we kindly recommend SA3 to adopt the proposed optimization method (S3-050697).  
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