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	Reason for change:
(

	As identified in S3-050416, the synchronization of SRTP's local ROC variable in MBMS is not trivial in all cases. Currently, when a user joins the session, it is given the ROC value in a MIKEY MSK delivery message, and the ROC can be updated in MTK delivery messages.  Some cases where the UE will lose synchronization are:

1. The user registers for the service and receives the first MSK message including the current ROC, but does not join the service for some time. In the meantime, the ROC will wrap around (maybe several times) in the server, before the user actually joins the services and starts receiving MTK messages including the ROC. In this case the UE will be out of synch until the next MTK message arrives, which could be a long time.

2. The same use case as 1, but the service provider decides not to include the ROC in the MTK messages. Now the UE will never get back in synch.

3. If the UE leaves the session (due to being out of radio coverage or because of user action), and does not start receiving traffic from the service again until after 2^{15} packets, the UE will be out of synch.

4. The user joins a service, when the SEQ is close after wraparound, say SEQ = 0x0001. The server generates the MIKEY MSK message, and includes the current value of ROC, say ROC = 1. The MIKEY message reaches the UE, who reads the ROC value and initializes it's local ROC to 1. Now, if a SRTP packet with a SEQ lower than 0, say SEQ = 0xffff, was delayed and reaches the UE as the first SRTP packet the UE sees, the UE will initialize it's highest received sequence number, s_l, to 0xffff. Next the UE will receive SRTP packets with sequence numbers larger than zero, and will deduce that the SEQ has wrapped. Hence the UE will incorrectly update the ROC and will be out of synch.

Since there are difficulties to cover all cases that can occur with service configuration, user behavior and reordering of SRTP packets relative to the MIKEY MTK message and packet loss, it is less complex to provide a solution similar to the one used in 3GPP2, where the ROC is sent in each SRTP packet. If the ROC is included in each SRTP packet, the synchronization is immediate. 

Adding ROC to each SRTP packet increases the bandwidth usage by four bytes per packet. To remedy this only each R:th packet includes the ROC, where R is a parameter negotiated in the Security Policy Payload in the MIKEY MSK delivery message.
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**** NEXT CHANGE ****

6.4.5.3
MTK message structure

The structure of the MIKEY message carrying a MTK key shall be according to Figure 6.7. The actual key that is delivered is kept in the KEMAC payload. The EXT payload has format as described in clause 6.4.4. If MTK is to be used for streaming protection, then a 112 bit salt shall be added to the KEMAC payload in addition to the MTK. The #CS field shall be set to zero, and no CS ID map info shall be present in the MTK message. Neither shall the SP payload be included in MTK messages.
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Figure 6.7: The logical structure of the MIKEY message used to deliver MTK

**** NEXT CHANGE ****

6.6.2.1
Usage of SRTP

When it is required to protect MBMS streaming data SRTP (Secure Real-time Transport Protocol) as defined in RFC 3711 [11] shall be used. The MTK is carried to the UEs from the BM-SC using RFC 3830 [9] (MIKEY) with extensions defined according to this specification. MTK shall be used as the master key in SRTP key derivation to derive the SRTP session keys as defined in section 4.3 of RFC 3711 [11]. The correct MTK to use to decrypt the data is indicated using the MKI (Master Key identifier) field, which is included in the SRTP packets as defined in RFC 3711 [11]. The form of MKI shall be a concatenation of MSK ID and MTK ID, i.e. MKI = (MSK ID || MTK ID).

NOTE:
The UE knows the Key Domain ID related to this MKI from the User Service Description which includes mapping between IP address and port of the traffic and the corresponding Key Domain ID and MSK ID. 

If the SRTP packets are to be integrity protected, the SRTP authentication tag is appended to the packets as defined in [22]. The ROC is in that specification transferred in every R:th SRTP packet. That specification furthermore defines how the constant R and the integrity transform is negotiated using MIKEY. The parameters are included in the MSK delivery messages. 
SRTP security policy parameters, such as encryption algorithm, are transported in MIKEY Security Policy payload as defined in section 6.10.1 in RFC 3830 [9]. 

FEC shall be applied beneath the SRTP layer as described within TS 26.346 [13]

NOTE: This deviates from the default FEC order as described within RFC3711 [11] clause 10. The reversed order is not signalled within the service protection description of the MBMS User Service Announcement.

6.6.2.2
Packet processing in the UE

When the SRTP module receives a packet, it will retrieve the correct cryptographic context identified by destination transport address, destination port and SSRC (according to RFC 3711 [11]), check if it has the MTK corresponding to the value in the MKI field in the SRTP cryptographic context.

NOTE 1:
The cryptographic context needs to be unique for each SRTP stream.

NOTE 2:
The SRTP module does not need to interpret the MKI field semantics. It only checks whether it has the MTK corresponding to the MKI value.

If the check is successful, the SRTP module processes the packet according to the security policy.

If the SRTP module does not have the MTK, it will request the MTK corresponding to the MKI from the key management module. When the key management module returns a new MTK, the SRTP module will derive new session keys from the MTK and process the packet. However, if the key management module does not have the MSK indicated by MKI, then it should fetch the MSK using the methods discussed in the clause 6.3.

If the correct MTK is not present in the UE when RTP traffic arrives, the UE shall wait for the next MTK update procedure from the BM-SC as described in clause 6.3.3.2.

NOTE 3:
It is implementation specific issue whether the UE spools encrypted packets or discards all packets before the UE has received the correct MTK.


The below flow shows how the protected content is delivered to the UE.
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Figure 6.8: Delivery of protected streaming content to the UE

**** END OF CHANGES ****
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