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1 Introduction

LTE is a new 3GPP work item to define a new radio interface and radio network architecture for the next 10 years and beyond (SP-040915). Its objectives include:

· Reduced latency

· Higher user data rates

· Improved system capacity and coverage

· Reduced cost for the operator

The associated SAE work item aims to define an architecture stemming from LTE, the SA1 All IP network (TR 22.978), and requirements to support mobility between heterogeneous access networks, including service continuity (SP-040928).

The long term nature of the LTE/SAE work means that a high security margin in the security design should be achieved. On the other hand, one important objective is to reduce costs, so care should be taken to avoid unnecessarily over-engineering security. An important and realistic aim should be to improve security and reduce its cost compared with GSM/UMTS. 

This document presents some observations regarding likely LTE/SAE security requirements together with a discussion on some security solutions that have already been discussed in other 3GPP WGs.

2 Observations regarding likely LTE/SAE security requirements

This section presents some observations which we hope can be used to guide the work. The observations are split into three categories:

· Protection of user traffic and theft of service

· User identity/location confidentiality

· Denial of service protection

2.1 Protection of user traffic and theft of service

· The radio interface is still the most vulnerable part of the system, but the base station and backhaul links also now need protection, since the base station will often be deployed in vulnerable locations and increasingly “open” networks may be used for backhaul transmission.

· Core network nodes and links are still assumed to be more trusted than radio access network links. 

· As a consequence of the first two observations, encryption and authentication of the channel should terminate deep in network at the access layer, the service layer or both. Alternatively, a strong level of “per hop” security should be provided between the terminal and the core network. This would require that any intermediate nodes which terminate security, such as the base station, have very good physical and logical security, which would increase their cost.

· In some cases end-to-end security may be required as it is today, e.g. for access to corporate networks.

· Integrity protection of user traffic at the access layer is not a strong requirement. If it is needed it may be better to provide it at the service layer instead, but if it can be done more cost effectively at the access layer, then it may be worthwhile to include it there.

· It should not be possible to route traffic directly between terminals or directly onto external networks unless authentication, authorisation, accounting and content/spam/virus control can be performed by the operator.

2.2 User identity/location confidentiality

· Active attacks against user identity confidentiality may become just as easy to mount as passive attacks. Therefore, user identity/location should ideally be protected against both passive and active attacks.

· There is little point in going to a lot of effort to provide a strong level of user identity/location confidentiality in LTE/SAE if other technologies, that will probably be supported in the terminal, expose the user’s identity/location, e.g. Bluetooth, Wi-Fi etc. Therefore, low cost solutions for protecting user/identity location in LTE/SAE should be sought. It should be carefully considered which identities might be exposed to an attacker, e.g. MAC address, IMSI, MSISDN. Not all of them have the same level of sensitivity.

· It is possible that a feasible and cost-effective mechanism to protect against active attacks cannot be found – in this case passive attacks should still be prevented. 

· Solutions would require encryption of all transmitted information that could be used to identify/locate a user– both user traffic and certain control plane signalling.

2.3 Denial of service protection

· RF jamming is assumed to be impossible to completely prevent, but crude jamming attacks only persist while the attacker is active and the effect of the attack is geographically limited. For this reason effort should be concentrated on counteracting attacks that are more efficient than RF jamming. For example:

· Repeated access attempts which are unsuccessful due to effective authentication, but which nevertheless consume considerable network resources such that service is denied towards legitimate users. If authentication is provided early in the access procedure at a “lower” protocol layer, then the effect of such attacks may be reduced.

· Attacks on network elements which are located deeper in network and have an impact on more subscribers.

· Attacks where the effect of the attack persists even after the attacker has gone, such as the unauthorised release of radio connections, spoofing of a location update, etc.

· Attacks which manipulate RRC in order to give an attacker an unfair QoS advantage compared to other users. This type of attack is particularly concerning if the attack could be implemented in software that could be easily installed and used by large numbers of users.

· Attacks within the “wired” part of the access network that use weaknesses in the signalling protocols. This could be a very effective means to disrupt service in a large area of interconnected base stations with only a few messages.

· Countermeasures include building DoS resistance into network protocols and adding integrity protection to signalling.

· DoS attacks can be launched from the radio interface, a compromised base station or a compromised backhaul link. For this reason, both access signalling and RAN-internal signalling needs to be protected.

3 Discussion of possible approaches to secure SAE/LTE

Even though the LTE/SAE security requirements have not yet been analysed by SA3, security solutions have already been discussed in other 3GPP WGs. In this section, some comments are provided on the possible approaches to secure LTE/SAE.

3.1 Review of candidate LTE control plane architectures

During the RAN2/RAN3 meeting in Cannes (10-14 October), three candidates for the LTE control plane architecture were identified (note: discussion on user plane protection has been more limited):

A. RRC Idle and Connected in Node-B

B. RRC Idle and Connected (in central node(s)) above Node-B

C. Idle state in central node and  RRC Connected in Node-B

If security of RRC signalling is needed, then for A and C, the security of this signalling must terminate in the Node B. However, this does not mean that security for core network signalling and user plane traffic must terminate in the Node B. Instead, a split security architecture could be deployed, where RRC security is terminated in the Node B, and security for core network signalling and user plane traffic is terminated further back in the network. Although this adds extra complexity to the security architecture, it could allow extra flexibility in the design of the RAN. Alternatively, it could be considered whether protection of RRC signalling could be avoided if protection of core network signalling and user plane traffic is terminated further back in the network. This would result in a solution which looks similar to the Gb mode GPRS security architecture where authentication and encryption terminates in the SGSN. This approach would probably provide good protection of user traffic and good protection against theft of service. However, it is possible that some unprotected RRC signalling may expose user identity/location and increase the risk of denial of service attacks. It should be evaluated how severe these attacks would be before determining what effort that should be invested to mitigate the threats. 

3.2 Consequences of terminating access security in Node B

If no other security measures are taken, then terminating all user plane and control plane security in the Node B increases the risk of user traffic eavesdropping and theft of service from increasingly vulnerable base stations or backhaul links, compared to the case where security is terminated further back in a more “trusted” part of the network. Moving the access security termination point to the Node B would also be a backwards step for 3GPP since the move from GSM to UMTS moved it from the GSM BTS to the UMTS RNC. Another disadvantage of terminating access security in the Node B is the increased difficulty in upgrading security mechanisms and algorithms compared to when security is terminated further back in the network. This is true even if a split security architecture approach is taken (although the split may reduce the pressure to quickly upgrade Node B algorithms).

The increased risks of terminating security in the Node B can be reduced if security of the Node B and the backhaul link is improved, but this will increase the cost of the Node B and of provisioning the backhaul link. Another approach is to provide additional security at the service layer. This might already be in place due to the trend towards access network independence. However, it is unclear whether it would be cost effective to provide additional service layer security for basic services like voice and data connectivity, rather than simply relying on a sufficiently robust level of access network security. Another factor is the impact/cost of double protection, e.g. on the idle to active transition time for basic data services like browsing.

4 Proposal

It seems that SA3 is under some pressure to make a quick decision about security in order to guide the selection of the RAN control plane architecture. The safest approach from a security point of view, which would require the least amount of study and hence result in the quickest decision, would be to adopt a UMTS-like security solution where security for user plane and control plane (including RRC) is terminated “above Node B”. This would imply that RAN control plane architectures A and C are ruled out. However, this seems to seriously constrain the architectural design choices. Therefore SA3 needs to find a mechanism (e.g. email and phone conferences) to progress the work following this week's SA3 meeting, with the aim of reaching a conclusion in time for the proposed joint meeting in January. We hope that the material in sections 2 and 3 of this contribution can be used as input to the analysis. 

