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1 Problem statement
Generic Access Network (TS 43.318, TS 44.318) uses the same IPsec/IKEv2-based security mechanism as WLAN 3GPP IP Access (TS 33.234). In particular, certificates are used to authenticate the Generic Access Network Controller (GANC) in the case of Generic Access Network, and the Packet Data Gateway (PDG) in the case of WLAN 3GPP IP Access. 
Regarding certificate revocation, TS 33.234 specifies the following in section 6.6A:
“k)
UE may check the validity of the certificates using CRLs or OCSP [43]. Support for CRLs is optional. Support for OCSP is mandatory.
NOTE:
A WLAN UE that initiates 3GPP IP Access according to the tunnel full authentication and authorization procedure, may want to check the validity of the PDG certificate, but it might not gain access to the OCSP server. This situation can be handled in the following way: After the UE initiated tunnel is successfully established and before user data is transmitted in the tunnel, the UE sends an OCSP request message to OCSP server. When the UE receives the OCSP response, it checks the certificate status. If the certificate of PDG is valid, the UE will allow user data to be transmitted to the PDG in the tunnel. If the certificate is not valid, the UE may terminate the tunnel that just was established.”

TS 44.318 section 4.2.5 states: "The MS requirements for certificate authentication and handling are listed in 3GPP TS 33.234 [10]."  This seems to imply that the requirements from section 6.6A of TS 33.234 also apply for generic access. Therefore we assume that, for both WLAN 3GPP IP access and generic access, OCSP is mandatory and CRL is optional for the terminal.

In principle there are two ways the terminal can use CRLs or OCSP:

1. Out-of-band checking of certificate revocation status. In this case the terminal contacts a CRL or OCSP server directly.

2. In-band checking of certificate revocation status. In this case the network-side component has a direct connection to the CRL or OCSP server, and the revocation information is transported to the terminal as part of IKEv2 protocol.

The out-of-band method is possible for the WLAN 3GPP IP Access case because the terminal could have direct access to a CRL or OCSP server during, or shortly after, the IKEv2 protocol run. However, in the case of generic access, the terminal may not have the ability to access a CRL or OCSP server during, or even after, the IKEv2 protocol run. Therefore the in-band method must be used instead.
When CRLs are used, the in-band method can be realised by sending CRLs to the terminal as part of the CERTREQ parameter in the IKEv2 protocol. However, if OCSP is to be used, then there is currently no standardised way to transport OCSP messages as part of the IKEv2 protocol. If OCSP is to be available as a method for checking the revocation status of certificates in generic access network, then an in-band method should be standardised.

2 The importance of certificate revocation checking
In order to understand the importance of certificate revocation checking in generic access network, it is necessary to assess the risk of attacks that would be possible if a certificate is compromised. In essence, the compromise of a certificate would allow an attacker to spoof a GANC towards a target terminal during the IKEv2 phase 1 exchange. However, this seems to be of limited benefit to the attacker. In particular, although the attacker could subsequently relay the EAP authentication messages from the real network to the target subscriber, this could not be used to masquerade as the target subscriber because the attacker would be unable to derive the correct keys to establish an IPsec tunnel with the network because those keys are based on CK, IK (for EAP-AKA authentication) or Kc (for EAP-SIM authentication). Also, if the attacker just wants to masquerade as the network, e.g. to eavesdrop user communications, then he would need to have a valid authentication vector for that subscriber. Getting a valid authentication vector for a subscriber with a SIM could be as easy as borrowing their phone for a short time, but getting a valid authentication vector for a subscriber with a USIM is much more difficult. 
To summarise the threat, certificate-based authentication of the GANC helps protect against network spoofing, e.g. to eavesdrop user communication, especially in the case that the subscriber has a SIM instead of a USIM. However, it does not lead to masquerade or cloning attacks.

Since there is likely to be a relatively small number of GANCs in a generic access network deployment, and they are all under operator control, it might be reasonable to expect that the risk of certificate compromise can be kept fairly low. If the IPsec part of the GANC which stores the private key is well protected, then this should help reduce the risk. The risk can also be reduced by reducing the lifetime of certificates. However, it may not always be possible to reduce the risk of certificate compromise to an acceptable level. Therefore, it is important that standardised solutions for certificate revocation checking are available.
Threats also existing in the case of WLAN 3GPP IP Access if certificate revocation checking is not performed. In particular, it may result in a WLAN AP (used for Direct IP access) impersonating a PDG (used for 3GPP IP access), which may be considered a quite serious threat. 

3 OCSP versus CRL for certificate revocation checking in generic access
A problem with using CRLs for revocation checking is the unbounded CRL size, which is avoided with OCSP since the size of an OCSP response is well-bounded and small [1]. Therefore it seems important that the OCSP method is available, as an alternative to CRLs.
4 Proposal

It is proposed to standardise a solution to allow the use of OCSP for in-band signalling of certificate revocation status as part of the IKEv2 protocol in generic access network. It is also proposed that the same solution is also made available for use in WLAN 3GPP IP Access, although this seems to be of lower priority. This work should be done within 3GPP Release 7 timescales.
One solution for extending IKEv2 to enable the use of OCSP for in-band signalling of certificate revocation status has been specified in an internet draft [1]. 
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