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****** Next changes ******

3.1
Definitions

For the purposes of the present document, the following terms and definitions apply:

Application: In all places in this document where the term application is used to refer to a service offered by the MNO or a third party to the mobile subscriber, then it always denotes the type of application and not the actual instance of an application installed on an application server.
Authorization token: A MAC that is used to verify the endpoint of a TLS tunnel using AKA related key. A server authorization token (s_token) is a MAC calculated by the BSF over the server side TLS certificate and sent to the UE.  A client authorization token (c_token) is a MAC calculated by the UE over the s_token and sent to the BSF.
Bootstrapping Server Function: BSF is hosted in a network element under the control of an MNO. BSF, HSS, and UEs participate in GBA in which a shared secret is established between the network and a UE by running the bootstrapping procedure. The shared secret can be used between NAFs and UEs, for example, for authentication purposes.

Bootstrapping Usage Procedure: A procedure using bootstrapped security association over Ua reference point.
GBA Function: A function on the ME executing the bootstrapping procedure with BSF (i.e. supporting the Ub reference point) and providing Ua applications with security association to run bootstrapping usage procedure. GBA function is called by a Ua application when a Ua application wants to use bootstrapped security association.

ME-based GBA: in GBA_ME, all GBA-specific functions are carried out in the ME. The UICC is GBA-unaware. If the term GBA is used in this document without any further qualification then always GBA_ME is meant, see clause 4 of this specification.

UICC-based GBA: this is a GBA with UICC-based enhancement. In GBA_U, the GBA-specific functions are split between ME and UICC, see clause 5 of this specification.

Network Application Function: NAF is hosted in a network element. GBA may be used between NAFs and UEs for authentication purposes, and for securing the communication path between the UE and the NAF.

Bootstrapping Transaction Identifier: the bootstrapping transaction identifier (B-TID) is used to bind the subscriber identity to the keying material in reference points Ua, Ub and Zn.

GBA User Security Settings: GUSS contains the BSF specific information element and the set of all application-specific USSs.

GUSS timestamp: the timestamp of the GUSS is set by the HSS. It changes whenever the HSS has modified the GUSS.

NAF Group: A grouping of NAFs to allow assignment of different USSs to NAFs representing the same application. This grouping is done in each home network separately, i.e. one NAF contacting BSFs in different home networks belongs to different groups in every home network.
NAF_Id: The full DNS name of the NAF, concatenated with the Ua security protocol identifier.

Ua Application: An application on the ME intended to run bootstrapping usage procedure with a NAF.

Ua security protocol identifier: An identifier which is associated with a security protocol over Ua.
User Security Setting: A USS is an application and subscriber specific parameter set that defines two parts, an authentication part, which contains the list of identities of the user needed for the application (e.g. IMPUs, MSISDN, pseudonyms), and an authorisation part, which contains the user permission flags (e.g. access to application allowed, type of certificates which may be issued). In addition, a USS may contain a key selection indication, which is used in the GBA_U case to mandate the usage of either the ME-based key (Ks_(ext)_NAF) or the UICC-based key (Ks_int_NAF) or both. Sometimes also called application-specific user security setting. The USS is delivered to the BSF as a part of GUSS from the HSS, and from the BSF to the NAF if requested by the NAF.

****** Next changes ******

4.2.1
Bootstrapping server function (BSF)

A generic Bootstrapping Server Function (BSF) and the UE shall mutually authenticate using the AKA protocol, and agree on session keys that are afterwards applied between UE and a Network Application Function (NAF). The BSF shall restrict the applicability of the key material to a specific NAF by using the key derivation procedure as specified in Annex B. The key derivation procedure may be used with multiple NAFs during the lifetime of the key material. The lifetime of the key material is set according to the local policy of the BSF. The generation of key material is specified in clause 4.5.2.
The BSF shall support of TLS and the capability to verify the TLS tunnel endpoints.
The BSF shall be able to acquire the GBA user security settings (GUSS) from the HSS.

The BSF shall be able to keep a list, which assigns NAFs to NAF Groups. This list is used to select if any and which application-specific USS within GUSS is valid for a certain NAF.

NOTE 1:
The operator does the assignment of NAFs to NAF Groups. NAF Group definitions in HSS and all connected BSFs belonging to the same operator's network shall be equal (cf., clause 4.2.3). As these network elements belong to the same operator's network, standardisation of the NAF Group definitions themselves is not necessary in 3GPP.

NOTE 2:
The NAF grouping may be e.g. "home" and "visited". It allows the BSF to send USSs for the same application with e.g. different authorization flags to different NAFs, e.g., in home network and visited networks. The NAF e.g. in visited network indicates only the requested application, but it is unaware of the grouping in home network of the subscriber.

****** Next change ******

4.2.4
UE

The required functionalities from the UE are:

-
the support of HTTP Digest AKA protocol;
-    the support of TLS; 

-
the capability to verify the TLS tunnel endpoint (see annex X);
-
the capability to use both a USIM and an ISIM in bootstrapping;

-
the capability to select either a USIM or an ISIM to be used in bootstrapping, when both of them are present;

-
the capability for a Ua application on the ME to indicate to the GBA Function on the ME the type or the name of UICC application to use in bootstrapping (see clause 4.4.8);

-
the capability to derive new key material to be used with the protocol over Ua interface from CK and IK;

-
support of NAF-specific application protocol (For an example see TS 33.221 [5]).

A GBA-aware ME shall support both GBA_U, as specified in clause 5.2.1 and GBA_ME procedures, as specified in clause 4.5.

****** Next change ******

4.5.2
Bootstrapping procedures

When a UE wants to interact with a NAF, and it knows that the bootstrapping procedure is needed, it shall first perform a bootstrapping authentication (see figure 4.3). Otherwise, the UE shall perform a bootstrapping authentication only when it has received bootstrapping initiation required message or a bootstrapping negotiation indication from the NAF, or when the lifetime of the key in UE has expired (cf. subclause 4.5.3).

NOTE 1:
The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the HTTP digest AKA protocol in RFC 3310 [4] are repeated in figure 3 for the convenience of the reader. In case of any potential conflict, the specifications in TS 33.102 [2] and RFC 3310 [4] take precedence.
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Figure 4.3: The bootstrapping procedure

1.
The UE sets up a confidentiality-protected TLS tunnel with the BSF. The UE shall check that the "realm" attribute contains the same FQDN of the BSF that was present in the certificate offered by the BSF. All further communication between ME and BSF is sent through this TLS tunnel. 

NOTE 2:
To avoid unnecessary computations (and possible user interaction), the UE need not verify the CA signature in the certificate, as it can simply accept the certificate. This is due to the CA certificate verification is replaced by the s_token.

2.
The UE sends an HTTP request towards the BSF.

3.
BSF retrieves the complete set of GBA user security settings and one Authentication Vector (AV, AV = RAND||AUTN||XRES||CK||IK) over the reference point Zh from the HSS.


The BSF calculates the server token (s_token) over the BSF’s server certificate using the Token-key as specified in clause Annex X.5.

If the BSF implements the timestamp option and has a local copy of the GUSS for the subscriber that has been fetched from the HSS during a previous bootstrapping procedure, and this GUSS includes a timestamp, the BSF may include the GUSS timestamp in the request message. Upon receiving that timestamp, if the HSS implements the timestamp option, the HSS may compare it with the timestamp of the GUSS stored in the HSS. In this case, if and only if the HSS has done the comparison and the timestamps are equal, then the HSS shall send "GUSS TIMESTAMP EQUAL" indication to the BSF. In any other case, the HSS shall send the GUSS (if available) to the BSF. If the BSF receives "GUSS TIMESTAMP EQUAL" indication, it shall keep the local copy of the GUSS. In any other case, the BSF shall delete the local copy of the GUSS, and store the received GUSS (if sent). 

NOTE 3:
In a multiple HSS environment, the BSF may have to obtain the address of the HSS where the subscription of the user is stored by querying the SLF, prior to step 3.

4.
Then BSF forwards the RAND, AUTN and s_token to the UE in the 401 message (without the CK, IK and XRES). This is to demand the UE to authenticate itself.

5.
The UE checks AUTN to verify that the challenge is from an authorised network; the UE also calculates CK, IK and RES. This will result in session keys IK and CK in both BSF and UE. The UE calculates the Token-key and validates the s_token using the Token-key. If the validation of s_token fails, the procedure is aborted and the TLS tunnel is released. The UE then calculates the c_token as specified in clause X.5.
6.
The UE sends another HTTP request, containing the Digest AKA response (calculated using RES) and the c_token, to the BSF.

7.
The BSF authenticates the UE by verifying the Digest AKA response. Then the BSF validates the c_token using the Token-key. If the validation of c_token fails, the procedure is aborted and the TLS tunnel is released.
8.
The BSF generates key material Ks by concatenating CK and IK. The B-TID value shall be also generated in format of NAI by taking the base64 encoded [12] RAND value from step 4, and the BSF server name, i.e. base64encode(RAND)@BSF_servers_domain_name.

9.
The BSF shall send a 200 OK message, including a B-TID, to the UE to indicate the success of the authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks. The key material Ks is generated in UE by concatenating CK and IK.

10.
Both the UE and the BSF shall use the Ks to derive the key material Ks_NAF during the procedures as specified in clause 4.5.3. Ks_NAF shall be used for securing the reference point Ua.


Ks_NAF is computed as Ks_NAF = KDF (Ks, "gba-me", RAND, IMPI, NAF_Id), where KDF is the key derivation function as specified in Annex B, and the key derivation parameters consist of the user's IMPI, the NAF_Id and RAND. The NAF_Id consists of the full DNS name of the NAF, concatenated with the Ua security protocol identifier as specified in Annex H. KDF shall be implemented in the ME.

NOTE 4:
To allow consistent key derivation based on NAF name in UE and BSF, at least one of the three following prerequisites shall be fulfilled:

(1)
The NAF is known in DNS under one domain name (FQDN) only, i.e. no two different domain names point to the IP address of the NAF. This has to be achieved by administrative means.
This prerequisite is not specific to 3GPP, as it is necessary also under other circumstances, e.g. for TLS V1.0 without use of wildcard or multiple-name certificates.

(2)
Each DNS entry of the NAF points to a different IP address. The NAF responds to all these IP addresses. Each IP address is tied to the corresponding FQDN by NAF configuration. The NAF can see from the IP address, which FQDN to use for key derivation.

(3)
Ua uses a protocol which transfers the host name (FQDN of NAF as used by UE) to NAF (e.g. HTTP/1.1 with mandatory Host request header field). This requires the NAF to check the validity of the host name, to use this name in all communication with UE where appropriate, and to transfer this name to BSF to allow for correct derivation of Ks_NAF.
In case of a TLS tunnel this requires either multiple-identities certificates or the deployment of RFC 3546 [9] or other protocol means with similar purpose.


The UE and the BSF shall store the key Ks with the associated B-TID for further use, until the lifetime of Ks has expired, or until the key Ks is updated.

****** Next change ******

5.3.2
Bootstrapping procedure

The procedure specified in this clause differs from the procedure specified clause 4.5.2 in the local handling of keys and Authentication Vectors in the UE and the BSF. The messages exchanged over the Ub reference point are identical for both procedures.

When a UE wants to interact with a NAF, and it knows that the bootstrapping procedure is needed, it shall first perform a bootstrapping authentication (see figure 5.1). Otherwise, the UE shall perform a bootstrapping authentication only when it has received bootstrapping initiation required message or a bootstrapping renegotiation indication from the NAF, or when the lifetime of the key in UE has expired (see clause 5.3.3).

NOTE 1:
The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the HTTP digest AKA protocol in RFC 3310 [4] are repeated in figure 5.1 for the convenience of the reader. In case of any potential conflict, the specifications in TS 33.102 [2] and RFC 3310 [4] take precedence.
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Figure 5.1: The bootstrapping procedure with UICC-based enhancements

1.
The UE sets up a confidentiality-protected TLS tunnel with the BSF. The UE shall check that the "realm" attribute contains the same FQDN of the BSF that was present in the certificate offered by the BSF. All further communication between ME and BSF is sent through this TLS tunnel. 

NOTE 2:
To avoid unnecessary computations (and possible user interaction), the UE need not verify the CA signature in the certificate, as it can simply accept the certificate. This is due to the CA certificate verification is replaced by the s_token.

2.
The ME sends an HTTP request towards the BSF.

3.
The BSF retrieves the complete set of GBA user security settings and one Authentication Vector 
(AV, AV = RAND||AUTN||XRES||CK||IK) over the Zh reference point from the HSS. 


The BSF calculates the server token (s_token) over the BSF’s server certificate using the Token-key as specified in clause Annex X.5.

If the BSF implements the timestamp option and has a local copy of the GUSS for the subscriber that has been fetched from the HSS during a previous bootstrapping procedure, and this GUSS includes a timestamp, the BSF may include the GUSS timestamp in the request message. Upon receiving that timestamp, if the HSS implements the timestamp option, the HSS may compare it with the timestamp of the GUSS stored in the HSS. In this case, if and only if the HSS has done the comparison and the timestamps are equal, then the HSS shall send "GUSS TIMESTAMP EQUAL" indication to the BSF. In any other case, the HSS shall send the GUSS (if available) to the BSF. If the BSF receives "GUSS TIMESTAMP EQUAL" indication, it shall keep the local copy of the GUSS. In any other case, the BSF shall delete the local copy of the GUSS, and store the received GUSS (if sent).


The BSF can then decide to perform GBA_U, based on the user security settings (USSs). In this case, the BSF proceeds in the following way:

-
BSF computes MAC* = MACÅ Trunc(SHA-1(IK))

NOTE 3:
Trunc denotes that from the 160 bit output of SHA‑1 [21], the 64 bits numbered as [0] to [63] are used within the * operation to MAC.

The BSF stores the XRES after flipping the least significant bit.

NOTE 4:
In a multiple HSS environment, the BSF may have to obtain the address of the HSS where the subscription of the user is stored by querying the SLF, prior to step 3.

4.
Then BSF forwards the RAND, AUTN* and s_token (where AUTN* = SQN ( AK || AMF || MAC*) to the UE in the 401 message (without the CK, IK and XRES). This is to demand the UE to authenticate itself.

5.
The ME sends RAND and AUTN* to the UICC. The UICCcalculates IK and MAC (by performing MAC= MAC* ( Trunc(SHA-1(IK))). Then the UICC checks AUTN(i.e. SQN ( AK || AMF || MAC) to verify that the challenge is from an authorised network; the UICC also calculates CK and RES. This will result in session keys CK and IK in both BSF and UICC. The UICC then transfers RES (after flipping the least significant bit) to the ME and stores Ks, which is the concatenation of CK and IK, on the UICC. The UE calculates the Token-key and validates the s_token using the Token-key. If the validation of s_token fails, the procedure is aborted and the TLS tunnel is released. The UE then calculates the c_token as specified in clause X.5.
6.
The ME sends another HTTP request, containing the Digest AKA response (calculated using RES) and the c_token, to the BSF.

7.
The BSF authenticates the UE by verifying the Digest AKA response. Then the BSF validates the c_token using the Token-key. If the validation of c_token fails, the procedure is aborted and the TLS tunnel is released.
8.
The BSF generates the key Ks by concatenating CK and IK. The B-TID value shall be also generated in format of NAI by taking the base64 encoded [12] RAND value from step 4, and the BSF server name, i.e. base64encode(RAND)@BSF_servers_domain_name.

9.
The BSF shall send a 200 OK message, including the B-TID, to the UE to indicate the success of the authentication. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key Ks.

10.
Both the UICC and the BSF shall use the Ks to derive NAF-specific keys Ks_ext_NAF and Ks_int_NAF during the procedures as specified in clause 5.3.3, if applicable. Ks_ext_NAF and Ks_int_NAF are used for securing the Ua reference point.


Ks_ext_NAF is computed in the UICC as Ks_ext_NAF = KDF(Ks, "gba-me", RAND, IMPI, NAF_Id), and Ks_int_NAF is computed in the UICC as Ks_int_NAF = KDF(Ks, "gba-u, RAND, IMPI, NAF_Id), where KDF is the key derivation function as specified in Annex B, and the key derivation parameters include the user's IMPI, the NAF_Id and RAND. The NAF_Id consists of the full DNS name of the NAF, concatenated with the Ua security protocol identifier as specified in Annex H. The key derivation parameters used for Ks_ext_NAF derivation must be different from those used for Ks_int_NAF derivation. This is done by adding a static string "gba-me" in Ks_ext_NAF and "gba-u" in Ks_int_NAF as an input parameter to the key derivation function.

NOTE 5:
The NOTE 3 of clause 4.5.2 also applies here.


The UICC and the BSF store the key Ks with the associated B-TID for further use, until the lifetime of Ks has expired, or until the key Ks is updated.

****** Next change ******

Annex X (normative):
TLS Profile for 3G GBA 

The UE and the BSF shall support the TLS version as specified in RFC 2246 [6] and WAP‑219‑TLS [30] or higher. Earlier versions are not allowed.

X.1
Protection mechanisms
The UE shall use the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA or the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA. 

The BSF shall support the CipherSuite TLS_RSA_ WITH_3DES_EDE_CBC_SHA and the CipherSuite TLS_RSA_WITH_AES_128_CBC_SHA. 

X.2
Authentication of the BSF

The BSF is authenticated by the Client as specified in WAP-219-TLS [30], which in turn is based on RFC 2246 [6].

The BSF certificate profile shall be based on WAP Certificate and CRL Profile as defined in WAP 211 WAPCert [31].

X.3
Authentication of the UE

The BSF shall not request a certificate in a Server Hello Message from the UE. The BSF shall authenticate the UE as specified in clauses 4.5.2 and 5.3.2 of this specification.

X.4
Set-up of Security parameters

The TLS Handshake Protocol negotiates a session, which is identified by a Session ID. The Client and the BSF shall allow for resuming a session. The lifetime of a Session ID is subject to local policies of the UE and the BSF. A recommended lifetime is five minutes. The maximum lifetime specified in [6] is 24 hours.
NOTE: 
If the BSF adheres to the recommended lifetime the UE can be certain to be able to resume the TLS session in case of bootstrapping re-negotiation.

X.5
Verification of TLS tunnel endpoints

In order for the UE to be able to trust the server side certificate, the BSF shall calculate an authorization token (s_token) over the BSF’s server certificate and send this to the UE. The UE shall verify the s_token and thus the UE is able to trust the server side certificate and the corresponding TLS tunnel. The UE in turn shall calculate an authorization verification token (c_token) and send this to the BSF. By sending the c_token the UE acknowledges that it received and accepted the s_token. The BSF shall verify the TLS tunnel endpoint of the UE by using the client token (c_token).

NOTE 1:
The P-CSCF’s server certificate does not need to be part of any particular PKI for the user to trust it and it can be a self-signed certificate, if the mechanism described in this clause is used. The only requirement on the certificates is that they are formed according to the general format and that the public key of the server is included properly. The UE will not need to verify the CA signature (as this verification is replaced by the s_token).

NOTE 2:
The management of Root Certificates is out of scope of this Technical Specification. It should be noted that if self-signed certificates are used, Root Certificates are not needed.

The s_token shall consist of a MAC value that is calculated over the BSF’s server certificate using HMAC-SHA1-96 [RFC2404] as algorithm and Token-key as the key. The Token-key is specified as follows: 

Token-key = KDF (IK, "3gpp-gba-token"), truncated to 128 bits. KDF is the key derivation function specified in Annex B of TS 33.220.

The c_token shall consist of a MAC value that is calculated over the s_token using HMAC-SHA1-96 [RFC2404] as algorithm and Token-key as the key. 

The s_token is included as a parameter in the WWW-Authenticate header of 401 Unauthorized message. The c_token is included as a parameter in the Authorization header of the authenticated request message.

When a new bootstrapping procedure is run, the tokens shall be re-calculated and verified using the new key Token-key. The UE continues to use the same TLS session after it has run bootdtrapping re-negotiation with the BSF.
�PAGE \# "'Page: '#'�'"  �� � HYPERLINK "http://www.3gpp.org/ftp/Information/DocNum_FTP_structure_V3.zip" ��Document numbers� are allocated by the Working Group Secretary.  


�PAGE \# "'Page: '#'�'"  �� Enter the specification number in this box. For example, 04.08 or 31.102. Do not prefix the number with anything . i.e. do not use "TS", "GSM" or "3GPP" etc.


�PAGE \# "'Page: '#'�'"  �� Enter the CR number here. This number is allocated by the 3GPP support team.  It consists of at least three digits, padded with leading zeros if necessary.


�PAGE \# "'Page: '#'�'"  �� Enter the revision number of the CR here. If it is the first version, use a "-".


�PAGE \# "'Page: '#'�'"  �� Enter the version of the specification here. This number is the version of the specification to which the CR will be applied if it is approved. Make sure that the latest version of the specification (of the relevant release) is used when creating the CR. If unsure what the latest version is, go to � HYPERLINK "http://www.3gpp.org/3G_Specs/3G_Specs.htm" ��� � HYPERLINK "http://www.3gpp.org/specs/specs.htm" ��http://www.3gpp.org/specs/specs.htm�.


�PAGE \# "'Page: '#'�'"  �� For help on how to fill out a field, place the mouse pointer over the special symbol closest to the field in question.


�PAGE \# "'Page: '#'�'"  �� Mark one or more of the boxes with an X.


�PAGE \# "'Page: '#'�'"  �� SIM / USIM / ISIM applications.


�PAGE \# "'Page: '#'�'"  �� Enter a concise description of the subject matter of the CR. It should be no longer than one line.  Do not use redundant information such as "Change Request number xxx to 3GPP TS xx.xxx".


�PAGE \# "'Page: '#'�'"  �� Enter the source of the CR. This is either (a) one or several companies or, (b) if a (sub)working group has already reviewed and agreed the CR, then list the group as the source.


�PAGE \# "'Page: '#'�'"  �� Enter the acronym for the work item which is applicable to the change. This field is mandatory for category F, B & C CRs for release 4 and later. A list of work item acronyms can be found in the 3GPP work plan. See � HYPERLINK "http://www.3gpp.org/ftp/information/work_plan/" ��http://www.3gpp.org/ftp/information/work_plan/� .�The list is also included in a MS Excel file included in the zip file containing the CR cover sheet template.


�PAGE \# "'Page: '#'�'"  �� Enter the date on which the CR was last revised.  Format to be interpretable by English version of MS Windows ® applications, e.g. 19/02/2002.


�PAGE \# "'Page: '#'�'"  �� Enter a single letter corresponding to the most appropriate category listed below. For more detailed help on interpreting these categories, see the Technical Report � HYPERLINK "http://www.3gpp.org/ftp/Specs/archive/21_series/21.900/" ��21.900� "TSG working methods".


�PAGE \# "'Page: '#'�'"  �� Enter a single release code from the list below.


�PAGE \# "'Page: '#'�'"  �� Enter text which explains why the change is necessary.


�PAGE \# "'Page: '#'�'"  �� Enter text which describes the most important components of the change. i.e. How the change is made.


�PAGE \# "'Page: '#'�'"  �� Enter here the consequences if this CR was to be rejected. It is necessary to complete this section only if the CR is of category "F" (i.e. correction).


�PAGE \# "'Page: '#'�'"  �� Enter the number of each clause which contains changes.


�PAGE \# "'Page: '#'�'"  �� Tick "yes" box if any other specifications are affected by this change.  Else tick "no".  You MUST fill in one or the other.


�PAGE \# "'Page: '#'�'"  �� List here the specifications which are affected or the CRs which are linked.


�PAGE \# "'Page: '#'�'"  �� Enter any other information which may be needed by the group being requested to approve the CR. This could include special conditions for it's approval which are not listed anywhere else above.





CR page 12

_1164111103.doc
		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		









Ks=CK||IK shall not leave the UICC







7. Ks=CK||IK







B-TID, Key lifetime







3. 401 Unauthorized



WWW -Authenticate:



Digest (RAND, AUTN* delivered)















9.







1. Request (user identity)







correct.







5. Request 







 







 







given Digest, if it is 







6. Server checks the 







 







Digest (RES is used)







Authorization: 







 







keys and RES







AUTN*, and derives session 







algorithms, verifies 







4 UE runs AKA 







 







 







and user profile.







BSF retrieves AV 







 







2. Zh interface: 







 







BSF







 







HSS







 







UE







 







 







. 200 OK







8







 












_1192280749.doc
		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		









Digest (RES is used), c_token







1. Establish TLS tunnel







10







 







3. Zh interface: 







 







 







2. Request (user identity)







. 200 OK



B-TID, Key lifetime







9







Ks=CK||IK







 







.







8. Ks=CK||IK







correct.







6. Request 







4. 401 Unauthorized



WWW -Authenticate:



Digest (RAND, AUTN delivered), s_token















 







 







given RES, if it is 







7. Server checks the 







 







Authorization: 







 







keys derives RES







AUTN, and session 







algorithms, verifies 







5 Client runs AKA 







and user profile.







BSF retrieves AV 







 







BSF







 







HSS







 







UE







 












_1192280748.doc
		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		









Digest (RES is used), c_token







10.







1. Establish TLS tunnel







 







and user profile.







BSF retrieves AV 







 







3. Zh interface: 







 







 







. 200 OK







9







Ks=CK||IK shall not leave the UICC







8. Ks=CK||IK







B-TID, Key lifetime







4. 401 Unauthorized



WWW -Authenticate:



Digest (RAND, AUTN* delivered), s_token















2. Request (user identity)







correct.







6. Request 







 







 







given Digest, if it is 







7. Server checks the 







Authorization: 







 







keys and RES







AUTN*, and derives session 







algorithms, verifies 







5 UE runs AKA 







 







 







BSF







 







HSS







 







UE







 












_1161761591.doc
		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		









. 200 OK



B-TID, Key lifetime







8







Ks=CK||IK







 







.







9







1. Request (user identity)







7. Ks=CK||IK







correct.







5. Request 







3. 401 Unauthorized



WWW -Authenticate:



Digest (RAND, AUTN delivered)















 







 







given RES, if it is 







6. Server checks the 







 







Digest (RES is used)







Authorization: 







 







keys derives RES







AUTN, and session 







algorithms, verifies 







4 Client runs AKA 







 







 







and user profile.







BSF retrieves AV 







 







2. Zh interface: 







 







BSF







 







HSS







 







UE







 












