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1. Introduction

This contribution gives a comparison of the two proposals – TLS based access security and IPsec based access security with UDP encapsulation - for IMS signalling protection solution. The comparison is based on the arguments presented in the earlier contributions in SA3 and are categorized in order to help in the decision making in SA3. Since from security point of view there is no significant difference between the two solutions, SA3 needs to make the decision based on the other aspects. In this contribution we concentrate on the arguments that should affect the decision. 

2. Comparison
	Aspect
	TLS based access security
	IPsec based access security 

	Availability
	· Regular TLS is already available in many SIP client implementations. This makes the deployment of TLS cheap and quick. Furthermore, 3GPP Release 6 UE already supports TLS.
· Mature and widely deployed mechanism. It should be noted that PSK TLS is not a completely new protocol either, but more an extension of the normal TLS.

· PSK-TLS has been submitted for inclusion in OpenSSL implementation, and it is now under testing phase.
· PSK-TLS is already supported in 3GPP Release 6 and now in IETF editor’s queue.
	· The IPsec implementation is IMS specific, which slows down adoption of solution in some of the terminal types used in broadband environment.
· Only few IPsec implementations existing that support UDP encapsulation.

	Interoperability
	· 3GPP Release 6 UE already supports TLS. 
· TLS interoperates easily with all existing PC applications, and does not require changes to the operating system 

	· UDP Encapsulation is a new technique, and the first implementations are just starting to emerge. Some problems have been spotted on this technique. One example of the problems is the poor interoperability in the situations where NAT device between two UDP encapsulation capable devices suddenly reboots. Current specification (RFC3948) does not give enough details on how this kind of situation should be handled. As a consequence, it is possible that UDP encapsulation capable devices from vendor A do not work with the devices from vendor B. This also shows that UDP encapsulation is not yet mature.

	Complexity
	· Alignment with IETF SIP standard.
· TLS is easy to integrate to application layer. Software development will be easier and faster.
	· A potential problem is the co-existence of other application utilizing the IPsec engine (such as Virtual Private Network (VPN) applications or other applications).
· According to RFC3947 (Negotiation of NAT-Traversal in the IKE) and RFC3948 (UDP encapsulation of IPsec ESP packets), UDP encapsulated packets for ESP and IKE must use the same well know port 4500. They are distinguished by a payload starting with either four zero octets (IKE) or a different value (the ESP SPI). Thus, in standard scenarios, an IKE NAT-T capable daemon listens on port 4500 and demultiplexes IKE and ESP traffic. In this configuration there may be implications for the implementation in case IKE is also used on the same network interface of a P-CSCF, since the standard assumes the same port number for UDP encapsulated IKE and ESP traffic.

	Other
	· Cannot be used with UDP. However, by using Datagram TLS a signalling message transported with UDP may also be protected
· No issues when multiple clients used behind a NAT.
	· RFC3948 states, that protocol assumes usage of IKEv1 or IKEv2
· The P-CSCF shall not accept registration attempts from UEs with the same address and protected server port in order to avoid ambiguities. Such situations may occur in case of multiple UEs behind the same NAT, which are assigned the same public IP address by the NAT.


3. Conclusion
We propose that the comparison above is used as a basis for decision-making on IMS signaling protection solution for NAT/FW traversal.
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