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***BEGIN CHANGE***

1
Scope

The present document gives a guideline on the interworking of the Generic Authentication Architecture (GAA) and the Liberty Alliance architecture. The document studies the details of possible interworking methods between the Liberty Alliance Identity Federation Framework (ID-FF), the Identity Web Services Framework (ID-WSF) and the Generic Bootstrapping Architecture (GBA). This document only applies if Liberty Alliance and GBA_ME are used in combination.

***BEGIN NEXT CHANGE***

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

BSF
Bootstrapping Server Function

B-TID
Bootstrapping Transaction Identifier

DS 
Discovery Service

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture
GSID
GAA Service Indentifier
HSS
Home Subscriber Server

ID-FF
Identity Federation Framework

IdP
Identity Provider

ID-WSF
Identity Web Services Framework

LECP
Liberty-Enabled Client or Proxy

LUAD
Liberty-Enabled User Agent or Device

NAF
Network Application Function

SAML
Security Assertion Markup Language

SP 
Service Provider

SSO
Single Sign-On

UE
User Equipment

UID
User Identifier

USS
User Security Setting

WSC
Web Service Consumer

WSP
Web Service Provider

***BEGIN NEXT CHANGE***

4.2
Architectural Description – Use of GBA within ID-FF / ID-WSF

This section describes the GAA and ID-FF / ID-WSF architecture. The GAA system consists of UE, BSF, NAF, and HSS (and D-Proxy dependent on configuration) as described in TS 33.220 [1]. 

In the Liberty Alliance are the following system entities: Principal (shown as UE in the figures), IdP, DS, SP, WSC, and WSP. Typical Liberty Alliance network models are shown for ID-FF in Figure 4.2.-1 and for ID-WSF in 4.2.-2.
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Figure 4.2-1: Liberty Alliance network model for ID-FF

For easy integration in current web deployment, some variants of ID-FF do not use the SOAP-based connection between IdP and SP (as shown e.g. in figure 4.2-1), but rely solely on HTTP-based connections originating in UE.
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Figure 4.2-2: Liberty Alliance network model for ID-WSF

The Liberty specific interfaces are secured using methods described in [14]. For a mobile network operator deploying 3GPP GBA system and the Liberty ID-FF, there are two alternative architectures possible. The IdP might be collocated with the NAF or with the BSF. The reference points between the UE and the SP, respectivley the UE and the IdP might also be SOAP based. 
***BEGIN NEXT CHANGE***
4.3.1
Federation Concept in GBA

The Liberty Alliance has the concept of federating Principal identities together. This act of establishing a relationship between two entities requires a mapping. To map the GBA credential information and the Liberty Alliance information the NAF/IdP must maintain a table. In the case of non-anonymous access the IdP/NAF has two options how to label the user table:

-
IMPI. Then the BSF must be configured always to send the IMPI to this NAF/IdP upon receiving the B-TID. The IMPI is used as a persistent user identifier.

-
UID. The UID may be the IMPU. Then the NAF must insert the GSID into the request over the Zn reference point [5] to request the USS and then extract the UID from the USS. The UID is used as a persistent user identifier.

The IMPI or UID will be used as a permanent user identifier for the table. The table stores also the user’s B-TID, key lifetime data, key generation time and the corresponding service related opaque handles (service specific user identifiers). The service specific user identifiers should be different for each service to ensure the user’s privacy. This table might also contain the NAF specific key material, USS and further service provider related data. The table should logically separate temporary GBA related data i.e. B-TID, key, expiry time, bootstrapping time from the IdP related data and persistent data e.g. SP related data, SP name, user identifier for this SP, opaque handle, USS etc. The temporary GBA data shall be deleted on key expiry or Liberty session expiry. The IdP related data, and the persistent user identifier are persistent. The USS may be deleted upon defederation.

If the user is allowed to use the service anonymously, then the user is an authorized GBA participant. In this case, the B-TID is used as a temporary user identifier for the table. The federation then lasts as long as the Liberty session and the maximal length of the federation is the key lifetime. Since the whole table is of temporary nature the GBA related data in the table will be deleted, if the B-TID expires or the session is terminated. If the federation is terminated and the B-TID is still valid, then only the opaque handle and service provider related information should be deleted. In this anonymous user case, the whole table is of temporary nature. The table consists of two logically separate data blocks: Liberty service provider related data and GBA related data. For the anonymous access case, the Liberty service provider data will be deleted upon termination of federation and the GBA related data upon session termination.

NAF/IdP can manage defederation (terminate the federation) by deleting the opaque handles and service provider related information out of the table. This may apply to single SPs or to all federations. The NAF could still use then the B-TID in GBA-based applications. The UE informs the NAF/IdP about the defederation using [12]. The NAF/IdP may also trigger the defederation, e.g. in case the service agreement with the SP ends or the user’s subscription ends. In case of subscription end, the whole table should be deleted. The notification of the NAF/IdP of the termination of the subscription is out of the scope of this specification.

If the B-TID expires and the user want to use a GBA-based service then the NAF/IdP may, depending on the NAF policy, trigger a new bootstrapping run and update the B-TID or may delete the B-TID, related key material and key information.
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