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1. Introduction

At the last 3GPP SA3 meeting (#40), we proposed a method to improve efficiency in setting up UE-initiated tunnels. The contribution received comment that, if the network does not supports the tunnel authentication optimization, then the UE may have to exchange more number of messages than the full authentication procedure. It was clarified that the AAA server can intimate the support of tunnel authentication optimization to the UE during the initial authentication procedure. It was determined by SA3 to revise the CR with the above clarification and to propose in this meeting. In this discussion paper we also like to summarize the purpose and analysis of the tunnel optimization procedure.
2. Tunnel authentication optimization procedure
The basic idea is that during the subsequent tunnel establishment procedures or after the WLAN access authentication procedure, i.e., after an initial authentication procedure via EAP-SIM or EAP-AKA, the UE and AAA server can generate a key using a valid EMSK as a pre-shared secret, which can be used for IKEv2 during tunnel establishment authentication without performing EAP authentication for the second time. The AAA server shall intimate the support of tunnel optimization procedure to the UE during the previous authentication procedure, if the network supports tunnel optimization procedure. We suggested to include the proposed method to TS 33.234 as an option for Release 7. 

3. Purpose of the Optimizations

The purpose of the optimization is to reduce the number of authentication message exchanges and also to reduce the time taken for the tunnel establishment procedure without compromising the security level. During the normal Full or Fast authentication procedure, the number of message exchanged is  at least 14 or more. With the tunnel optimization procedure we eliminate the complete EAP authentication procedure at the tunnel establishment phase, thereby reducing at least five messages. 
Considering the time taken for the tunnel setup, the impact is even greater due to SIM interactions during the EAP procedure.  The WLAN UE needs to interact with SIM to send RAND values and to get the SRES values. SIM interaction is done through several standard or proprietary methods.  Since the proprietary mechanism is out of scope of the specification, this paper will concentrate on the standard mechanism, especially AT+ command.  The AT+ command takes most of the process time (in the order of seconds), so if the EAP is to be performed during tunnel setup, it may take several seconds.  With the proposed tunnel optimization procedure,  EAP, is not needed, this reduces great amount of time for establishing the tunnel, which may now only take tens or hundreds of milliseconds, depending on the network conditions.

Potentially no public key cryptographic computation for UE to authenticate PDG. That is the tunnel session key generated using a valid EMSK is used as a pre-shared secret by the UE and the PDG for IKEv2 mutual authentication.
4. Intimation of Tunnel authentication optimization procedure
After initial SC2 or direct SC3 authentication, the UE will initiate the tunnel optimization procedure for the subsequent tunnel establishment. If the network supports, then the authentication procedure will be successful and the UE will continue using the tunnel optimization procedure for subsequent tunnel establishment procedures. If the network does not support the tunnel optimization procedure, then the error code from AAA will intimate tunnel optimization procedure as unsupported. Then the UE will initiate the normal authentication  procedure.  If the policy of the network changes and the network starts supporting the tunnel authentication optimization after some time, then the same shall be intimated by the AAA server to the UE, during the next tunnel authentication procedure. This intimation procedure can be done using IKE and Diameter VSA.
5. Analysis of Tunnel Optimization Procedure
With the existing WLAN client in market, running GSM algorithm through AT-commands on the GPRS-cards takes pretty consistently about 2sec.  This is true for many WLAN clients that support EAP-SIM, including Option Globetrotter Fusion/Combo, Novatel UMTS and Sony-Ericsson GC79.  This does not include the interaction with the network, and only considers the pure SIM interaction time.  This means that, if the EAP-SIM is to be performed during tunnel setup, at least 2 seconds is needed before establishing the tunnel.
On the other hand, if the EAP-SIM is not needed, only the standard IKEv2 message exchanges will be performed, which means there is no need to run GSM algorithm.   According to our analysis under the lab environment, the whole process took around 15 msec to 50msec for tunnel establishment (without performing EAP-SIM authentication and by using pre-shared secret).  
If we compare the time taken to set up the tunnel in the above mentioned two cases, it is apparent that the optimized tunnel setup gives a lot of advantage to the users and operators.  This difference directly impacts the session establishment time and user experience.  This will become more critical when the service continuity is needed between GPRS/UMTS and WLAN to provide good user experience at handoff.   To provide the seamless service continuity and also to reduce the session establishment time, it is important to minimize the bearer setup time.  This can be achieved by supporting optimized tunnel setup.
6. Conclusions

We propose a method for the UE to the PDG tunnel establishment to improve efficiency and reduce tunnel setup time, thereby improving the user experience. It has the following salient features: 

· Only two message pair exchanges between UE and PDG to complete IKEv2, eliminating EAP-SIM/EAP-AKA process and round trips. 

· Potentially no public key cryptographic computation for UE to authenticate PDG. 

· No change to HSS function.

· No change to SIM function. 

· No change to AP function. 

· Fully compliant with IKEv2.

· No change to EAP-AKA or EAP-SIM messages
· No SIM interaction needed during the tunnel setup, reducing the setup time
· Interoperable with the methods specified in the TS 33.234.

Efficiency is crucial for WLAN interworking.  The solution can also be used for scenario 4 and scenario 5 where performance and seamless connectivity are central issues to address. If we hope scenario 3 is implemented, then we should adopt the proposed method as an option in release 7. 
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