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**** FIRST CHANGE ****

6.3
Assets

User data: user payload (CS or PS) in the AN.

Security context data: 

· the subscriber key, K/Ki,

· replay counter, key sequence number (where applicable),

· SA data (Kc, CK, IK, etc),

· user identity, IMSI/TMSI,

Control signalling: signalling in the AN/CN: 

· radio resource management (including cipher mode command, etc)

· mobility/hand-off signalling (including AKA procedure, triplet/quintuplet transport etc),

· call set-up signalling


Security signalling: higher layer signalling, directly related to security context: 

· IPsec tunnel establishment for integrated WLAN or other interworking access,

· GAA/GBA related signalling


**** NEXT CHANGE ****
8.4.2
Other potential vulnerabilities

A potential threat scenario is discussed in [11]. A simplified description follows. The attacker records the RAND used when an MS authenticates to the network, and then makes a call to the MS. During this call the attacker records the encrypted traffic going to the targeted MS. At this point the attacker knows both the plaintext and the ciphertext corresponding to the Kc the targeted MS derived for the particular RAND. Hence, the attacker can deduce the keystream the MS used during the call. Next, the attacker sets up a MITM between a network and the targeted MS, using the recorded RAND as challenge to the MS. The MS will derive the same Kc and will thus use the same keystream again. The attacker will now be able to inject arbitrary traffic to the MS and listen to any traffic to/from the MS.

As stated in [11], this attack can be mitigated by requiring network authentication.

**** NEXT CHANGE ****
9.1.1.1
Threats to confidentiality/privacy

Threat: sensitive user conversation/packet data is revealed.

Attack(s):

· The ME is fooled to re-use a previously compromised key.

· The ME is/will be fooled to re-use the same key with an insecure algorithm (see Section 9.1.5). 

· The key is disclosed by other means (see Section 9.1.5.1).

· The ME uses a stream cipher and re-uses a non-compromised key (and other data) that was earlier used to protect data known to the attacker (see, e.g., Section 8.4.2).

· The ME uses a stream cipher and later re-uses the same (non-compromised) key (and other data) to protect data known to the attacker.

· The ME is fooled into switching off ciphering (see Section 9.1.4.2).

Seriousness: 5  (A5/2 compromise made headlines, it will happen again if e.g. A5/1 is broken.)  

Probability: 1 (UMTS security context) / 3 (GSM security context)

UP1: (Potential) vulnerability: A5/1 is theoretically broken, attacks close to being "practical", improvements cannot be excluded.

**** NEXT CHANGE ****
9.1.5.1
Threats to confidentiality/subscriber privacy

Threat: Ki/K is disclosed:

Attack(s):

· Ki/K is disclosed by passive cryptanalysis of the AKA algorithm.

· Ki/K is disclosed by active cryptanalysis of the AKA algorithm.

· Ki/K is disclosed by injection (see threats to integrity/authenticity).

· Ki/K is leaked from manufacturer.

· Ki/K is leaked when installed in AuC.

Seriousness: 5 (If Ki/K is leaked there is nothing to bootstrap the security on).

Probability: 2 (The most probable attacks are that an insider is bribed by organized crime. Weak AKA algorithms, e.g., COMP128-1 are possible to cryptanalyze, and there are newer side-channel attacks, but these are all out of scope by the assumptions).

 SD1:  (Potential) vulnerability: unreliable insiders.

Threat: a session key (Kc, IK and CK) is disclosed.

Attack(s): 

· A particular session key is disclosed by cryptanalysis of the encryption/integrity algorithm using it.

· A particular session key is disclosed by cryptanalysis of the AKA, A8, f3 or f4 algorithms.

· All Session keys are disclosed by successfully attacking Ki/K (see above threat).

· A known value is "injected"/replayed in the protocol (see threats to integrity).

· The key is disclosed by cryptanalysis of a hand-over key conversion function.

· An attacker cryptanalysis an application, where the GSM/UMTS security context is used in an application independent way.

· Key is exposed during access network transport.

· Key is disclosed by physical tampering of AG.

Seriousness: 5 (Confidentiality/integrity is lost).

Probability: 1 (UMTS security context) / 3 (GSM security context) (Same as breaking confidentiality for user payload).

SD2: (Potential) vulnerability: Weak AKA/encryption algorithms.

Threat: SQN_MS is forced out of synch.

Attack(s): Only identified attack is by manipulating AUTN (see mobility signalling).

Seriousness: 2 (Annoyance for single MEs).

Probability: 1 (There is currently no reason to believe that weak f1 implementations will be used).

SD3: (Potential) vulnerability: Weak AKA algorithms.

**** NEXT CHANGE ****
9.2.2
Risk assessment


The risks presented in Table 3 are computed as the product of the seriousness and probability for each attack described in Section 8. Some attacks are valid both for GSM and UMTS security context. Therefore both probabilities are given, separated by a slash (this of course then also holds for the risk). Attacks that are not applicable to a particular security context are marked with an ‘x’.

Table 3. Summary of attacks

	Attack
	Seriousness
	Probability

(UMTS/GSM)
	Risk

(UMTS/GSM)

	UP1:
	5
	1/3
	5/15

	UP2:
	5
	1/3
	5/15

	UP3:
	4
	1/3
	4/12

	CS1:
	4
	1/3
	4/12

	CS2:
	5
	1/2
	5/10

	CS3:
	4
	1/2
	4/8

	CS4:
	5
	1/2
	5/10

	CS5:
	3
	5/5
	15/15

	CS6:
	4
	2/2
	8/8

	MS1:
	4
	3/3
	12/12

	MS2:
	5
	1/x
	5/x

	MS3:
	3
	1/2
	3/6

	MS4:
	3
	1/x
	3/x

	MS5:
	5
	x/2
	x/10

	MS6:
	5
	x/3
	x/15

	MS7:
	5
	1/x
	5/x

	MS8:
	3
	3/3
	9/9

	MS9:
	4
	x/2
	x/8

	MS10:
	3
	1/2
	3/6

	MS11:
	3
	1/2
	3/6

	MS12:
	4
	4/4
	16/16

	RS1:
	1
	1/3
	1/3

	RS2:
	1
	1/3
	1/3

	RS3:
	5
	3/3
	15/15

	RS4:
	3
	1/3
	3/9

	RS5:
	3
	1/1
	3/3

	RS6:
	3
	1/3
	3/9

	RS7:
	3
	1/3
	3/9

	Rs8:
	5
	1/4
	5/20

	RS9:
	2
	3/3
	6/6

	RS10:
	5
	3/3
	15/15

	RS11:
	4
	3/x
	12/x

	RS12:
	3
	3/3
	9/9

	SD1:
	5
	2/2
	10/10

	SD2:
	5
	1/3
	5/15

	SD3:
	2
	1/x
	2/x

	SD4:
	5
	1/3
	5/15


The attacks with the highest risk (above 15) are listed in Table 4 for GSM and UMTS security context separately.

Table 4. Vulnerabilities (and root causes) that pose the highest risks.

	GSM Security context
	UMTS Security context

	20
	RS8: Encryption terminates in a physically unprotected area, i.e. the base station..
	20
	

	16
	MS12: No protection against NAT mapping depletion
	16
	MS12: No protection against NAT mapping depletion

	15
	UP1: A5/1 is more or less broken 

UP2: A5/1 is more or less broken

SD2: A5/1 is more or less broken
	15
	

	15
	CS5: Lack of non-repudiation of generated charging records.
	15
	CS5: Lack of non-repudiation of generated charging records.

	15
	MS6: Weak implementations of A3 are in use.
	15
	

	15
	RS3: MITM fakes capabilities of the ME. E.g., the ME and NW are tricked into using GSM security even if both are capable of UMTS security. This is possible due to lack of integrity protection on signalling in GSM.
	15
	RS3: MITM fakes capabilities of the ME. E.g., the ME and NW are tricked into using GSM security even if both are capable of UMTS security. This is possible due to lack of integrity protection on signalling in GSM.

	15
	RS10: An attacker sets up a false BSC. This could be implemented in a false base station and sends broadcasts a "barred access class".  This is possible due to lack of integrity protection on broadcast signalling.
	15
	RS10: An attacker sets up a false BSC. This could be implemented in a false base station and sends broadcasts a "barred access class". This is possible due to lack of integrity protection on broadcast signalling.

	15
	SD4: A known key is replayed. Only identified ways to achieve this is to replay a challenge as part of the mobility signalling, or use Wagner’s et.al. attack to send an "equivalent" RAND. This is due to lack of replay/integrity protection in GSM AKA.
	15
	


**** NEXT CHANGE ****
10.1.4
Protection against access unicast signalling modification. 

According to good security practices, requires a key derivation solution to create an independent encryption and authentication key. The enhancement requires to take 11.12 into account.

This is a generalization of 10.1.1, where more messages than the ciper mode command are integrity protected. Could be implemented in different flavours e.g. with a small subset of commands or a wide list.

**** NEXT CHANGE ****

10.1.7
Adding new algorithms

By this is meant development of new algorithms, A5/5, A5/6, GEA5 etc. This assumes that 10.1.5 has been implemented.
10.1.8
Disabling insecure algorithms

By this is meant disabling of, e.g., A5/1 and GEA1 from the networks.

10.1.9
Integrity protection of broadcast signalling
Integrity protection of all broadcast messages is not possible since for some there may not yet be a key in place to protect them. However, some messages could potentially be protected, but it may be required to develop a broadcast key management to support this.
10.1.10
Add integrity protection to user payload
This countermeasure consists of addition of integrity protection to the user payload between the UE and the base station.
11
Feasibility Study


This section evaluates the security enhancements identified in Section 10 from the viewpoint of their interdependencies in order to prepare for prioritization of security enhancements. The enhancements are denoted by the same numbers as in Section 10 in brackets. It is noted that these interdependencies are on a technical level and implementation cost has not been considered yet.
11.1
Protection against algorithm negotiation bidding down and disablement attacks.

This is the weakest spot in the whole GERAN ‘A/Gb’. The enhancements (3) and (5) can be circumvented if there is no solution for (1). 

· The authenticated cipher mode command
Implications: 

· Need new ME/BTS signalling and processing (generation/verification of MAC, generation of integrity key by post processing of Kcetc.), 

· 
Remaining security issues: 

· See the considerations in Section 11.12.

· To avoid bidding down in connection to handover, also certain handover signalling (i.e., change of algorithm) from the NW to the ME must be integrity protected. This will have performance impacts.

· General signalling integrity issues.

Advantages:

Possible disadvantages:

Main vulnerabilities countered: 

· 

· SD2 (partially, only attacks related to bidding down are countered.)

· 
· RS3

· 
· The special-RAND solution

Implications: 

· New processing ME and HLR/AuC. Also MSC/SGSN are affected, they need to filter out algorithms that are not allowed by the special-RAND when sending this information to the base station. 
  Remaining security issues: 

· See the considerations in Section 11.12.

· This special RAND solution can only disallow the use of particular algorithms in a particular access context, but does not provide a solution against False BS choosing the weakest of the permitted algorithms for the mobile. This is however not considered to be a problem, as long as the Home network is always informed about the capabilities of the VN and can send special-RANDs tailored to the VN capabilities. The down grade attack then consists of choosing between strong algorithms. Separate considerations apply when for unequal key-length algorithms (see (5)).

· Special RAND does not protect against the attack where a false base station can eavesdrop by forcing the TE into unciphered mode, even if the special RAND prohibits the use of A5/0 (= no encryption). This is because the false base station can simply omit the authentication procedure as well as the cipher mode command in order to force the use of an unciphered connection. Some further modification to the special RAND mechanism would be needed to protect against disablement attacks.

· General signalling integrity issues.

Advantages:

· The special-RAND solution can be introduced stepwise.

· Home operator can control the algorithms chosen.

Possible disadvantages:

· Reduced key entropy (see 10.1.1).

· Special-RAND does not protect against bidding down protection in a network which (allows) supports a mixture of different encryption-key-length algorithms e.g. GEA3 and GEA4 if both would be allowed. (see 11.5).

Main vulnerabilities countered:

· SD2 (partially, only attacks related to bidding down are countered.).
· RS3 (partially, bidding down to a lower security algorithm possible, but the ME could be implemented so that it does not accept "no encryption" if some bits are set in the special RAND).
Main difference between Authenticated ciphermode command and Specaial RAND when it comes to protecting against bidding down and disablement attacks is that Authenticated ciphermode command mandates the start ciphering command, and hence it fully counters RS3.
11.2
Ensure use of 3G AKA is always possible when USIM is available so as to provide re-play protection (session key freshness)

Implications:

· The features relates to the discussion around MITM in GSM-UMTS Handovers (S3-050101)
, but goes one step further in that this effectively forbids Rel 98- VLR/SGSN in the core network, such that upgraded mobiles shall enforce 3G AKA.

· USIMs need to be rolled out to SIM subscribers.

Remaining security issues:

· Instead of a configuration advice as for MITM in GSM-UMTS Handovers, the upgrade requirements need a solution against new ‘access’ network security feature downgrade attacks (see 11.12). Providing a GSMA agreed cut-off date
 (which is timely introduced before upgraded mobiles ‘mandating 3G AKA over GERAN’ become available for use), provides a possible means to ensure secure implementation (see 11.12).

· This only gives authentication of the RAND, there are still possibilities for bidding down attacks on algorithm negotiations.

· General signalling integrity issues.

Advantages:

· This would provide an integrity key (IK) which can be used for other countermeasures, e.g., Authenticated Cipher mode Command.

· Ensuring 3G AKA (2) ensures time-constrained session key separation such that a successful weak algorithm attack has only a limited time-window in the sense that the cipher key retrieved by the attacker cannot be used indefinitely as 3G authentication vectors cannot be re-used and become invalid when the next authentication run occurs. Could be enhanced with re-authentication when a UE moves between networks (network access type wise key separation). But re-authentication after handover is technically difficult to achieve and, although permitted by current specifications, has never been tested.

Possible disadvantages:

· Unlike "soft upgrades" to MEs that are relatively easy to roll out due to subscribers wanting "latest" terminal, this requires convincing subscribers of the benefit of switching to USIM.

Main vulnerabilities countered:

· UP2

· SD2 (Attacks where the AKA is attacked are countered, but it does not help against keys being available during network internal transport.)

· MS6

· SD4

11.3
Providing key separation

Special RAND

Implications: see 11.1
Remaining security issues:

· It needs further study to find out whether RAND is not overloaded with all sorts of flags and the random part becomes too short, if all the many different key separation cases are to be supported.

· General signalling integrity issues.

· See also 11.12.

Advantages:

· Due to the home control and access transparency properties of this method, the special-RAND structure could provide access domain level key separation by a specific flag.
Possible disadvantages: see 11.1

Main vulnerabilities countered:
· SD2 (Only attacks where the user is tricked into using the same key with one strong and one weak algorithm, and the attacker breaks the weaker one and hence is able to read cipher text produced also by the stronger one are countered)

· RS3 (It is possible to stop the user from using a weak algorithm, but it is not possible to prevent the attacker from refraining to send a start ciphermode command from a faked base station)

Cryptographic post-AKA processing of Kc

Implications:

· Update of ME and BTS/SGSN. In the case that the RAND is also included in the computation, the MSCis required. The reason for including the RAND is to avoid pre-computation attacks on the Kc'.
Remaining security issues:

· See the considerations in Section 11.12.

· Bidding down attacks on algorithm negotiation still possible and home operator has no control of which algorithms are possible to choose (c.f., Special RAND).

· General signalling integrity issues.

Advantages:

· Some types of attacks against weak GSM AKA algorithms may be more difficult by this. For example, attacks where Kc (retrieved by, e.g., breaking A5/1) is related to the corresponding RAND, could be more difficult, since Kc is not used directly.

Possible disadvantages:

Main vulnerabilities countered:

· UP2 (The threat that the attacker by breaking the encryption algorithm, can retrieve the Ki/K is probably eliminated)
· SD2 (The attack where the attacker injects a known RAND, and forces the user to use a weaker algorithm in that case is countered.)
· MS6 (The threat that the attacker by breaking the encryption algorithm, can retrieve the Ki/K is probably eliminated)

11.4
Protection against access unicast signalling modification. 

Implications: 

· Has bigger impacts and higher realization complexity on GERAN than the other features. It has the same implications as Authenticated Ciphermode command, but affects more signalling. In this case it is also a stronger need to introduce negotiations of protection algorithms. Effected nodes include MSC, BSS, SGSN and ME.
· Requires introduction in all networks to be effective, no gradual or partial introduction seems satisfactory, see 11.12. 
Remaining security issues:

· In theory this provides the possibility to protect any sensitive signalling. Potentially all attacks against integrity and authenticity could be solved. In practice there could be obstacles, e.g, messages could be sent before an integrity key has been established, or messages that are broadcast can be difficult to fit into the mechanism. 

Advantages:

Possible disadvantages:

Main vulnerabilities countered:
· SD2 (Authenticated ciphermode command is a special case)

· SD4 (The attack where the attacker injects a known RAND, and forces the user to use a weaker algorithm in that case is countered.)
· RS3


11.5
Enlarging the GERAN A/Gb encryption algorithms key size. 

Implications:

· Implementation of new algorithms in AuC, SIM and ME and BTS/SGSN. There are also modifications to the signalling between the nodes (HLR, ME, BTS/SGSN/MSC), and new key conversion functions to/from UMTS.
Remaining security issues:

· There is still no network authentication and it is still possible to do algorithm negotiation bidding down attacks. Should be combined with (8) to counter bidding down.

· Even when the AKA provides a 128-bit key, it is possible that an ME attaches to a Rel 98- network that only supports a weak 64-bit encryption algorithm, e.g., A5/1. If the conversion function for the encryption key is not carefully done, this potentially leaks 64 bits of the original key. See further 11.12.

· Most non-confidentiality issues remain.

Advantages:

Possible disadvantages:

· Has less value without requiring (1). 

Main vulnerabilities countered: 

· UP1
· SD2 (partially)

Can benefit from (2) and requires that a mobile that supports this GERAN enhancement, shall support USIM interface which is fulfilled already in Rel-5.

11.6 A/Gb tunneling within IPsec
Implications: Nodes that are affected are MS and potentially base station, SGSN, MSC and GGSN. New nodes, GANC and AAA server, needs to be implemented in the system.
It is recognised that the following issues should be resolved:   

· The use of the IP Stack for transporting GSM protocols when the connection is not via ADSL or Bluetooth WiFi  (impact on BS handover etc)    

· Whether the same security association is used or a new one negotiated

· If and how certificates are provisioned on the GANC and how revocation is handled.

Remaining security issues:

Advantages:

· Support for the Generic Access to A/Gb security solution may already be provided in future handset designs and in an operator's core network.

Possible disadvantages:

· Overhead in terms of bandwidth and processing.

Main vulnerabilities countered: 

· UP1

· UP2

· SD2

· SD4

· MS6

· RS3

· R10

· RS8

. 

11.7 Develop new encryption algorithms

Implications:

· Same as 11.5 and in addition tyo this cryptographical development work needed (though the forthcoming UEA2 UMTS algorithm could be considered a complimentary candidate for A5/5).


Remaining security issues:

· There is still no network authentication and it is still possible to do algorithm negotiation bidding down attacks. Should be combined with (8) to counter bidding down.

· Most non-confidentiality issues remain.

· Also see Section 11.12.

Advantages:

Possible disadvantages:

Main vulnerabilities countered: 

· UP1 (Does not prevent bidding down attacks etc.)

· SD2 (Same as for UP1 above)

11.8 Disabling insecure GERAN encryption algorithms

Implications:

· Upgrades of ME, base stations, MSC and SGSNs required.

Remaining security issues:

· Most non-confidentiality related issues remain.

· Also see Section 11.12.

Advantages:

Possible disadvantages:

Main vulnerabilities countered: 
· UP1 (Most attacks are made impossible, though security provided by 64-bit keyed A5/3 is still considered marginal.)
· SD2 (All attacks except the ones where the key is retrieved during network transport and application layer cryptanalysis are countered.)
11.9 Integrity protection of broadcast signalling
Implications:

· Special key management solution needs to be developed. Potentially a new node is needed for handling the key management.

· Upgrades of at least ME, BTS, and SGSNs required. 
Remaining security issues:

· Most confidentiality related issues remain.

· Key separation issues remain.

· Also see Section 11.12.

Advantages:

Possible disadvantages:

Main vulnerabilities countered: 




· RS10
Editor's note: This could also be beneficial for UTRAN.
11.10 Add integrity protection to user payload

Implications:

· Assuming that the integrity protection terminates at the same point as the ciphering, the same nodes are affected as in 11.4.

Remaining security issues:

· Most non-confidentiality related issues remain.

· Also see Section 11.12.

Advantages:

· Robust protection
Possible disadvantages:
· Increase of bandwidth usage.

· Effects of transmission bit errors needs to be studied.
Main vulnerabilities countered: 
· UP2 (The attacker must now in addition to breaking Kc break the integrity protection).
11.11 Summary of technical Feature dependencies

· A solution for (1), (2), (3), (4), (5), (6), (7), (8), (9) and (10) may all require to take 11.12 into consideration.

· Enhancements (3) (for algorithm separation), and (5) may be circumvented if (1) is not provided.

· Feature (2) is useful for (5).

· Enhancements (3) (for domain separation) does not require (1).

11.12
Secure implementation strategies for security enhancements

It is required that a new mobile should still work in an old network. Thus, when an upgraded mobile is roaming in an old network, the choices are to either accept the possibility of downgrading attacks or the mobile refusing connection, contradicting the requirement.  If a mobile after a certain Release can assume that the enhanced security features are implemented in all networks, then communication not using these features (e.g. signalling integrity) can be rejected. This raises the same type of questions (e.g. shall the connection be rejected by user intervention, or automaticly ) which came up when discussing the rejection of unciphered connections.  
One solution is to upgrade the core/access network first before security enhanced mobiles can be used. (See footnote 3), and agreeing on a cut-off date, to guarantee that all necessary network/access features are available before upgraded mobiles need them.

Other possibility is to use the special-RAND to indicate the network capabilities E.g. by indication that an extension field follows e.g. in the Authentication and ciphering Request or in the cipher mode command. This provides a means to flexibly upgrade serving networks, with the additional advantage that much more data can be carried within such an extension. Impacts however are higher than the special-RAND solution as known from S3-030588 (with algorithm restriction list only). Could be used to protect against network supported security feature-set bidding down protection, as a vehicle to support more than secure algorithm restriction list transfer only. The Home network would need to store the Serving Network support, while the Serving network will control extention field values e.g. the permitted algorithm settings or other required fields.
It is also required that an old mobile should still work in a new network, and users cannot be forced to upgrade to new mobiles. It has to be ensured that a MITM does not pretend to be an old mobile not supporting some of the enhanced features. 

**** END OF CHANGES ****

� - Networks should be configured to ensure that all 2G-MSC/VLRs, which support handover to UTRAN, also support and use UMTS AKA.


- PS handover is currently being developed in 3GPP - see TS 43.129. If inter-system RAT handover (GERAN A/Gb to UTRAN) is supported, then networks should be configured to ensure that all 2G-SGSN, which support handover to UTRAN, also support and use UMTS AKA.


� Flag based solutions (cf S3-030542, S3-040262 Annex) on the UE to allow ‘new mobiles to roam in old networks’, are considered complex and not practical.
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