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Work Item Description

Title

Technical architecture for short message service anti-spam
1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2

Linked work items



None identified
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Justification

As a very important value-added data service in mobile network, short message service (SMS) is widely implemented by mobile network operators all over the world, which attracted a huge number of mobile users. But a large amout of short message spams appear in the mobile network as email spams occur in the Internet enviroment. These spams severely disturb customors’ regular usage of SMS and their everyday life, and also harm the reputation of mobile network operators.
The SMS spams usually have following characteristics:

1， SMS spams are sent to mobile users in batches.

2， SMS spams always infest with advertisements contents, illegal contents and even tricks, etc.

3， The contents of SMS spam is always unwanted by mobile user.

4， SMS spams can always incur annoyance and even violation to users’ interests.

SMS spam senders may utilize prepaid accounts and SMS service providers’ short message service paltform to send spams. The spam senders usually provide advertisement push services for persons or companies as their clients by sending short messages in batches. As spams, these short messages always contain content unwanted by mobile users, which may include illegal, pornographic, violent and even tricking content. So, these spams severely interfere with the everyday life of the mobile user, and the reputations of network operators are badly influenced at the same time.

A few SMS spam problem can be solved by some management and legal measures, e.g. tracing the account which sends SMS spam back to the personal indentity behind the account and then accusing the person through legal way. But there are prepaid users whose accounts are usually not combined with the users’ identity; if a spam sender uses such an account, it is very hard to trace the person who is responsible for the spam sending and then no way to punish him through legal measure. So, network operator should deploy technical measures to solve the problem.

Some network operators have implemented certain technical measures to restrict short message batches sending, which is most important way to send spam. But such measures can not really solve the problem of spam.

Due to background above, China Mobile proposes to start a new work item to define a technical architecture with technical measures countering SMS spam, and add the technical architecture to the security architecture which SA3 defines.
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Objective

The main objective of this work item is to define a technical architecture countering short message spams in the mobile environment. 

5

Service Aspects

With the anti-spam architecture for short message service, mobile network operators can provide better short message service to the satisfaction of mobile users.
6

MMI-Aspects



None identified
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Charging Aspects



None/Text

8

Security Aspects



This is a security Work Item

9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	
	
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments
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Work item rapporteur(s)

12

Work item leadership

13

Supporting Companies

China Mobile Communication Corporation
14

Classification of the WI (if known)

	
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


