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Dear SA3,

Once again, we had a very good success rate with SA3 input at the SA#29 plenary meeting in Tallinn, Estonia, 26-28 September 2005. The main points with impact to SA3 are listed in the following:

1. All four proposed WID’s, i.e. “HTTPS connection between a UICC and a NAF” (S3-050436), “Network Domain Security; SS7 security Gateway (NDS/TCAPsec)” (S3-050466), “Generic Authentication Architecture usage extensions and optimisations” (S3-050629) and “2G GBA: 2G SIM usage in 3GPP GAA framework” (S3-050653) were approved. There was a lengthy discussion with the last one but eventually it was approved without changes. A big part of the SA discussion was devoted to the question that SA1 asked in their LS (S3-050578). The conclusion with the SA1 question was (loosely speaking) that SA still wants to phase out SIMs eventually but 2G GBA is seen as an exception from the general principle. There was also a proposal to convert the WI to a study item but after an indicative show of hands it was decided to keep 2G GBA as a work item (result of the show of hands was 12-3). 
2. Almost all of our proposed CR’s were approved. 

· The early IMS CR about “Interworking between UE and S-CSCF” (S3-050667) was rejected and sent back to SA3. There were concerns about specifying something in a note and also technical concerns about how information on “the authentication method required by the user” is to be updated in the HSS. Anyway, we were given the option to come back to the issue with a revised CR next time if seen appropriate by SA3. 

· Please note that also the CR about “Ut interface protection” (S3-050612) was approved for release 6. 

· An inconsistency was found between the cover page and the actual change in one of the other early IMS CR’s: “Checking for USIM or ISIM before starting a fully compliant IMS registration” (S3-050463). I revised the actual change because there seemed to be a grammatical problem there. The original proposed added text was: “an ME that implements the full IMS security solution … shall not attempt to register using the full IMS security solution if a USIM or ISIM is not present.” The revised added text that was approved reads: “an ME that implements the full IMS security solution … shall not attempt to register using the full IMS security solution if neither a USIM nor a ISIM is present.” See the whole revised CR in SP-050617.
· The CR “Normative annex on 2G GBA” (S3-050669) was approved but there was a procedural problem because it is forbidden to re-use an annex marked as “void”. However, Michael would fix this when implementing the CR. As one conclusion from the 2G GBA discussion we were requested to provide another CR that adds information about how security threats (e.g.  threats related to known GSM vulnerabilities) are addressed by the solution.
3. There were lots of discussions about the way forward with “System Architecture Evolution /  RAN Long Term Evolution” (SAE/LTE). In the previous week’s SA2/RAN workshop a work split between the working groups had been agreed. In particular, the responsibility to get progress in security aspects was given to SA2 (rather than to RAN groups). It was clarified that this does not mean that the work itself (in security aspects) is carried out by SA2 but, instead, the plan is to provide more detailed information about the architectural issues from SA2 to SA3. Subsequently, we would be in better position to contribute to the work. In an offline discussion with the SA2 chairman, he promised that SA2 tries to get a reply LS sent back to us well before our next meeting.

4. In the area of TISPAN co-operation SA had questions about the CR review process and work split but our proposed way forward was endorsed anyway. 

5. The two TR’s we submitted for information induced some comments. Main points are:

· It is not clear what is meant by “normal GBA” in the scope of TR 33.980;

· The TR about early implementation of HTTPS connection between a UICC and a NAF (S3-050640) should be explicit about the CR’s that are covered by the early implementation. Also, in this kind of TR the references should be explicit about the releases that are meant. The TR got a number: 33.918.

6. Issues of interest in SA1 area:

· In the work of “Behaviour of multi system terminals” (See updated WID in SP-050502) SA1 expects some input from SA3. Their current draft TR can be found in SP-050501.
· A TR 22.903 on “Study on Videotelephony Teleservice” was provided for information with empty security and privacy sections (SP-050505).

· A TR 22.935 on “Feasibility Study on Location Services (LCS) for Interworking-WLAN” was approved with the comment “Privacy issues of LCS for I-WLAN remain to be identified and are FFS” (SP-050529).
· A new Study item was approved about “Facilitating Machine to Machine Communication in GSM and UMTS (M2M)” (SP-050527). The security aspects were listed: “Depending on the findings of the study security aspects could most likely be of high importance for the viability of the service.”
· Some improvements have been made in the “Security and Privacy” section of TS 22.258 about All-IP networks; stage 1 (SP-050526).
· In TS 22.279  “Combined CS calls and IMS Sessions” (SP-050517) a user privacy section has been added.

7. Further issues of interest in SA2 area:

· CR “Correction to flow SMS MT Delivery using SIP/IMS” was approved against TS 23.804 “SMS and MMS over generic IP access” but it was requested that SA3 checks it in light of our work on SMS spoofing. The concern is that potential for spoofing may be increased.
· TR 23.805 about selective disabling: the conclusion is to use OMA Device Management as a solution. Stage 2 work is now completed and it may even be that the whole TR is deleted in the end.

· A CR to add new annex about “Access network NAT traversal” into TS 23.228 was approved (SP-050482).
· Four new WIDs: “LCS for 3GPP Interworking WLAN” (SP-050487), “Evolution of policy control and flow based bearer level charging” (SP-050486), “WLAN Interworking – Private Network access from WLAN 3GPP IP Access” (SP-050489) and “Supporting Globally Routable User Agent URIs (GRUUs) in IMS” (SP-050633) were approved with non-empty security aspects section.
· TR 23.802 "Architectural Enhancements for End-to-End Quality of Service (QoS)" was approved. It contains a non-trivial security section (SP-050494).

8. Issues of interest in SA5 area:

· A WID “End-to-end Service Level tracing for IMS” was approved (SP-050458). It has a non-trivial security section: Refer to “OMA Service Provider Requirements, OMA-RD-OSPE-V1_0-20050614-C, The Open Mobile Alliance™.
9. About release 7 schedule: SA1 requirements were frozen except for explicitly listed features. The stage 2 freezing date is planned to be March 2006 while stage 3 is planned for freezing in September 2006.

Attached: my status report slides (SP-050540, please note that slide 21 should not be there, it is a left-over from the previous report)
Best regards,

Valtteri Niemi

SA3 chairman
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	SA Meeting
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	SP-29
	SP-050542
	33.102
	0192
	1
	Rel-5
	F
	Keystatus sent by CN node in Security Mode Command
	5.5.0
	5.6.0
	S3-050307
	Approved
	agreed

	SP-29
	SP-050542
	33.102
	0194
	-
	Rel-6
	A
	Keystatus sent by CN node in Security Mode Command
	6.3.0
	6.4.0
	S3-050619
	Approved
	agreed

	SP-29
	SP-050549
	33.102
	0195
	-
	Rel-6
	F
	Incorrect usage of COUNT-I in security mode set-up procedure
	6.3.0
	6.4.0
	S3-050622
	Approved
	agreed

	SP-29
	SP-050569
	33.106
	0008
	-
	Rel-7
	D
	Correlation for IMS interception
	6.1.0
	7.0.0
	S3-050349
	Approved
	agreed

	SP-29
	SP-050570
	33.107
	0054
	-
	Rel-7
	F
	Clarifications to the RAU event
	7.0.0
	7.1.0
	S3-050345
	Approved
	agreed

	SP-29
	SP-050570
	33.107
	0055
	-
	Rel-7
	C
	Simplifications to LDI handling
	7.0.0
	7.1.0
	S3-050347
	Approved
	agreed

	SP-29
	SP-050571
	33.108
	0077
	-
	Rel-7
	F
	Clarifications to the RAU event
	7.1.0
	7.2.0
	S3-050346
	Approved
	agreed

	SP-29
	SP-050571
	33.108
	0078
	-
	Rel-7
	B
	New event for LDI
	7.1.0
	7.2.0
	S3-050348
	Approved
	agreed

	SP-29
	SP-050571
	33.108
	0079
	-
	Rel-7
	C
	Correlation for IMS intercption
	7.1.0
	7.2.0
	S3-050350
	Approved
	agreed

	SP-29
	SP-050571
	33.108
	0080
	-
	Rel-7
	F
	Clarification on IMS bearer independence
	7.1.0
	7.2.0
	S3-050351
	Approved
	agreed

	SP-29
	SP-050561
	33.141
	0005
	-
	Rel-6
	F
	Addition of reference to early IMS security TR
	6.1.0
	6.2.0
	S3-050673
	Approved
	agreed

	SP-29
	SP-050543
	33.203
	0081
	-
	Rel-5
	F
	Corrections on Network hiding
	5.9.0
	5.10.0
	S3-050456
	Approved
	agreed

	SP-29
	SP-050543
	33.203
	0082
	-
	Rel-6
	A
	Corrections on Network hiding
	6.7.0
	6.8.0
	S3-050457
	Approved
	agreed

	SP-29
	SP-050544
	33.203
	0083
	-
	Rel-5
	F
	Clarification of the authentication failure procedures
	5.9.0
	5.10.0
	S3-050458
	Approved
	agreed

	SP-29
	SP-050544
	33.203
	0084
	-
	Rel-6
	A
	Clarification of the authentication failure procedures
	6.7.0
	6.8.0
	S3-050459
	Approved
	agreed

	SP-29
	-
	33.203
	0085
	-
	Rel-5
	F
	Correction of handling of IMPUs by the P-CSCF
	5.9.0
	-
	S3-050604
	revised
	revised

	SP-29
	SP-050545
	33.203
	0085
	1
	Rel-5
	F
	Correction of handling of IMPUs by the P-CSCF
	5.9.0
	5.10.0
	S3-050671
	Approved
	agreed

	SP-29
	-
	33.203
	0086
	-
	Rel-6
	A
	Correction of handling of IMPUs by the P-CSCF
	6.7.0
	-
	S3-050605
	revised
	revised

	SP-29
	SP-050545
	33.203
	0086
	1
	Rel-6
	A
	Correction of handling of IMPUs by the P-CSCF
	6.7.0
	6.8.0
	S3-050672
	Approved
	agreed

	SP-29
	SP-050562
	33.203
	0087
	-
	Rel-6
	F
	Correction of an Inconsistency Between Annex H and RFC3329
	6.7.0
	6.8.0
	S3-050607
	Approved
	agreed

	SP-29
	SP-050553
	33.220
	0053
	-
	Rel-6
	F
	Clarification of anonymous access to NAF in GBA
	6.5.0
	6.6.0
	S3-050448
	Approved
	agreed

	SP-29
	SP-050553
	33.220
	0054
	-
	Rel-7
	A
	Clarification of anonymous access to NAF in GBA
	7.0.0
	7.1.0
	S3-050449
	Approved
	agreed

	SP-29
	-
	33.220
	0054
	-
	Rel-7
	A
	Clarification of anonymous access to NAF in GBA
	7.0.0
	-
	S3-050384
	revised
	revised

	SP-29
	SP-050554
	33.220
	0055
	-
	Rel-6
	F
	Removing IMPI from USS
	6.5.0
	6.6.0
	S3-050450
	Approved
	agreed

	SP-29
	-
	33.220
	0055
	-
	Rel-6
	F
	Removing IMPI from USS
	6.5.0
	-
	S3-050385
	revised
	revised

	SP-29
	SP-050554
	33.220
	0056
	-
	Rel-7
	A
	Removing IMPI from USS
	7.0.0
	7.1.0
	S3-050451
	Approved
	agreed

	SP-29
	SP-050572
	33.220
	0057
	-
	Rel-7
	C
	Informative annex on usage of USS for local policy enforcement in BSF
	7.0.0
	7.2.0
	S3-050454
	Approved
	agreed

	SP-29
	SP-050557
	33.220
	0058
	-
	Rel-6
	F
	Removing duplication of text relating to BSF addressing
	6.5.0
	6.6.0
	S3-050446
	Approved
	agreed

	SP-29
	SP-050557
	33.220
	0059
	-
	Rel-7
	A
	Removing duplication of text relating to BSF addressing
	7.0.0
	7.1.0
	S3-050447
	Approved
	agreed

	SP-29
	SP-050555
	33.220
	0060
	-
	Rel-6
	F
	Clarification of lifetime of derived keys
	6.5.0
	6.6.0
	S3-050452
	Approved
	agreed

	SP-29
	SP-050555
	33.220
	0061
	-
	Rel-7
	A
	Clarification of lifetime of derived keys
	7.0.0
	7.1.0
	S3-050453
	Approved
	agreed

	SP-29
	SP-050575
	33.220
	0062
	-
	Rel-7
	B
	Introduction of key selection mechanism
	7.0.0
	7.2.0
	S3-050481
	Approved
	agreed

	SP-29
	SP-050556
	33.220
	0063
	-
	Rel-6
	F
	Addition of the Dz interface for multiple HSS deployments
	6.5.0
	6.6.0
	S3-050630
	Approved
	agreed

	SP-29
	SP-050556
	33.220
	0064
	-
	Rel-7
	A
	Addition of the Dz interface for multiple HSS deployments
	7.0.0
	7.1.0
	S3-050631
	Approved
	agreed

	SP-29
	SP-050565
	33.220
	0065
	-
	Rel-6
	F
	Removing requirement to send authentication vectors in batches
	6.5.0
	6.1.0
	S3-050636
	Approved
	agreed

	SP-29
	SP-050565
	33.220
	0066
	-
	Rel-7
	A
	Removing requirement to send authentication vectors in batches
	7.0.0
	7.1.0
	S3-050637
	Approved
	agreed

	SP-29
	SP-050551
	33.220
	0067
	-
	Rel-6
	F
	Clarification concerning input parameter encoding for GBA_U NAF derivation procedure
	6.5.0
	6.6.0
	S3-050638
	Approved
	agreed

	SP-29
	SP-050551
	33.220
	0068
	-
	Rel-7
	A
	Clarification concerning input parameter encoding for GBA_U NAF derivation procedure
	7.0.0
	7.1.0
	S3-050639
	Approved
	agreed

	SP-29
	-
	33.220
	0069
	-
	Rel-7
	B
	Normative annex on 2G GBA
	7.0.0
	-
	S3-050652
	revised
	revised

	SP-29
	SP-050577
	33.220
	0069
	1
	Rel-7
	B
	Normative annex on 2G GBA
	7.0.0
	7.1.0
	S3-050669
	Approved
	agreed

	SP-29
	SP-050552
	33.220
	0070
	-
	Rel-6
	F
	Providing Ua-security protocol based key separation
	6.5.0
	6.6.0
	S3-050632
	Approved
	agreed

	SP-29
	SP-050552
	33.220
	0071
	-
	Rel-7
	A
	Providing Ua-security protocol based key separation
	7.0.0
	7.1.0
	S3-050633
	Approved
	agreed

	SP-29
	SP-050558
	33.222
	0020
	-
	Rel-6
	F
	Adding additional mandatory CipherSuites for PSK TLS
	6.4.0
	6.5.0
	S3-050441
	Approved
	agreed

	SP-29
	SP-050568
	33.222
	0021
	-
	Rel-6
	F
	Removing an inconsistence within TS 33.222 (Section 6.2)
	6.4.0
	6.5.0
	S3-050442
	Approved
	agreed

	SP-29
	SP-050575
	33.222
	0022
	-
	Rel-7
	B
	Usage of Ks_int_NAF for HTTPS connection between a UICC and a NAF
	6.4.0
	7.0.0
	S3-050479
	Approved
	agreed

	SP-29
	SP-050568
	33.222
	023
	-
	Rel-6
	F
	Adding a clarification to TS 33.222 (Section 6.1)
	6.4.0
	6.5.0
	S3-050480
	Approved
	agreed

	SP-29
	SP-050547
	33.234
	0067
	-
	Rel-6
	F
	Correction of reference
	6.5.1
	6.6.0
	S3-050469
	Approved
	agreed

	SP-29
	SP-050547
	33.234
	0068
	-
	Rel-6
	F
	Clarification on obtaining Remote IP address during Tunnel Establishment Procedure
	6.5.1
	6.6.0
	S3-050649
	Approved
	agreed

	SP-29
	SP-050547
	33.234
	0069
	-
	Rel-6
	F
	Profiling of IKEv2 to support Re-keying of IPsec SAs and IKE SAs
	6.5.1
	6.6.0
	S3-050656
	Approved
	agreed

	SP-29
	SP-050547
	33.234
	0070
	-
	Rel-6
	F
	Separation of authentication and authorization in WLAN 3GPP IP access
	6.5.1
	6.6.0
	S3-050657
	Approved
	agreed

	SP-29
	SP-050547
	33.234
	0071
	-
	Rel-6
	F
	Support for simultaneous WLAN direct IP access sessions
	6.5.1
	6.6.0
	S3-050647
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0068
	-
	Rel-6
	F
	Clarify FEC handling
	6.3.0
	6.4.0
	S3-050473
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0069
	-
	Rel-6
	F
	Clarification to UE handling at reception of service announcement description
	6.3.0
	6.4.0
	S3-050474
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0070
	-
	Rel-6
	F
	Back-off parameter binding scope
	6.3.0
	6.4.0
	S3-050475
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0071
	-
	Rel-6
	F
	IDs and encoding of MIKEY messages
	6.3.0
	6.4.0
	S3-050658
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0072
	-
	Rel-6
	F
	Moving the EXT payload
	6.3.0
	6.4.0
	S3-050659
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0073
	-
	Rel-6
	F
	Handling of re-sent MSK messages
	6.3.0
	6.4.0
	S3-050660
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0074
	-
	Rel-6
	F
	Clarification of MSK ID in service announcement
	6.3.0
	6.4.0
	S3-050661
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0075
	-
	Rel-6
	F
	More than one FQDN for key management
	6.3.0
	6.4.0
	S3-050662
	Approved
	agreed

	SP-29
	SP-050559
	33.246
	0076
	-
	Rel-6
	F
	NAF Id alignment with TS 33.220
	6.3.0
	6.4.0
	S3-050663
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0077
	-
	Rel-6
	F
	Key Domain ID in MSK request
	6.3.0
	6.4.0
	S3-050664
	Approved
	agreed

	SP-29
	SP-050548
	33.246
	0078
	-
	Rel-6
	F
	Identifying correct MIME types, correcting various editorials and wrong references
	6.3.0
	6.4.0
	S3-050665
	Approved
	agreed

	SP-29
	SP-050560
	33.978
	0002
	-
	Rel-6
	F
	Checking for USIM or ISIM before starting a fully compliant IMS registration
	6.1.0
	6.2.0
	S3-050463
	revised
	agreed

	SP-29
	SP-050617
	33.978
	0002
	1
	Rel-6
	F
	Checking for USIM or ISIM before starting a fully compliant IMS registration
	6.1.0
	6.2.0
	-
	Approved
	-

	SP-29
	SP-050617
	33.978
	0003
	-
	Rel-6
	F
	Remove THIG function description
	6.1.0
	6.2.0
	S3-050483
	Approved
	agreed

	SP-29
	SP-050617
	33.978
	0004
	-
	Rel-6
	F
	Correction of figure 1
	6.1.0
	6.2.0
	S3-050609
	Approved
	agreed

	SP-29
	SP-050617
	33.978
	0005
	-
	Rel-6
	F
	Correction of handling of IP addresses by the S-CSCF at de-registration
	6.1.0
	6.2.0
	S3-050610
	Approved
	agreed

	SP-29
	SP-050617
	33.978
	0006
	-
	Rel-6
	F
	Clarify the use of IMSI-derved IMPU in registration procedures
	6.1.0
	6.2.0
	S3-050613
	Approved
	agreed

	SP-29
	SP-050617
	33.978
	0007
	-
	Rel-6
	F
	Interworking between  UE and S-CSCF
	6.1.0
	6.2.0
	S3-050667
	Postponed
	agreed

	SP-29
	SP-050617
	33.978
	0008
	-
	Rel-6
	F
	S-CSCF reselection
	6.1.0
	6.2.0
	S3-050655
	Approved
	agreed

	SP-29
	SP-050617
	33.978
	0009
	-
	Rel-6
	B
	Ut interface protection
	6.1.0
	6.2.0
	S3-050612
	Approved
	agreed

	SP-29
	SP-050563
	35.201
	0003
	-
	Rel-6
	F
	Correction of sample code
	6.0.0
	6.1.0
	S3-050620
	Approved
	agreed

	SP-29
	SP-050564
	35.202
	0001
	-
	Rel-6
	F
	Kasumi roundfunction,  correction of formula
	6.0.0
	6.1.0
	S3-050621
	Approved
	agreed

	SP-29
	SP-050567
	43.020
	0004
	-
	Rel-6
	F
	Correction of USIM based ciphering on dedicated channels
	6.1.0
	6.2.0
	S3-050476
	Approved
	agreed

	SP-29
	SP-050566
	43.020
	0005
	-
	Rel-6
	F
	Correction on service specific group keys
	6.1.0
	6.2.0
	S3-050477
	Approved
	agreed

	SP-29
	SP-050550
	43.020
	0006
	-
	Rel-6
	F
	Clarify ciphering for A5 algorithms that do not produce bit after bit output.
	6.1.0
	6.2.0
	S3-050623
	Approved
	agreed


TS/TRs presented to SA #29

	Meeting
	SA Doc
	Rel
	TS No.
	Subject
	Vers. Current
	Meeting number
	SA3 Doc
	Status-1st-Level
	Status-2nd-Level

	SP-29
	SP-050541
	Rel-7
	33.980
	TR 33.980 v1.0.0 on Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	1.0.0
	40
	S3-050666
	Noted
	agreed

	SP-29
	SP-050574
	Rel-7
	22.918
	TR - Early implementation of HTTPS connection between a UICC and a NAF
	1.0.0
	40
	S3-050640
	Approved
	agreed


WIs presented to SA #29

	Meeting
	SA Doc
	Subject
	Meeting number
	SA3 Doc
	WorkItem
	Status-1st-Level
	Status-2nd-Level

	SP-29
	SP-050576
	Proposed WID: 2G GBA: 2G SIM usage in 3GPP GAA framework
	40
	S3-050653
	2GGBA
	Approved
	approved with one objection

	SP-29
	SP-050579
	Network Domain Security; SS7 security Gateway (NDS/TCAPsec)
	39
	S3-050466
	
	Approved
	approved

	SP-29
	SP-050573
	New WID proposal: HTTPS connection between a UICC and a NAF
	39
	S3-050436
	UICNAFSec
	Approved
	approved

	SP-29
	SP-050578
	New WI on Generic Authentication Architecture usage extensions and optimisations
	40
	S3-050629
	GAA-Ext
	Approved
	approved


