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**** Start of 1st set of changes ****
1
Scope

This document specifies system description for interworking between 3GPP systems and Wireless Local Area Networks (WLANs). The intent of 3GPP–WLAN Interworking is to extend 3GPP services and functionality to the WLAN access environment. The 3GPP–WLAN Interworking System provides bearer services allowing a 3GPP subscriber to use a WLAN to access 3GPP PS based services.

This specification defines a 3GPP system architecture and procedures to do the following:

-
Provide Access, Authentication and Authorisation (AAA) services to the 3GPP-WLAN Interworking System based on subscription.

-
Provide access to the locally connected IP network (e.g. the Internet) if allowed by subscription.

-
Provide WLAN UEs with IP bearer capability to the operator's network and PS Services, if allowed by subscription.

**** End of 1st set of changes ****
**** Start of 2nd set of changes ****
3
Definitions, symbols and abbreviations

3.1
Definitions

Available SSID: An SSID that the WLAN UE has found after active and/or passive scanning which meets certain conditions as specified in IEEE 802.11 [19].

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN family of standards. Annex B includes examples of WLAN Radio Network Technologies.

External IP Network/External Packet Data Network: An IP or Packet Data network with access provided by the 3GPP – WLAN Interworking, rather than directly from the WLAN AN.

Home WLAN: A WLAN which interworks with the HPLMN without using a VPLMN.

Interworking WLAN (I-WLAN): A WLAN that interworks with a 3GPP system.
I-WLAN selection: Procedure to select a specific I-WLAN from the available I-WLANs.
Local Service Identifier: An identifier used within the 3GPP system for a service available directly from the I-WLAN, for example Internet access or access to a specific corporate network.

Offline charging: Mechanism for collecting and forwarding charging information concerning I- WLAN and core network resource usage without affecting the service rendered in real-time.
Online charging: Mechanism for collecting and forwarding charging information concerning I- WLAN and core network resource usage where the service may be affected in real-time.

Policy Enforcement: Functionality implemented in a WAG to ensure packets coming from or going to the WLAN AN are allowed based on unencrypted data within the packets. (e.g. source and destination IP address and port number).
PS based services: General term to refer to the services provided by a PLMN using the IP bearer capability between a WLAN UEs and the PLMN when WLAN 3GPP IP Access is used. Examples include bearer services such as Internet access, and Corporate IP network access and higher level services such as SMS and LCS.

Requested W-APN: The W-APN requested by the user.

Routing Enforcement: Routing Enforcement ensures all packets sent to/from the WLAN UE for 3G PS based service are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case). Routing Enforcement is implemented between a WLAN AN and a WAG.
Selected W-APN: The W-APN selected by the network as a result of the WLAN -UE subscriber request.
Service Authorization: Authorization allowing a subscriber to access the requested service based on subscription.

Tunnel Identifier: Identifier of a tunnel between a WLAN UE and a PDG. It is contained in the unencrypted part of a packet.

User Identifier: Identifier of a user which may be used, for example, in charging functionality.
WLAN Access Point Name (W-APN): Is used to identify a specific IP network and a point of interconnection to that network (Packet Data Gateway).
WLAN 3GPP IP Access: Access to an IP network via a PLMN via a tunnel. A related term is WLAN Direct IP Access.

WLAN coverage: The area where a WLAN UE can connect to a WLAN.

WLAN Direct IP Access: Access to an IP network directly from a WLAN AN without passing data to a PLMN via a tunnel. A related term is WLAN 3GPP IP Access.

WLAN UE's local IP address: The address used to deliver a packet to a WLAN UE in a WLAN AN. It identifies the WLAN UE in the WLAN AN. The WLAN UE's local IP address may be translated by a Network Address Translation prior to being received by any other IP network, including a PLMN.

WLAN UE's remote IP address: The address used by the data packet encapsulated inside the WLAN UE to PDG tunnel. It represents the address of the WLAN UE in the network which the WLAN UE is accessing via the PDG.
3.2
Symbols

For the purposes of the present document the following symbols apply:

D'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Dw
Reference point between a 3GPP AAA Server and an SLF

Gr'
Reference point between a pre-R6 HSS/HLR and a 3GPP AAA Server

Wa
Reference point between a WLAN Access Network and a 3GPP AAA Server/Proxy (charging and control signalling)

Wd
Reference point between a 3GPP AAA Proxy and a 3GPP AAA Server (charging and control signalling)

Wf
Reference point between an Offline Charging System and a 3GPP AAA Server/Proxy

Wg
Reference point between a 3GPP AAA Server/Proxy and WAG

Wi
Reference point between a Packet Data Gateway and an external IP Network

Wm
Reference point between a Packet Data Gateway and a 3GPP AAA Server or 3GPP AAA proxy

Wn
Reference point between a WLAN Access Network and a WLAN Access Gateway

Wp
Reference point between a WLAN Access Gateway and a Packet Data Gateway

Wo
Reference point between a 3GPP AAA Server and an OCS

Wu
Reference point between a WLAN UE and a Packet Data Gateway

Ww
Reference point between a WLAN UE and a WLAN Access Network
Wx
Reference point between an HSS and a 3GPP AAA Server

Wy
Reference point between a PDG and an OCS

Wz
Reference point between a PDG and an Offline Charging System
3.3
Abbreviations

AAA
Authentication, Authorisation and Accounting

ACL
Access Control List
AKA
Authentication and Key Agreement

AP
Access Point

APN
Access Point Name

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

EAP
Extensible Authentication Protocol

FQDN
Fully Qualified Domain Name

GGSN
Gateway GPRS Support Node

GTP
GPRS Tunnelling Protocol

HLR
Home Location Register

HPLMN
Home PLMN

HSS
Home Subscriber Server

IEEE
Institute of Electrical and Electronics Engineers

IP
Internet Protocol

IP-SM-GW
IP Short Message Gateway

ISP
Internet Service Provider

I-WLAN
Interworking WLAN

NAI
Network Access Identifier
NAT
Network Address Translation

OCS
Online Charging System

PDA
Personal Digital Assistant

PDG
Packet Data Gateway

PLMN
Public Land Mobile Network

SIM
Subscriber Identity Module

SSID
Service Set IDentifier

UE
User Equipment
UMTS
Universal Mobile Telecommunications System

USIM
UMTS SIM

VLAN
Virtual Local Area Network
VPLMN
Visited PLMN

WAG
WLAN Access Gateway

W-APN
WLAN APN

WLAN
Wireless Local Area Network

WLAN AN
WLAN Access Network

WLAN UE
WLAN User Equipment
**** End of 2nd set of changes ****
**** Start of 3rd set of changes ****
5.1.4
Requirements for WLAN 3GPP IP Access

The following requirements should be satisfied by the WLAN 3GPP-WLAN Interworking function with regard to allowing access to a WLAN 3GPP IP network (e.g. the operator's intranet which allows IMS access):

-
Service Authorization for 3GPP services shall occur after successful Authentication.

-
It shall be possible to use Service Based Policy Control.

-
Access to 3GPP PS based services shall be provided via WLAN. The interworking architecture shall provide IP connectivity to be able to support all 3GPP PS based services. 3GPP PS based services which use more than IP connectivity (e.g. SMS, MMS, MBMS) could require additional entities and interfaces not specified in this document.

-
Quality of Service shall be supported when accessing these services via WLAN, although some limitations may exist because of the WLAN AN.

-
A combined access capable user with the subscription for both services should be able to choose between "WLAN Direct IP Access only" or "WLAN 3GPP IP Access".

The WLAN UE shall be able to detect if a 3GPP–WLAN does not support access to 3GPP PS based services.

-
Data flows must be able to be routed to the HPLMN or the VPLMN, e.g. according to subscription. The enforcement of this routing shall not rely on the WLAN UE client.

NOTE:
This routing enforcement may require additional functionality in the WLAN AN

-
End to End Authentication: WLAN Authentication signaling is executed between WLAN UE and 3GPP AAA Server for the purpose of authenticating the end-user and authorizing the access to the WLAN and 3GPP network. Details of End-to-End Authentication is covered in TS 33.234 [14].
-
Service Selection and Authorisation: The solution shall include means for securely delivering service selection information from the WLAN UE to the 3GPP AAA Server in the Home Network. If a user chooses to access the Internet directly using the local IP network, no service selection information is passed to the PLMN. In all other cases, where WLAN 3GPP IP Access is desired, the service selection information shall contain the name of the W-APN to which access is requested. The 3GPP AAA Server in the Home network shall verify the users subscription to the indicated W-APN against the subscriber profile retrieved from HSS. The 3GPP AAA Server selects a W-APN based on the requested W-APN and on the user's subscription/local policy.

-
The service request shall be indicated by a tunnel establishment request from the WLAN UE to the PDG. The PDG shall then seek authentication/authorisation from the 3GPP AAA Proxy or Server in the same network.

-
The results of the authorisation decision shall be communicated to the Visited Network. All subscription-based authorisation decisions are made in the Home network.

-
In the case of a request for access to services provided in the Visited Network, the 3GPP AAA Proxy shall also authorise access based on local policy.

**** End of 3rd set of changes ****
**** Start 4th set of changes ****
7.9.3 Use of DNS

Operators may restrict the propagation of DNS information used for the above mechanism to DNS servers controlled by the PLMNs and to DNS servers available only to authorised 3GPP WLAN UEs (i.e. those WLAN UEs which have successfully connected to a 3GPP Interworking WLAN). It is an operators’ decision whether such propagation of this DNS information is restricted or not.
It shall be possible to configure multiple PDG addresses against a single FQDN in a manner which allows the load to be shared across these PDGs.
 It shall be possible to configure IPv4 and IPv6 addresses against a single FQDN and to return these addresses together to the WLAN UE. See 3GPP TS 23.003 [5] for more information on PDG addressing (W‑APNs).

**** End of changes ****
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