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1. Overall Description:

CT1 has been developing a solution to implement the talker priority feature of VGCS in the case of the Shared Channel option being used in the implementation. This solution also needs to take account of security implications in the case of a Data Confidentiality (ciphering) being used on a group call.
The attached CR shows the mechanism being proposed. A 32 bit Identification Value provided by the BSS which is known only to mobiles within the ciphered group call must be supplied back to the network when making a priority talker request, emergency indication or emergency reset. This ensures that the validity of mobiles making these requests can be checked. Once a correct Identification Value has been received the BSS invalidates the old Identification Value and provides a new Identification Value.
During the discussion in CT1 a minor flaw in this mechanism was discovered involving transition from one BSS to another. Consider a mobile that receives an Identification Value from one BSS and then moves to a new BSS. In the short period before it gets the new Identification Value from the new BSS the mobile may initiate a talker request using the old Identification Value. As this Identification Value is not correct for the new BSS the talker request will be denied. However the Identification Value is not invalidated in the old BSS. The talker request sent to the new BSS will make the old Identification Value available in-clear on the radio where it could be intercepted by a listening attacker. The attacker may then use this old Identification Value to initiate a talker request on the old BSS. This request will be allowed and the current talker may be wrongly pre-empted from the uplink or the call may erroneously be put into emergency condition without a talker since the attacking mobile would not be able to join the call. 
It was noted in CT1 that this flaw was difficult to exploit in practice as it required a mobile already involved in a group call to perform a transition to a new BSS area and almost simultaneously initiate a talker request. It also required carefully coordinated actions by the listener to intercept this request and reuse the Identification Value in the old BSS area. Though the attacker would be able to request the floor and pre-empt the current talker, he would not be able to finally join the group call. The use of the old identification value would cause it to be changed and thus the attacker would have to wait for the conditions described above to reoccur before he could repeat the attack.
2. Actions:

To SA 3 group.

ACTION: CT1 asks SA3 to consider this proposal and comment on:

1) Do they see the problem described above as serious enough to require a different technical solution?

2) Are they overall satisfied with the security implications of this proposal?
3. Date of Next CT1 Meeting:

CT1 Meeting #40 
31 Oct – 4 Nov 2005
Berlin, Germany.

