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***BEGIN CHANGE***
4.3.3
SSO scenario: ID-FF with <AuthnResponse> transfer

In this scenario the UE is not LAP aware. All protocol elements are taken from within ID Federation Framework [7]. 

1.
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. 

2.
On receipt of the HTTP request from UE, the SP obtains the identity provider and sends a redirect HTTP Response with <AuthnRequest> to UE. The means by which the identity provider address is obtained is implementation-dependent and up to the service provider.

3.
The UE in turn contacts the IdP under the URL given in Location header field and the UE must access the NAF/IdP URL with the an HTTP Request with <lib:AuthnRequest> information [12].
If a bootstrapped security association between UE and IdP exists, then UE and IdP/NAF share the keys to protect reference point Ua and  the UE possesses all necessary data to perform HTTP Digest Authentication from previous messages. In this case step 3 is combined with the request in step 5, and step 4 is omitted.
4. As the IdP is collocated with the NAF, the HTTP Digest authentication is conducted in the accordance to 3GPP TS 33.222 [2] and a HTTP response with Unauthorized status and WWW-Authenticate header field is sent to the UE. The method and details of this authentication are defined by TS 33.222 [2] and not in [7].

If the UE does not contain a valid bootstrapping session or the freshness of the key material is not sufficient for the IdP, then the UE will execute a new bootstrapping procedure with the BSF. This is transparent to the SP.

5. The UE returns the Authorization data, using the B-TID as a username and the Ks_(ext)_NAF as password to the IdP.  The UE may include further LAP related user data.

If the IdP is collocated with the NAF, then this happens as outlined in TS33.222 [2]. The USS might contain Liberty specific information.

Editor’s note: It is for further study, if the authentication of UE to BSF in case of BSF/IdP needs to be studied further. 
6. The <lib:AuthnRequest> is processed. The IdP responds with an <lib:AuthnResponse> in the HTTP Response redirect URL [12]. The IdP may include further LAP related data.


7.
The UE contacts the SP again using this URL and HTTP Request with <lib:AuthnResponse>.

8.
The SP answers with a HTTP Response.
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Figure 4.3-1: Message flow for SSO with <AuthnResponse> and usage of GBA

Editor’s note:
If necessary, use cases and/or profiles for authentication schemes according to sections 5.3 and 5.4 of TS33.222 [2].

NOTE:
As the IdP is collocated with the NAF i.e. Ua is chosen for authentication as outlined in TS33.222 [2], then each request over Ua is authenticated by itself, as each request carries the full Authorization Header. There is no difference between first request and follow-up requests. 

Editor’s note: 
Definition if LAP re-authentication within key lifetime is satisfied by standard Ua procedure (liveliness of user, e.g. digest provided with every http request over Ua in case of 33.222) or a bootstrapping renegotiation indication to UE (new AKA run) is required. Discussion of POST-based variant (instead of query-string based variant), compatibility with existing Ua specifications.

4.3.4
SSO scenario: ID-FF with artifact transfer

This scenario is similar to the scenario given in section 4.3.3, with the extension that the service provider is able to contact the IdP directly. 

The IdP must support an additional interface to SP, to allow the SP retrieval of the authentication assertion. This interface is not completely separated from GBA, as this authentication information may include GBA related information, e.g. user identity, pseudonym and further information from GUSS, restrictions based on GBA, etc. 

Editor’s note: 
Details of further GBA related information relevant to artifact transfer is ffs.

1.
The UE contacts the SP to gain access to a service provided by the SP by sending an HTTP Request. 

2.
On receipt of the HTTP request from UE, the SP obtains the identity provider and sends a redirect HTTP Response with <AuthnRequest> to UE. The means by which the identity provider address is obtained is implementation-dependent and up to the service provider.

3.
The UE in turn contacts the IdP under the URL given in Location header field and the UE must access the NAF/IdP URL with the an HTTP Request with <lib:AuthnRequest> information [12].
If a bootstrapped security association between UE and IdP/NAF exists, then UE and IdP/NAF share the keys to protect reference point Ua and  the UE possesses all necessary data to perform HTTP Digest Authentication from previous messages. In this case step 3 is combined with the request in step 5, and step 4 is omitted.
4. If the UE is not yet authenticated with the IdP, then the authentication has to take place here, as defined in TS33.222 [2]. The method and details of this authentication are not defined by Liberty Alliance in [7].  The IdP sends a HTTP response with Unauthorized status to the UE as defined in TS33.222 [2]. 

If there is no valid NAF specific key material in the NAF, or the freshness of the key material is not to the satisfaction of the NAF or SP, then the bootstrapping procedure has to be performed as defined in TS33.220 [1]. This is transparent to the SP.

5. The UE answers with a HTTP GET request with Authorization header field containing as a username the B-TID and as a password the Ks_(ext)_NAF. The UE may include further LAP related user data.

The IdP/NAF can request the credentials and related material, if it does not have it stored already. The received USS may contain further Liberty specific information.

6.
The IdP responds with a SAML artifact in the HTTP Response redirect URL [12]. The IdP may include further LAP related data.

7.
The UE contacts the SP again using this URL and HTTP Request with the SAML artifact. 

8.
The SP sends an HTTP Request with the SAML artifact to the IdP. The request contains a <samlp:Request> SOAP Request message to the identity provider’s SOAP endpoint, requesting the assertion by providing the SAML assertion artifact in the <sampl:AssertionArtifact> element as specified in [12]

9.
The IdP can now construct or find the requested assertion and responds with a <samlp:Response> SOAP Response message with the requested <saml:Assertion> or an status code as defined [13]. The IdP sends the authentication assertion that corresponds to the artifact.

10.
The SP processes the SOAP message with the <saml:Assertion> returned in the <samlp:Response>, verifies the signature on the <saml:Assertion> and processes the message as defined in [12] and then answers with a HTTP Response.

The SAML authentication assertion should have a lifetime equal to or less than the B-TID. The assertion should be stored together with the B-TID in the table described in sections 4.3.1 and 4.3.2.
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Figure 4.3-2: Message flow for SSO with Artifact transfer and usage of GBA
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