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1
Opening of the meeting

The SA WG3 Chairman, Mr. V. Niemi opened the meeting which was hosted by ********* in Portorož, Slovenia..
2
Agreement of the agenda and meeting objectives

TD S3‑050484 Draft Agenda for SA WG3 meeting #40. This was introduced by  the SA WG3 Chairman and was reviewed. The objectives for the meeting were also introduced as follows:
The draft agenda was then approved.

2.1
3GPP IPR Declaration

The SA WG3 Chairman reminded delegates of their companies' obligations under their SDO's IPR policies:

IPR Declaration:
The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Statement and the Licensing declaration forms (http://webapp.etsi.org/ipr/).

3
Assignment of input documents

The documents available at the beginning of the meeting were allocated to their appropriate agenda items, which is reflected in the document list.

4
Meeting reports

4.1
Approval of the report of SA3#40
TD S3‑050485 contained the Draft Report of SA WG3 meeting #39.
There were some comments on this particularly on the issue of working assumptions. Notwithstanding all the comments, the chairman indicated that a target is to get a working assumption at this meeting. 

It was revised to TD S3-050601 which was approved.
AP 39.01
MCC to find a TS number for the TS on TCAP user security specification based on TS 33.200 in S3-050465.


Done; TS number was 33.204. Action Closed. 

AP 39.02
Stefan Schroeder to co-ordinate an offline discussion regarding S3-050422 and determine an answer to be provided in S3-050467 over email if necessary.


Done; See 596, etc.. Action Closed. 

AP 39.03
Colin Blanchard to co-ordinate the work on the use of accounting messages based on TD S3-050360, TD S3-050368 and TD S3-050369 and in response to TD S3-050358.


Done; See 509 and 510. Action Closed. 

AP 39.04
MCC to report the approval of S1-050479 to CT1 and CT4.


Done; email sent on 1/07/05. Action Closed. 

CT1

C1-050916
Ks_int_NAF usage CR, 24.109-020r1UICC, ME, HTTPS are abreviations that are not introduced in the main specification. The CR contains the parent SA3 WI code.

REVISED TO C1-051146 which is AGREED without the presentation

CT4

C4-051082
29.109-019 ,Rel-7; Key indication in USS, Siemens is concerned if this causes Network compatibility problems if "keyindication" is sent to Rel-6 network. 


Revised to C4-051225 29.109-019r1 ,Rel-7; Key indication in USS - Agreed

AP 39.05
Dajiang Zhang to check what are the necessary changes to 33.234 that were referred-to in S3-050470.


Done; See TD S3-050566 in section 7.10. Action Closed. 

AP 39.06
Bengt to contact the IETF dependency list co-ordinator and to inform them of the change in S3-050469.


Done; The contact has been made but a new dependancy list has not been seen. Action Closed. 

4.2
Report from SA#27
TD S3‑050323 Report from SA#28 plenary. This was introduced by the SA WG3 Chairman and had been sent to the SA WG3 e-mail list after TSG SA meeting #28 and it was presented to SA3 #39. The report was noted once more.
5
Reports and Liaisons from other groups

5.1
3GPP working groups

 TD S3-050577 contained a reply liaison statement on security requirements for voice call continuity from SA1. In answer the question “Does VCC include handover of GSM subscribers with SIM cards to IMS?” SA1 is informing SA3 that there is no intention to allow access to IMS based on SIM cards.
This answer is not a big surprise. The document was noted.
TD S3-050582 contained a liaison statement on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution from the SA2/RAN2/RAN3 joint meeting on LTE/SAE. SA2 and the RAN Working Groups are currently working on the RAN-CN functional split for LTE/SAE. As part of this work, this joint meeting would like SA3 to check their understanding of the existing security requirements, and, to request SA3 to inform them of any future security requirements that are foreseen for LTE/SAE.  There are a number of questions in the liaison statement for SA3.
It was commented that there appear to be a number of assumptions on how security will be applied. Answers to the questions cannot be defined until the latest view of the architecture is defined. It was commented that the reason for this approach is because the architecture has not been defined yet, and this liaison statement resulted to try and define which is the most appropriate architecture. 
Nonetheless, it was noted that if some conditional answers can be made, then this would be valuable to SA2 and allow the work to progress. However, some strong reservations need to be put in any reply; SA3 reserve the right to change the answer if the architecture changes from what subsequently happens with the architecture. 
An evening session was held and TD S3-050602 was allocated for a response liaison statement. It was agreed to send this liaison statement. 
TD S3-050615 contained a liaison statement on support of IMS emergency sessions. It was decided that an email discussion should be held to find out what work SA3 should or could do on the subject. 

AP 40.04
Tiina Koskinen to lead an email discussion held to find out what work SA3 should or could do on the subject in S3-050615.

5.2
IETF

No report was given from IETF.
5.3
ETSI SAGE

TD S3-050579 contained a report from ETSI Sage. 
ETSI SAGE project team STF 278 has produced draft specifications for UEA2 and UIA2 According to the project plan and the SA3 decisions at SA3 meetings #38 and #39 they are now going for public evaluation. This will be performed by two contracted academic teams. Evaluation is of course also open to all SA3 members and interested parties. The period for external evaluation of the algorithms is 1st September - 30th October, so anything received after the end of October may be too late.
It was noted that the UEA2 and UIA2 have a different structure than Kasumi so that a potential break in Kasumi need not lead to the cracking of UEA2 and UIA2. Based on this, it was noted that the evaluation period is short. However, it was also noted that UEA2 and UIA2 are based on SNOW, which has been available for some time. Still it was questioned why this is being rushed. It was answered that there is a paid analysis and there is a time limit on this hence the deadline. Also, the intention of the UEA2 and UIA2 is to replace Kasumi if Kasumi should be broken.

However, the public evaluation (public scrutiny) is being based on voluntary contributions and it was asked if the period could be extended to allow for public comments. 
A counter proposal was that the existing schedule should be kept in order to allow UEA2 and UIA2 to be frozen and be part of Rel-7 as a candidate for early implmentation. This would allow for mobile manufacturers to implment UEA2 and UIA2 in the mobiles early; something that will not happen unless the algorithms are frozen and mobile manufacturers gets some assurance that it will not change. Of course, it is SA that decides if this is for early implementation although only on the advice of SA3.
The chairman commented that some extra time could be given in order to allow for comments from voluntary evaluators. The chairman asked if SAGE could wait a little longer. If an error is found, then SAGE is the best group to evaluate any comments. 

It was decided to targetting the delivery of the final specifications as a normal part of Rel-7. This will give some extra time to voluntary evaluations. 
Another question was if the paid for evaluations will be made public. It was answered that there will be a report from SAGE on its work and this will contain information on the evaluations of its work.
5.4
GSMA

There were no items to report, there having been no SG meeting since the last SA3. 

-
The next meeting is 20/1 in London at the GSMA. 

-
A note has been prepared for all GSMA members on the subject of algorithms and changing from A5/2, as well as authentication algorithms and general network security. 

5.5
3GPP2

The report of 3GPP2 security work was provided by Anand Palanigounder.
5.6
OMA

James Semple (Qualcomm) gave a report about OMA SEC activities at the last OMA Security meeting. 

22 – 25th August in Montreal
5.7
TR-45 AHAG

There was no report from AHAG.
5.8
TCG

There was no report from TCG.
5.9
Other groups

There were no other groups. 
6
Joint sessions

6.1
Joint session with TISPAN WG 7 on Wednesday 14th
TD S3-050581 contained a draft agenda for the joint WG7/SA3 meeting: from TISPAN WG7/SA3 Chairs. This was provided in a revised form as 08TD208r2. It was noted
TD S3-050514 contained an overview presentation of ETSI TISPAN WI 07017/Draft ETSI TS 187 003 – NGN R1 Security Architecture from Rapporteur. This was revised prior to the meeting to TD S3-050641 (08TD159r2). It was noted. On slide 21 it was noted that there is some work ongoing in OMA on single sign-on. This will be communicated to TISPAN WG7. 
TD S3-050515 contained a document on a proposed work split between ETSI TISPAN WG 7 and 3GPP SA3 from WG 7 Vice Chair. This contribution updates the work split that was first suggested and presented at the TISPAN-3GPP workshop (Washington March 2005). The purpose of this contribution is to embrace, confirm and agree to the work split among the security experts. The contribution is targeted for the joint WG 7/ SA3 meeting. This was revised to TD S3-050642 (08TD186r1) prior to presentation in SA3. It was noted that the star indicated that it was TISPAN unless the 3GPP-IMS core specifications were affected. 
TD S3-050585 contained a CR to 33.210 on Extension of scope to encompass TISPAN NGN from Telenor, Cadzow Communications and Siemens (08TD076r1). 
It was noted that this is the start of the joint working process and so some discussion was held on how the work on 22.210 will work between SA3 and TISPAN WG7. It was decided that whenever a CR is produced on a TS that has been endorsed by TISPAN, these changes will be sent to TISPAN as soon as possible. It was noted that the CRs need to be sent after the SA3 meeting in order to allow comments prior to the SA plenary. Of course, if the CR is changes at SA, then this needs to be communicated to TISPAN WG7 also. 
This is probably best done between technical officers in ETSI and MCC. A person will be nominated in TISPAN and the MCC contact will be the SA3 Secretary. 
Another point was the timing. It was asked if there could be a set time for comments from TISPAN WG7. This was requested to allow work to continue in a reasonable time. It was understood that all CRs will be put forward to SA and if there are comments from TISPAN WG7 then these will be sent to SA along with the CR. But in all cases, it was asked if the comments could be made available prior to the next meeting of SA3. 
It was also agreed that any changes required by TISPAN WG7 would be sent to SA3 for consideration. If there is a problem then a dialogue would continue to solve the problem. If not then they would go to SA for approval. The results therein will be reported back to TISPAN.
Back to the CR, it was commented that the changes tend to imply that UMTS and TISPAN NGN core networks and planes are the same. This was fixed. However, it was commented that this could well be done for other technologies later and it was asked if some generic term could be used. Furthermore, there are elements to this TS that are UMTS specific and it was wondered if this a little premature in light of the whole TS; i.e. that this change may not be detailed enough. The answer to this was that the intention was to make as little change to the TS as possible. 

Another point was that there could be some problems regarding adding a reference to individual standards organisations in 3GPP. This may need some review. 

It was revised to TD S3-050643 (08TD076r2). The delegates were invited to send some comments to this document at the next SA3. In the meantime, the CR was noted although the spirit was accepted. 
TD S3-050586 contained a CR to 33.203 on the extension of scope to encompass TISPAN NGN by addition of normative annex from STF280 (08TD078r2). There were some revisions bring this to 08TD078r3. It was noted that the concept for a soft ISIM has been removed and it was questioned where the soft ISIM will be documented. The answer was that this would be discussed in TISPAN, but that it was understood there is no longer any requirement for a non UICC based solution. 
Another question was whether this is a normative annex or informative; i.e. in order to comply with this TS does the annex have to be supported. The answer is no. If the TISPAN difference is supported, then of course it is normative.
It was revised to TD S3-050644 (08TD078r4). The delegates were invited to send some comments to this document at the next SA3. In the meantime, the CR was noted although the spirit was accepted. 
TD S3-050645 (Based on 08TD 330, 08TD 331 and 08TD 255) contained a presentation on a proposal bundled access to IMS. There would appear to be two solutions; a standalone TISPAN document for this or a new work item in SA3 to implement this as part of early IMS security solutions. If the latter is taken, then it needs to be as close as possible to that of SA3. It was suggested that this should be taken back to TISPAN for some work to be done on it and then to bring it back to SA3 for the decision of if, and how, it could be included into 3GPP TSs. There is a timelimit for this which implies work is done and is ready for SA3 in January. 
Whilst it has not yet been decided, the joint meeting was leaning to the solution that the specification is in the 3GPP side. Of course, there was an argument that 3GPP does not really accept a solution that does not involve a UICC. Of course, in the bundled authentication solution there is one solution that uses a UA-SIM. However, there are solutions that do not use a UICC or equivalent. 

If it is decided to do this in 3GPP, then the decision still needs to be made where to put it in 3GPP TSs. It was decided to do this first in TISPAN WG7 until October and then report back to SA3.
The document was noted. 
TD S3-050533 contained a CR to 33.203 on Enabling NAT traversal for signaling messages in the IMS access security framework from Siemens. It was taken in the joint session with a presentation in TD S3-050569. It was noted that the comparison with TLS is correct, but there are still some interoperability problems. However, by putting this into the standard is a way of overcoming this problem.
TD S3-050539 contained a document on Improved_IMS_AKA_for_IPSec_Traversal_NAT from Huawei. It’s suggested that the improved IMS AKA for IPSec Traversal is adopted. If so, one CR will be provided in the next SA3 meeting.

It was asked if there are any changes to the UE in the Siemens approach. The answer was yes. It was considered whether some comments should be obtained between the Siemens/Huawei approach and the Ericsson approach before discussing the differences between the Siemens and Huawei solutions. It should be noted that the Huawei document has been seen by TISPAN, and the result was to leave it to SA3 to decide. Based on this, TISPAN is not really ready to compare the approaches. Later in the SA3 session, it was agreed that this will be added to the TR on IMS Enhancements (33.802) S3-050646. 
TD S3-050571 contained a document on IMS AKA asserted TLS (I-TLS) based IMS security solution from Ericsson, Lucent, Nokia, Nortel. In SA3#39 TLS based IMS access security solutions were proposed in [S3-050407]. One TLS solution was based on traditional TLS [RC2246] (i.e. certificate based server authentication and shared key based client authentication) and the other solution was based on PSK TLS [PSKTLS]. This contribution further elaborates on both of the proposals. A presentation of this document was provided in TD S3-050635.
It was noted that both solutions in this document employ certificate certification and so it was asked how this is done. Leading on from this it was asked how the private/public key management was handled. It was answered that the keys are symmetric and so it is not needed. 

Next, TD S3-050570 was taken, which contained an Analysis of Enhanced 3GPP R5/6 Access Security Mechanism from Ericsson, Lucent, Nokia. This analysis focus on four aspects of the E3G-ASM: Implementation (and upgrades), Co-existence with other applications, Immaturity of Standard and NAT compatibility problems.

On section 2.1 it was commented that the picture appears to make the changes for UDP encapsulations more severe than they actually are.
So, there are esentially three solutions; UDP encapsulations and IPSec solution, TLS solution and Generic Access proposal. It was noted that both proposals employ a “keep alive” element which is inefficient in terms of battery life.
It was proposed to have a working assumption that the decision will be made between TLS and UDP encapulation. These are the preferred solutions and if anyone brings a new solution to the table, then the author needs to prove it is better than both of these. The question is if TISPAN WG7 can accept the decision of SA3.

In the meantime, TISPAN will look at the “Bundled Thing” for release 1 and SA3 can concentrate on a decision bewteen TLS and UDP encapulation. Because of this, the timescales for the SA3 decision can be relaxed a little and this could be communicated to SA if it is noticed that we are late. This noted, it was pointed out that TISPAN has not yet defined what is contained in release 2. 

It was noted after discussion. 

TD S3-050583 contained a presentation on ETSI TISPAN WG 7 Endorsement strategy from Scott Cadzow (08TD074). This was embedded as part of TD S3-050642 (08TD186r1).

TD S3-050548 contained a document on IMS-NASS bundled authentication from Nokia. TD S3-050576 contained a new proposal for bundled access to IMS from France Telecom. These were discussed in TISPAN WG7 and were combined into the TISPAN doc 08TD255. The documents were noted and the result of this was presented to the joint meeting in TD S3-050645.
TD S3-050490 contained a liaison statement with documents for TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia from ETSI TISPAN WG7. It was agreed that TISPAN WG7 would make the NGN Release 1 security deliverables available to SA3 at least 4 weeks prior to the joint meeting. The following draft documents are attached for SA3's information. The documents contained in the pack were:

-
Draft Agenda for the joint meeting  

-
TISPAN NGN Release 1 Security Requirements  

-
TISPAN security architecture   

-
Threat Vulnerability and Risk Analysis (TVRA)  

-
Endorsement plan for 3GPP SA3 specifications relevant for TISPAN NGN Release 1 and   

-
pseudo CR’s to these specifications as proposed by WG7. 

(The final pseudo CR’s will be made available by the deadline for the joint meeting 5th September)  

The document was noted with the comment that some of these documents have been updated since the document was made available. It was noted. 

TD S3-050501 contained an end-to-end approach for IMS media plane protection from Vodafone. The current IMS security architecture in TS 33.203 [33203] only protects the IMS control plane – media plane protection relies on the underlying bearer network security mechanisms. For IMS access over GERAN or UTRAN access networks this is sufficient since the respective GERAN and UTRAN access security mechanisms provide a good level of security. However, for IMS access over fixed broadband, and IMS access over WLAN, it may not be sufficient to rely on the security of the underlying bearer network. 

In the case of IMS access over fixed broadband, the need for separate IMS media plane protection has already been acknowledged in an LS from ETSI TISPAN NGN [S3-050232] and in the approved work item on Security Enhancements for Fixed Broadband Access to IMS [SP-050395]. In the WLAN case, the IMS media plane could be protected by the WLAN 3GPP IP Access (scenario 3) security mechanism [33234]. However, it would also be desirable to be able to offer IMS access over WLAN Direct IP access (scenario 2). For WLAN Direct IP Access, encryption of the WLAN access link may not be provided, or if it is provided, it is only applied between the UE and the AP, which means that user traffic is exposed to the WLAN AN operator.  

TD S3-050541 contained a proposal for IMS media plane protection from Huawei. Within the current IMS framework, there are still no security solutions which are endorsed for media plane protection, though certain security models and corresponding security procedures have been established for signaling protection in the control plane in both the IMS access domain and the IMS network domain. Actually this requirement is necessary, especially in the fixed access network. This contribution provides two possible approaches for media plane protection. One is an end-to-end approach for IMS media protection, the other is a non-end-to-end approach for IMS media protection.

Documents S3-050501 and S3-050541 were discussed together. TISPAN WG7 were asked for comments on this. It was answered that this has been discussed in TISPAN WG7 at the beginning of Release 1. Nothing was decided regarding solutions, but it was found out that there was no requirement for media protection in Release 1. It is not known at this time whether this will be in Release 2 at this time, though the likelyhood is high. Another comment was that there probably would not be a requirement for this.  On LI, if the keys are available then there is a liability to hand them over to the authorities. This is the same for signalling. What the authorities are going to do with it is up to them. It would be better to send this issue to TC LI and SA3-LI

Comments were invited to TD S3-050501 and TD S3-050541. In the meantime, both documents were noted. 
TD S3-050502 contained a presentation by SA3 on their view on IMS security enhancements for R7 from Rapporteur. This was presented to TISPAN WG7 for information. It was noted in SA3. 

TD S3-050527 contained the 3GPP Security Overview Presentation by SA3 to TISPAN WG7 from SA3 Vice-Chairman covering I-WLAN, GAA and MBMS.

It was noted that there is a requirement in TISPAN regarding supplementary services and there is a solution already provided in SA3 on slide 17. Also, on slide 10 it was asked if SA3 are considering gateways; the answer was that so far this is not being considered.  It was presented and discussed. No further action.
TD S3-050584 contained a CR to 33210 to align terminology with TISPAN NGN from Telenor and Cadzow Communications Consulting Ltd. (08TD075r1). It was withdrawn from the joint meeting. 

6.1.1
Presentation by TISPAN on their security Architecture and the list of 3GPP SA3 specifications that WG7 intend to endorse for NGN Release 1 

6.1.2
Presentation by SA3 on their view on IMS security enhancements for 3GPP Release 7

6.1.3
Handing contributions; IMS signalling protection solution that traverse NA(P)T and firewall devices in the customer environment; Pseudo CR to 33.203

6.1.4
Overview of the TISPAN plans for security of future TISPAN releases (beyond NGN R1)

6.1.5
Overview presentation by SA3 on other work that may be relevant to TISPAN e.g. WLAN interworking, GAA, Trust requirements for open platforms, MBMS

6.1.6
Plans for follow up etc.

It was considered that this meeting was very useful and that a follow-up meeting would be useful. Sometime just after release 1 would be useful. 

7
 Work areas

7.1 
IMS

7.1.1 
TS 33.203 issues

TD S3-050595 contained a liaison statement on TLS security requirements when incorporating draft-ietf-sip-history in the specification from CT1. In support of the FBI work item, and in order to support flexible mechanisms for support of IMS AS in providing other services, 3GPP CT1 has agreed to support draft-ietf-sip-history-info-06.txt: "An Extension to the Session Initiation Protocol for Request History Information". CT1 is asking 3GPP SA3 to provide guidance from 3GPP SA3 on how such a requirement to use TLS should be treated in 3GPP IMS implementations.
It was noted that for UDP this cannot be done, and for TCP, the lack of TLS in the UE means that it is not useful to support this history information at all. However, there may be a solution if someone can come up with one. An evening session was held on this document. This is for Rel-7, though, and so the door could be kept open on this issue (Anand). It was commented that the headers need to be protected. 
A response liaison statement was provided in TD S3-050603. It was agreed to send this liaison statement. 
TD S3-050534 contained CR to 33.203 on correction of handling of IMPUs by the P-CSCF, Rel5 from Siemens. The release 6 CR was provided in document TD S3-050535. The current text says that the P-CSCF perform a certain check on the IMPU sent by the UE and discard the message if this check fails, which is incorrect.

TD S3-050534 was revised to TD S3-050604 and TD S3-050535 was revised to TD S3-050605. 
They were revised to TD S3-050671 and TD S3-050672 agreed to be sent to SA for approval as CRs 085r1 and CR 086r1.
TD S3-050503 contained a CR to 33.203 on Correction of an Inconsistency Between Annex H and RFC3329 from Motorola. The inconsistency between Annex H and RFC3329 creates confusion. Also the date of the RFC reference is incorrect. It was commented that the change is needed, but maybe with some re-wording. It was revised to TD S3-050607 and it was agreed to be sent to SA for approval as CR 087.
It was asked if aes-cbc had been registered with IANA. It was not known at the meeting and so an action point was issued. 

AP 40.01
Regarding document S3-050503, Bengt Sahlin to find out if this extension of aes-cbc is registered with IANA. 
TD S3-050571 contained a document on IMS AKA asserted TLS (I-TLS) based IMS security solution from Ericsson, Lucent, Nokia, Nortel. In SA3#39 TLS based IMS access security solutions were proposed in [S3-050407]. One TLS solution was based on traditional TLS [RC2246] (i.e. certificate based server authentication and shared key based client authentication) and the other solution was based on PSK TLS [PSKTLS]. This contribution further elaborates on both of the proposals. This contribution demonstrated how certificate based TLS or PSK TLS can be used with IMS AKA to provide a signalling protection solution for IMS that works with NATs. Especially, it was shown that concerns related to the use of certificates with TLS, e.g. certificate revocation, can be solved by using IMS AKA based tokens. The TLS solutions are interoperable with Rel-5/6 IMS solution by providing a fallback mechanism. TLS has many benefits, including easy deployment due to proven and mature technology, and does not require changes to operating systems in PC environment. Therefore it is proposed that TLS is adopted as signalling protection solution for enhanced IMS access security.

It was asked, since this is a significant change, why GBA was not used? It was answered that using GBA would require the operator to introduce the GBA infrastructure and this solution does not require these elements. A similar comment was that GBA was introduced for such new applications. It was further answered that there was an understanding GBA was really for applications that introduce a new domain, whereas this does not. 

It was noted that if the UDP route is taken, then does this rule out the TLS solution in S3-050571? It was decided to take this discussion in the joint session and to do this TD S3-050635 contained a presenation of S3-050571 in order to save time. It was shortlisted as a candidate.
TD S3-050482 contained a Proposed Structure for Feasibility Study on IMS Security Extensions from Ericsson. This was revised to TD S3-050646 which was noted as the basis for future contributions. 
TD S3-050533 contained a CR to 33.203 on Enabling NAT traversal for signaling messages in the IMS access security framework from Siemens. It was taken in the joint session. It was shortlisted as a candidate.
TD S3-050569 contained presentation of S3-050533 on Enabling NAT traversal from Siemens. It was taken in the joint session. 
TD S3-050540 contained a proposal for IMS AKA and GBA combination in IMS network from Huawei. The IMS AKA is used in 3GPP Release 5 and Release 6. There is also a lot of discussion on how the GBA is used for IMS signalling protection. And the related discussion is raised often. The typical information can refer the S3-050243 and S3-050244 document. Actually the IMS AKA and GBA have an advantage respective for authentication and key agreement. This contribution suggests that the IMS AKA and GBA combine to form a unified protocol for authentication and key agreement. Perhaps the advantage of each can be incorporated. 

The result of TISPAN was that it should be dealt with in SA3. It was noted that should GBA been available when IMS was first available this would have been useful. However, now with the work already done, this would appear to be a bit late and could cause some backwards compatibilty. It was commented that the opening of the HSS for this is a dangerous thing to do. It was noted. It may be an additional mechanism but the benefits of offering this should be more clearly defined. 
7.1.2 
Sec for early IMS

TD S3-050531 contained a CR to 33.978 to correct figure 1 from Nortel and Siemens. The Cx-SAA command in figure 1 contains an IP address, which is incorrect. It was revised to TD S3-050609 and it was agreed to be sent to SA for approval as CR 004.

TD S3-050532 contained a CR to 33.978 with a correction of handling of IP addresses by the S-CSCF at de-registration from Siemens. The current text does not explicitly say that the S-CSCF shall delete a user’s IP address at de-registration. It also makes an unnecessary distinction between initial and other REGISTER requests. It was asked what the S-CSCF should keep if only the IP address is deleted. It was answered that it is stated elsewhere that all information is deleted. This begs the question why this duplicated requirement is made if the information is delted elsewhere. It was answered that it is not indicated in this TR, but that in this document implies that an IP address is stored and this is not the case. 
It was revised to TD S3-050610 and it was agreed to be sent to SA for approval as CR 005.
TD S3-050508 contained a discussion document on interworking between UE and S-CSCF from Huawei. At the last SA3 meeting in Montreal, Huwei provided S3-050394 to introduce the method on how to Interworking between UE and S-CSCF. The proposal is that the authentication method can be judged from service capability information coming from HSS. One question remains and that is whether the authentication method which user chooses can be determined directly from the SIP message, and which way to select the correct S-CSCF. This document gives analysis of reason why the authentication method user used can only be judged from HSS response. 

It was commented that this change is not needed as the existing solution in 29.228 is flexible enough and can be used. It was answered that what this CR does is describe how the existing features/mechanism can be implemented; this is something that is not defined elsewhere. There are also the user of the word “shall” in the text and these requirements should not be in a TR. Rather, the text should be descriptive. 

After some checking it is stated in 29.228 that mandatory and optional capability fields. Each mandatory capability shall be allocated a unique value, but that it is an operator issue. Hence, it is possible an explanatory note is sufficient. 
A revision was provided in TD S3-050611. It was revised to TD S3-050667 and it was agreed to be sent to SA for approval as CR 007.
TD S3-050504 contained Solutions based on Cseq header for handling S-CSCF re-selection in early IMS from Huawei. At the last SA3 meeting in Montreal, Huawei provided S3-050395 to solve the issue about S-CSCF re-selection. The method is based on “Cseq” header. No decision was made at that time, but in the meantime, some other possible solutions which are based on “Contact header” have been found. In this contribution these solutions are analysed, and it is hoped that this can enable SA3 to find the best one to solve the issue mentioned in S3-050395. The document also contained a liaison statement. 
The Vodafone delegate commented that it was understood the Cseq proposal was discussed at the last meeting, and it was identified that a network based solution would be beneficial. However, nothing has been found at this time. There is a down side that the implementation in the handset is a little more complex. This was made in light of TDs S3-050495, S3-050496 and TD S3-050497, which were provided to put another solution on the table.
There was a comment that the points made in TD S3-050495, which contained a document on solutions based on contact header for handling S-CSCF re-selection in early IMS from Vodafone, are still valid. An external session was planned to deal with S3-050504, S3-050495, S3-050496 and TD S3-050497.
After the session it was concluded that there is no problem, but that it is worth indicating this to CT1. The liaison statement to CT1 was provided in TD S3-050617. In the process of doing this, it was identified that a CR to 33.978 was required to clarify S-CSCF reselection (S3-050655). It was agreed to send this liaison statement. Later it was agreed to add CT4 in copy. It was revised to TD S3-050668 and it was agreed to send this liaison statement. 
TD S3-050655 contained a CR to 33.978 to clarify S-CSCF reselection. Due to the fact that in early IMS security the P-CSCF does not add the “integrity-protected” parameter to non initial REGISTER messages, the I-CSCF is unable to use this information to distinguish initial and non-initial REGISTER messages. Therefore the S-CSCF reselection procedure described in clause 5.3.1.3 of TS 24.229 cannot be applied correctly.
It was asked how the I-CSCF would know when it is early IMS has been implemented. It was Presence of authorisation header will indicate if early IMS is supported. 

It was agreed to be sent to SA for approval as CR 008. It will also be included in the liaison statement in S3-050617.
TD S3-050496 contained a CR to 33.978 to implement the proposals in TD S3-050495 regarding the handling S-CSCF re-selection using display name in Contact header (R6 CR to TR 33.987) from Vodafone. In a fully compliant IMS network, the "integrity-protected" parameter is used to indicate whether the register message is an initial register message or not. In an early IMS network, the register message will not include that field. This may prevent related functions, such as S-CSCF reassignment.
TD S3-050497 contained also contained a CR to 33.978, but regaring the handling S-CSCF re-selection using a new parameter in Contact header (R6 CR to TR 33.987) from Vodafone. 

TD S3-050498 contained discussion document on need for an early IMS based solution for Ut interface from Vodafone, Huawei. HTTP-based services like OMA XDM (group management) offered over the 3GPP Ut interface are needed to support several IMS-based services. In 3GPP TR 33.987 on early IMS, a note states “it is also possible that solutions similar to early IMS security solution are re-used to protect HTTP traffic”. However, there is no description of how to use the early IMS based solution to protect HTTP traffic. It is believed that it would be very useful to have a solution for Ut interface based on the early IMS security solution. If an early IMS based solution for HTTP services over Ut is needed, then for interoperability reasons it should be standardized. We believe that these changes should be done in Rel-6 to provide a complete solution for IMS security and Ut interface security based on secure IP address binding. This was revised to TD S3-050590 due to the liaison statement from CT4 in TD S3-050592.
TD S3-050590 contained a presentation of the work done by CT4. It was noted in favour of the CR in TD S3-050591
The corresponding CR was provided in TD S3-050499 which contained a Rel-6 CR to TR 33.987 on Ut interface protection from Huawei, Vodafone. This was revised slightly to TD S3-050591 due to an liaison statement from CT4 in TD S3-050592. The change is due to the fact that CT4 added the reservation of the Data Ref Tag for the extension to allow download of IP addresses to TS 29.329 rather than to TS 29.328. Therefore the reference in the paragraph preceeding Table 4 in the TS 33.987 CR needed to be changed. 
It was commented that this is relatively simple to do and would be beneficial. At the last meeting, it was not clear what the impact would have been. Siemens noted if the UE should be affected and this is the case. Of course, a solution without an UE impact may be found which would dissolve the inter-operability issue. The question is do we want it, do we need it and can we solve the UE impact.
TD S3-050591 was revised to TD S3-050612 and it was agreed to be sent to SA for approval as CR 009.
TD S3-050500 contained an addition of reference to early IMS security TR (R6 CR to TS 33.141) from Vodafone, Huawei. A reference to the early IMS security TR should be included in the presence security specification for informative reasons. It was revised to TD S3-050673 and it was agreed to be sent to SA for approval as CR 005. This is conditional on the approval of S3-050612.
TD S3-050537 contained discussion document on the use of IMSI-derived IMPU in Early IMS registration procedures from Nortel. There is a proposal to clarify the use of IMSI-derived IMPU in Early IMS registration procedures. This is subequently implemented in the CR to 33.978 in TD S3-050538. 
It was mentioned that there is a conflict between 23.228 and 24.229. An alternatively approach would be to modify the CR in order to indicate where SA3 deviates from the stage 3. It was clarified that there is a still a conflict between 23.228 and 24.229 which is not relevant to Early IMS.
It was revised to TD S3-050613 and it was agreed to be sent to SA for approval as CR 006.
7.2 
MAP layer (NDS/MAP)

TD S3-050551 contained discussion document with a alarification for TCAP user security routing with SS7-SEG from Nokia. The draft TS TCAP user security specifies security mechanisms and procedures necessary to protect all TCAP user messages, which are sent between different security domains. The complete set of enhancements and extensions to facilitate security protection for the TCAP protocol is covered by transport security in the TCAP protocol itself and the security management procedures. However, the routing principles of the protocol messages are missing. The document contained a draft CR to solve the problem. It was approved and will be put into the next version of 33.204.
TD S3-050561 contained a Pseudo-CR to TS 33.204 v010 (S3-050465) on Removal of Protection Mode 0 from Siemens. The Draft specification TS 33.204 has been based on TS 33.200 (MAPsec). Due to the architectural changes by introducing SS7 Security Gateways, the protection mode 0 has become useless but PM0 is still described within TS 33.204. The existence of PM0 within TS 33.200 was due to the fact that the sending MAP-NE did require the same application context (e.g. Secure Application Context) for the error/response message processing. While it was possible that the NE-request was send protected (PM1, PM2), it may be possible that the error or response did not require protection (Protection profiles). Therefore a pseudo (unprotected) tunnel had been defined to ensure that the correct application context could be verified at the receiving NE. With the introduction of SS7 Security gateways (stateless) this behavior does not apply anymore to both NE’s and SS7SEG. Furthermore, PM0 adds signalling overhead which is to be avoided. It is therefore proposed that TCAPuser messages that do not need protection, shall be routed unchanged. Hence PM0 shall be removed from the specification. It was approved and will be put into the next version of 33.204.
TD S3-050562 contained a Pseudo-CR to TS 33.204 v010 (S3-050465) with some clarifications from Siemens. The pseudo CR claries more exactly how the SAD parameters are used in inbound and outbound direction, introduces Origin network Id (consistently with Destination Network Id for the SAD) and makes a few editorial corrections to enhance readability. It was approved and will be put into the next version of 33.204.
TD S3-050563 contained a Pseudo-CR to TS 33.204 v010 (S3-050465) regarding the SA expiry time format from Siemens. The contribution discusses the semantics, format and length of the SA expiry time’s in order to remove a remaining Editor’s note. It was approved and will be put into the next version of 33.204.
TD S3-050564 contained a Pseudo-CR to TS 33.204 v010 (S3-050465): Security Header length optimizations from Siemens. This contribution proposes to shorten the length of the TCAPsec header where possible. This is favorable in order to avoid message segmentation. Clause one proposes to optimize PM1 messages as these do not need IV values. Clause 2 proposes to shorten the length of SS7 SEG id and Prop-value. Clause 3 contains the combined pCR. It was approved and will be put into the next version of 33.204.
The updated version of 33.240 was provided in TD S3-050618. It was noted as the basis for future work.
7.3 
IP layer (NDS/IP)

7.4 
Network domain security: Auth Frmwk (NDS/AF)

7.5 
UTRAN network access security

TD S3-050594 contained a liaison statement on keystatus sent by CN node in Security Mode Command from CT1. SA3 asked RAN3 and CT1 to provide feedback on the proposed clarification in S3-050307 and to inform on potential impacts on their specifications.

CT1 is informing SA3 that the concept of a keystatus is not used in the specifications under CT1's control. CT1 could not identify any impact caused by S3-050307 on these specifications.

It was reported that in RAN3 this has been discussed and the conclusion is that there is no impact. This information should have been sent to SA3 on the reflector. To date, no information has been sent on the SA3 reflector, but this approach is reported in the report of the last RAN3 meeting in R3-050966.

Based on this, the CR in TD S3-050307 could be put forward for approval. It was agreed to be sent to SA for approval as CR 192r1. A mirror CR was provided in TD S3-050619 and it was agreed to be sent to SA for approval as CR 194 (to be provided by MCC).
TD S3-050580 contained a reply liaison statement on Security key set change on PS handover from RAN2. RAN2 has discussed the feasibility of the late AKA avoidance, and it was assumed that since AKA is not under control of the UTRAN, SA3 asked about the possibility of delaying the Inter-RAT handover from UTRAN when AKA is ongoing. RAN2 reached the conclusion that since generally NAS procedures are transparent to UTRAN, UE mobility could not be delayed (i.e. Inter-RAT handover from UTRAN may occur even during an AKA procedure). It was noted.
TD S3-050596 contained a reply liaison statement on Security key set change on PS handover from GERAN, which is confirming that GERAN WG2 will work on solving the issues indicated by 3GPP TSG SA WG3 to 3GPP TSG GERAN WG1, i.e.: reducing the amount of data sent unprotected before ciphering can be started during PS handover when the target system is GERAN A/Gb mode and clarifying security context maintenance within 3GPP TS 43.129. GERAN will inform SA WG3 as soon as any result concerning these issues has been reached. It was noted. 

TD S3-050598 contained liaison statement on Ciphering and PS Handover from CT1, which sees some problems with the proposal from SA3. It was commented that the statement at the end of the liaison statement would appear to be correct in that it could be technically feasible, because the problems that can occur with late AKA and CS handover cannot occur with late AKA and PS handover. (In the PS domain there is no concept of an anchor SGSN and consequently the serving SGSN is always aware of any ongoing handover.) 

It was proposed that that some consultation with CT1 is required in order to define if something needs to be done as the proposal from CT1 does not work. There could be a big risk that the keys could become un-synchronised in the case where there are two SGSNs.
AP 40.02
Stefan Schroeder to check with contact person of LS in S3-050596 if there is a risk that the keys could become un-synchronised in the case where there are two SGSNs.
In the meantime, SA3 is going to wait until a response is received from CT1. 
TD S3-050488 contained a CR to 35.201 on Correction of sample code from Qualcomm, Vodafone, TeliaSonera. There is an error in the sample code for f8.This CR corrects the sample code to align with the specification.
TD S3-050491 contained a CR to 35.202 on Kasumi round function, correction of formula from TeliaSonera. It was withdrawn in favour of TD S3-050488. It was noted that this error only occurs when 512 words are passed. It was revised to TD S3-050620 and it was agreed to be sent to SA for approval as CR 003.
TD S3-050489 contained a CR to 35.202 regarding an error in Kasumi formula from TeliaSonera. The CR corrects an erroneous parameter in Kasumi formula which could cause an unclear interpretation of the cipher implementation, possibly leading to false implementations. It was revised to TD S3-050621 and it was agreed to be sent to SA for approval as CR 001.
TD S3-050568 contained a CR to 33.102 on the incorrect usage of COUNT-I in security mode set-up procedure (Rel 6) from Samsung Electronics. Incorrect description of the COUNT-I parameter used in security mode set-up procedure. The COUNT-I value should be generated from the START stored, instead of being stored within the MS. It was revised to TD S3-050622 and it was agreed to be sent to SA for approval as CR 195.
TD S3-050572, TD S3-050573, TD S3-050574 and TD S3-050575 contained CRs to 33.102 for Rel-4, Rel-5 and Rel-6 on Incorrect usage of COUNT-I in security mode set-up procedure. These were withdrawn prior to the meeting by the contributor.

7.6 
GERAN network access security

TD S3-050487 contained a CR to 43.020 to clarify ciphering for A5 algorithms that do not produce bit after bit output from Siemens and Infineon technologies. It is not clear what bit of BLOCK 1 and BLOCK2 are produced first by A5/3. This understanding is needed while TS 43.020 section C.1.2 specifies "The first encipher/decipher bit produced by A5 is added to e0". It was revised to TD S3-0506223 and it was agreed to be sent to SA for approval as CR 006.
TD S3-050512 contained GERAN Access Security Review update (pseudo CR to TR 33.801) from Ericsson. The contribution separates the descriptions of the countermesaures from their feasibility analysis.  It also adds new countermeasure proposals and expands on the feasibility analysis. 
It was asked what “network border” means. Really the term “access network” would be better or perhaps “base station”. This will need to be revised. Also, in section 8.4.1 the term “SIM cloning” is used and this should either be USIM cloning or “subscription cloning”; some thought needs to go into this.
It was noted that in a conference in the USA just recently, there was a paper on the cracking of A5/1 which needs a couple of minutes of code and a couple of minutes on a PC. A reference to this is need in the document. This will be added. 
With some revisions, the pseudo-CR was approved. It was decided that one more cycle would be held before sending this for information and subsequent approval at SA. The updated TR was provided in TD S3-050624 and was noted as the basis for future work. 
7.7 
Immediate service termination (IST)

7.8 
Fraud information gathering system (FIGS)

7.9 
GAA and support for subscriber certificates

7.9.1 
TR 33.919 GAA

TD S3-050506 contained a discussion document on GAA based peripheral equipment to UE key establishment from Huawei. There is scenario in which a Peripheral Equipment reuses the UICC or the SIM card or other functionality on a 3GPP UE through local interface. One example is that USIM Security is reused by Peripheral Equipments in WLAN-interworking network. And also in future GBA functionality of a UE may be reused by NAF client on PC/laptop. And because some security related information transmitted over local interface must be protected against attacks, a secret key shared between a UE and a Peripheral Equipment is needed. 
In this paper, a possible solution is poposed based on GAA to negotiate a key shared between a UE and a Peripheral Equipment to protect the local interface. 

There was a comment that the main motivation would be TISPAN and this is not in the document. The point is whether TISPAN need this and what the priority is on this. At the moment the technical solutions and the merits thereof were not discussed. Rather, the discussion was postponed until some indication from TISPAN is received. 

Also, it was commented that there appears to be some use cases in this document and that surely the requirements for this should be directed to SA1 prior to any discussion in SA3. Clearly some more general work may be required to solve this requirement; there could be a better way to do this than GAA.
It was postponed until the next meeting and delegates were asked to come back with inputs on the security between the UE and peripheral devices. 
TD S3-050543 contained discussion document on secure channel between a UICC and a terminal from Gemplus. In it, there is a presentation of use-cases to support secure channel between a UICC and a terminal. The work item was provided in TD S3-050545; WID proposal for key provisioning between a UICC and a ME from Gemplus. 
It was noted that perhaps this WI could be extended to cover part of the WI in S3-050506. There was some discussion on whether GBA should be used for this. It was commented that in this WI, there is a reference to a solution involving GBA, but it should not be assumed that GBA would be the solution for this. 
Another comment was that some relationship with the work ongoing within other groups should be included. It is possible that there could be some misunderstanding regarding which group should do what. Another point was that there could be several security relationships between a UIC and several external devices. This could be a useful feature. 
It was asked if SA1 should be involved. There were a number of comments, but one was that whilst SA1 would not understand the details, there could well be a view in SA1 on the fact that the network would be able to manage the security of peripheral terminals. There could be a permanent security relationship between the terminal and the network.
There was a clarification that at the moment the end-points are the UICC and the peripheral device. 

It was revised to TD S3-050625. A liaison statement to SCP, TCG Mobile Phone WG was provided in TD S3-050626 and a liaison statement to SA1 was provided in TD S3-050627. Document TD S3-050625 was noted with a view to being sent to SP-30 pending SA1's decision.
TD S3-050626 was presented first. It was commented that the scope of the WI has been broadened and so it was suggested to add Bluetooth SIG. It was noted that the justification of this work in the WI is for ETSI SCP and this could be identified in the liaison statement. The answer was that this is probably not appropriate at this time. It was agreed to send this liaison statement. 
TD S3-050627 contained the liaison statement to SA1. It was agreed to send this liaison statement. 
TD S3-050525 contained a proposed WID on Generic Authentication Architecture usage extensions and optimisations from Nokia, Vodafone, Siemens, Rogers Wireless, and BT. This is an update of the WI at the last meeting as there were some concerns were expresessed that this covers 2G-GBA and this update deletes this as well as changing the timetable. It was revised to TD S3-050629 and it was agreed to be sent to SA for approval.
TD S3-050587 contained some comments on S3-050525 from Huawei. It was asked what “multiple authentication mechanisms” means in relation with the timeline. Another comment was that this is a significant extentions to the WI. There was not a great deal of support for this change at this time. It was noted. 
TD S3-050588 also contained some comments on S3-050525 from Gemplus and Axalto. The point of this document is to add that “Any new extension under this WID shall not reduce the security level of Release 6 GAA specifications. Special care should be taken to guarantee backward compatibility”. If the goal is to save some time in the future, it is better to specify GBA ME. Another comment was that this is a bit redundant. Furthermore, there is a difference between “negatively impact” and “be a lower security”. Also, there could be instances where the backwards compatibility is not required. It was presented and taken into account when the WI in S3-050629 was elaborated.  
7.9.2 
TS 33.220 GBA

TD S3-050593 contained a liaison statement on the need for an interface from the BSF to the SLF from CT4. During CT4 #28, an issue has been identified with the GAA/GBA architecture.  In situations where there is more than one HSS deployed in a network, it may not be possible for the BSF to determine which of the HSS’s a subscriber’s subscription record is stored in. The description function is in the stage 2 and there is no stage 2 for GBA which is why this is being proposed for inclusion in 33.220 in document S3-050493 (and discussion document in S3-050492). 

TD S3-050492 contained discussion document on the need for an interface from BSF to SLF to support multiple HSS deployments from Vodafone. It was noted.
TD S3-050493 contained CR to 33.220 on the addition of the Dz interface for multiple HSS deployments from Vodafone. When a network includes more than one HSS, there is currently no mechanism for the BSF to determine which HSS a subscriber’s subscription data is stored in.  This will result in Bootstrapping failing if the BSF contacts the wrong HSS.
There was a comment that the picture 4.1 should not be deleted. This implies that the interface is mandatory. It was decided that the new interface (SLF) should be dotted. Also, it was asked if the subscriber or the subscriber record is being located. It was answered that this is an existing element and the alleged misnaming thereof was already there. 
It was revised to TD S3-050630 and it was agreed to be sent to SA for approval as CR 63. TD S3-050631 contained a mirror. It was agreed to be sent to SA for approval as CR 064.
TD S3-050494 contained an equivalent Rel-7 CR to TS 33.220. It was revised to TD S3-050631 and it was agreed to be sent to SA for approval as CR 064.
TD S3-050516 contained a proposed CR to 33.220 regarding Informative annex with examples on interoperator GAA usage (Rel-7) from Nokia and T-Mobile. Interoperator GAA, i.e., the usage of Diameter-Proxy (D-Proxy) and TLS certificates in securing Zn' reference point is described in the specification. The actual procedures are left to operators to implement and are not part of this specifications. However, it is seen beneficial if example cases are presented in the specification. Hence, an informative annex has been created to give examples on how to setup interoperator GAA between operators, and how the actual operation, i.e., usage of GAA between two operators should go.
It was noted that H.1 already exists elsewhere and this is always a dangerous thing to do as the text could get out of synchronisation. Also, it was understood that the BSF is always in the home network and the D-Proxy is always in the visited network. This CR implies that this is not always the case. 
The document was revised to TD S3-050628. After some discussion it was suggested to bring back this revision to the next meeting. 
TD S3-050524 contained a discusion document on interoperator GAA from Nokia and T-Mobile. This paper summarised the GAA interoperator procedures, and proposes to include an informative annex to TS 33.220 with the examples above to ease the utilization of interoperator GAA. This was related to TD S3-050516 and was noted. 
This is conditional on approval of TD S3-050629 first. 

TD S3-050507 contained a discussion document on GAA usage in terminal split use from Huawei. The GAA with Split terminal use case was discussed in the last SA3 meeting. In this document, a kind of GAA key management enhancement scheme is proposed that describes how remote terminals use GAA system in Split terminal scenario. A proposed CR is also contained in the package.

It was noted that the WID is starting to be extended without any requirements. It was asked, therefore, where the requirements are coming from. It is not really appropriate to discuss the technicalities of something if there are no requirements. This could not really be accepted at this time without any requirements. It was noted. 
TD S3-050565 contained discussion document on Key Separation in GBA from Qualcomm Europe. The key derivation in GBA has been designed to include the NAF-ID. This key separation is intended to allow the UE and NAF to authenticate each other. However, the concern raised here (expanding on one raised in [3]) is that the key separation does not provide any protection against a weak Ua protocol leaking information that can be used to attack a different Ua protocol, as there is no binding between the key and the particular Ua protocol. The following section illustrates how MBMS may be used to attack GBA and concludes that the strength of any GBA key against a UE supporting MBMS is only as strong as MD5, or more generally may only be as strong as the weakest Ua protocol a terminal supports. An analogy to this is that the A5/1 or A5/2 weakness could be used to attack WLAN access. It is not the same as A5/2 weakness being used to attack A5/1, as which is an issue inside a particular protocol.

There was an observation that this is up to the application operator not to used the same key for the same NAF. 
The CRs to fix this were provided in TD S3-050599 and TD S3-050600.
TD S3-050599 contained CR to 33.220 Rel-6 from Siemens. A release 7 version was provided in TD S3-050600. It was commented that it is not the norm to reference clause numbers in external TSs. Also, there is the issue of managing the organisation codes. It was asked if a code, or field, should be identified for the operators. This is something for discussion. It was revised to TD S3-050632 and TD S3-050600 was revised to TD S3-050633.
TD S3-050632 was agreed to be sent to SA for approval as CR 070. TD S3-050633 was agreed to be sent to SA for approval as CR 071.
It was noted that another CR was needed to MBMS. This was provided in TD S3-050654 (see section 7.20).
A liaison statement to inform other groups of this was provided in TD S3-050634. It was agreed to send this liaison statement. 
TD S3-050529 contained a Rel-6 CR to 33.220 which removes a requirement to send authentication vectors in batches from Siemens. In CR 038 to TS 33.220 (S3-041090) the specification of the Zh interface procedure was changed so that now only one AV on each Zh run between BSF and HSS is fetched. However, in this CR it was forgotten to remove a requirement contradicting CR 038. 
It was revised to TD S3-050636 and it was agreed to be sent to SA for approval as CR 065.
A mirror CR was provided in TD S3-050530. It was revised to TD S3-050637 and it was agreed to be sent to SA for approval as CR 066.
TD S3-050547 contained a CR to 33.220 to clarify input parameter encoding for GBA_U NAF derivation procedure from Gemplus. TS 33.220 does not give any indication on the encoding of the input parameters sent by the ME to the UICC in the GBA_U NAF derivation procedure. Furthermore, TS 31.102 (USIM) and TS 31.103 (ISIM) do not define the encoding of those parameters, only a reference to TS 33.220 is provided.  These parameters (NAF_ID and IMPI) shall be encoded to octet strings using UFT-8 encoding rules as specified in IETF RFC 3629. 
It was revised to TD S3-050638 and it was agreed to be sent to SA for approval as CR 067
A mirror CR was provided in TD S3-050567. It was revised to TD S3-050639 and it was agreed to be sent to SA for approval as CR 068.
*************************************************** 
TD S3-050518 contained discussion document on USS insert/update/delete procedure initiated by NAF from Nokia. SA3 is being asked to study the USS managing procedures further and to include them into their Release 7 GAA enhancement  work. It was noted due to lack of time. Comments are invited. 
2G GBA

TD S3-050578 contained Reply LS on the usage of 2G SIM cards in GBA from SA1. SA1 is indicating that If SA3 believes it can provide a solution for 2G GBA that will provide adequate security features to protect the 3GPP system from known attacks then some companies in SA1 feel that it would be beneficial to develop this feature for Rel-7. But there is a rather more fundamental policy question that needs to be solved, namely how long will 3GPP continue to rely on the security levels offered by legacy SIMs, i.e. 2G GBA, when the standardization work for the SIM has been considered to be complete and frozen since Rel-4. However, SA1 is asking SA group to clarify the policy if services that utilize SIMs instead of USIMs should be considered for Rel-7 and beyond? 
The document was noted although the comments were taken into account by providing a separate WI for 2G-GBA in TD S3-050526. This contained a proposed WID on 2G GBA on 2G SIM usage in 3GPP GAA framework from Nokia, Siemens, Rogers Wireless, BT, Vodafone and CMCC. 
It was commented that SA1 does not have any concerns regarding the security for this. 

The delegate from 3 asked for it to be minuted that there was an official objection to this WID. It was approved with one objection to be sent to SA for approval. It was noted that the principle decision in S3-050526 should really be debated by SA first and, if accepted, this WI could be dealt with. (Later it was revised to S3-050653 still with one objection; see below.)
TD S3-050608 contained a document on 2G-GBA threats from 3. This was a very late document and was noted. 
TD S3-050519 contained a proposed liaison statement to SA on 2G GBA from Nokia, Siemens, Rogers Wireless, Vodafone and BT. During the discussion of 2G GBA with other groups always misunderstandings and misconceptions of the actual impacts and principles. The attached liaison statement lines out the working principles for 2G GBA and suggests a general principle to SA to prefer 3G security above 2G security.

It was commented that the liaison statement does appear to imply that SA1 was confused with the issue which is not correct. Another point was why this is being sent from SA3 rather than as a company contribution. A lot of what is in it is also in the WID. 
Another comment was that the last sentence of the second paragraph of the introduction appears to undermine the position of SA3. It was suggested that this sentence be deleted; another opinion was that the whole liaison statement is not required. 
The discussion moved on to the policy of continuing “support” of the SIM. This brought the comment that this is not a discussion for SA3. In the end it was decided not to send the liaison statement.
TDs S3-050511, S3-050528, S3-050606 and S3-050651 were taken together. 
TD S3-050511 contained dicussion document on 2G GBA utilizing Authenticated Diffie-Hellman from Lucent, Nortel, Qualcomm. This contribution supports the approach initially proposed by Qualcomm in S3-050097 and improves on Qualcomm’s proposal to utilize mutually authenticated Diffie-Hellman exchange after a server-authenticated TLS tunnel is established between BSF and UE. The server authenticated TLS tunnel is used in our proposal mainly to mitigate certain man-in-the middle attacks, especially if there is a risk of Kc compromise due to an A5 encryption algorithm (e.g., A5/1) being compromised, due to improvements in cryptanalyis such as improvements to Biham attack. If we assume that Kc can not be compromised, then there is no need for the TLS tunnel as the Kc can be used as the password for the BSF authentication of the DH exchange. This brings the security benefit of Perfect Forward Secrecy (PFS) of the mutually-authenticated Diffie-Hellman key exchange to the server-authenticated TLS tunnel. A presentation of this was provided in TD S3-050606 which was noted. 

TD S3-050528 contained a CR to 33.220 regarding a normative annex on 2G GBA from BT, Nokia, Rogers Wireless, Siemens, T-mobile and Vodafone. A presentation of TD S3-050528 together with some comments on S3-050606 was provided in TD S3-050651. 
It was commented that there are pros and cons for the S3-050511; the main pro is the security but this comes at the cost of added complexity. It was noted that this proposal has already been adopted by 3GPP2 (e.g. for WLAN) and if 3GPP would be different if the approach in S3-050511 was taken.
Another comment was that TLS is a commonly used implementation. In addition the Diffe-Hellman implementation is expensive. 

It was asked why perfect forward secrecy is required for 2G-GBA and not anywhere else. There answer was why not?
A comment was that one of the reasons for 2G-GBA was to have a transitional solution to 3G-GBA. This would appear to be more than that.
Another comment was that it was originally understood that the Diffe-Hellmann would do away with the need for a TLS tunnel. However, this is not the case at the cost of the added complexity. A further point was that there is a real danger the Diffe-Hellmann solution will not implemented. Security is about risk management. 
There was additional support from Orange and TeliaSonera was added to the Siemens proposal in S3-050528.
The CR in TD S3-050528 was then taken and revised on line. A revision was provided in TD S3-050652. It was noted that this feature is for early implementation. This required the WI in TD S3-050526 to be updated. The revision was provided in TD S3-050653.
TD S3-050652 was revised to TD S3-05069 and it was agreed to be sent to SA for approval as CR 069r1.
TD S3-050511 was noted. 
TD S3-050606 contained a presenation on TD S3-050511. It was noted. 
TD S3-050614 contained reply LS on Use of "pub.3gppnetwork.org" domain” from GSMA. It was noted. 
**** **** 
7.9.3 
TS 33.221 Subscriber certificates

7.9.4 
TS 33.222 HTTPS-based services

TD S3-050505 contained a discussion document and CR on configuring the key requirement information in an AP from Huawei. In 3GPP SA3#39, it was discussed how a NAF can decide which type of NAF specific keys should be used and it has agreed that NAF shall restrict the type of NAF specific key to be used to its application service. So AP should also restrict the type of NAF specific keys to per AS on or behind of the AP. 

It was commented that this would appear to be reasonably complex and it would be simpler to built an AP such that all AS behind this AP have a different policy. It is only a piece of software. Perhaps a simple deployment mechanism could be deployed. The document was noted since it is possible already.
TD S3-050552 contained a TR on Early implementation of HTTPS connection between a UICC and a NAF from Gemplus. This was revised TD S3-050589 prior to the meeting. 

TD S3-050589 contained a TR on Early implementation of HTTPS connection between a UICC and a NAF from Mr. Jacques Seif. SA3 approved during SA3#39 a Work Item Description on “HTTPS connection between a UICC and a NAF” where this feature is proposed as a candidate for Rel-7 early implementation. According to the 3GPP working procedures, when a feature is a candidate for early implementation the deliverables shall include an early implementation Technical Report. 
There was a comment on UE Functionality Split and how this is misleading. It was decided to find another term. There were some other comments which were passed directly to the rapporteur. 
It was revised to TD S3-050640 and it was agreed to send this to SA for information. 
7.10 
WLAN interworking

TD S3-050426 contained comments on Efficiency of Tunnel Setup (S3-050353) from Ericsson. 

TD S3-050509 contained WLAN CR to TS 33.234 on simultaneous sessions from Rapporteur. In the email discussion after SA3 #39 meeting, it has been clarified that the potential fraud is the subscriber sharing his subscription with others and the charging is based on flat rate. Control of simultaneous session can be done by operators according to charging policy; it is a business decision. This CR removes the content introduced since S3-040181 and the exception case when the MAC addresses (the old one and the new one) are equal and the WLAN radio network information received is different from the old one.  
There was a problem with comparing the MAC address. It was revised to TD S3-050647 and It was agreed to be sent to SA for approval as CR 071.
TD S3-050510 contained WLAN Reply LS to SA2_simultaneous_WLAN_sessions from the Rapporteur. SA3 has noted the CR that was consequently approved against TS 23.234. The only issue identified by SA3 is the support of flat rate charging with simultaneous connections. However, to support pre-authentication, the simultaneous connections should not be close immediately. SA3 propose that the AAA server should determine whether to close the old session based on user’s subscription profile after a new session has been authenticated. If the user subscription profile allows simultaneous connections, both connections will be kept. If the user subscription profile or operator configurations disallow simultaneous connections, the old session should be. SA3 is asking SA2 to clarify if simultaneous sessions can be allowed from SA2’s point of view. If simultaneous sessions are allowed, SA3 is asking SA2 to make necessary change in T23.234 to keep align with TS33.234.
It was revised on line to TD S3-050648 and it was agreed to send this liaison statement. 
TD S3-050542 contained a CR to 33.234 on optimization of the Tunnel Authentication Procedure from Samsung Electronics. As discussed in the SA3#38 and SA3#39 meetings about tunnel authentication optimization procedures, it was necessary to reduce the number of authentication messages and also to reduce the time taken for the tunnel establishment procedure without compromising the security level. During  the subsequent tunnel establishment procedures or after the WLAN access authentication procedure, the UE can generate a key using a valid EMSK as a pre-shared secret for IKEv2 authentication without performing EAP authentication.
At the last meeting there was some doubt on this CR and Ericsson still expressed some doubt. The CR should not be approved without knowing what IETF is doing on EMSK. There have been discussions on other groups too, but this needs to be co-ordinated in IETF before being used in 3GPP. The answer was that this should not impact on this use of EMSK. 
It was asked if this proposal removes the need for holding a certificate on the Packet Data Gateway. The answer was that no, but it did speed up the signalling. It was also noted that in order to make sure the UE goes for the optimized approach, then it will need some management of the UE by the operator. And if the network does not run this, then this is less efficient for those mobile that have it. It was noted for the time being with a view to having it at the next meeting.
TD S3-050544 contained CR to 33.234 on clarification on obtaining Remote IP address during Tunnel Establishment Procedure from Samsung Electronics. According to TS 23.234, the Remote IP address of the UE can be configured  dynamically or statically. But according to the current text in TS 33.234, it mandates that the UE always configures the Remote IP address dynamically.
It was noted that when a configuration is done in the UE, it is always done with a cost. It was asked if it could be done in such a way such that the assignment of the address will always be dynamic. If a static address is required then the address could be changed to the same address or still be dynamic (or for some other mechanism). 
It was revised to TD S3-050649 and it was agreed to be sent to SA for approval as CR 068
TD S3-050546 contained a CR to 33.234 on profiling of IKEv2 to support Re-keying of IPsec SAs and IKE SAs from Samsung Electronics. To improve the performance and reduce the number of packets lost during the transition of creating new SAs, the PDG and the UE shall support re-keying of  IPsec SAs and IKE SAs as specified in the IKEv2 specification.
It was revised to TD S3-050656 and it was agreed to be sent to SA for approval as CR 069.

TD S3-050566 contained Proposed a CR to 33.234 on separation of authentication and authorization in WLAN 3GPP IP access (Rel-6) from Nokia. This is the outcome of AP 39.05. 
There were a few problems with some of the details. By adding these there is a too detailed description of the flow in the stage 2. However, some details have been added in the past and so significant work would be required to fix the whole TS. It was revised to TD S3-050657 and it was agreed to be sent to SA for approval as CR 070.
Based on this TD S3-050550 was withdrawn.
TD S3-050550 contained a CR to 33.234 on Mismatch in the TS 33.234 Figure#7A between the versions 6.3.0 and 6.4.0 and onwards from Samsung Electronics. In TS 33.234, there is mismatch in the Figure 7A between the versions 6.3.0 and 6.4.0 and onwards. Actually the figure 7A was modified by the CR S3-040861 against the version 6.2.0 in the SA3#35 meeting and after SA plenary approval, it was updated in 6.3.0 version.     But CR S3-050158 in the SA3#37 meeting made the changes to the figure without considering the changes made to the version 6.3.0. S3-050158 proposal was not to modify the message flow number 3 in the Figure#7A.     This CR restore the figure as in version 6.3.0   

TD S3-050592 contained a liaison statement on availability of the IMSI at the PDG from CT4. CT4 would is informing SA3-LI that the WLAN specifications will be corrected so that the IMSI is available in the PDG.  This is due to some requirements present in the Stage 2 specifications that were not completely covered.  The identifier will be available for LI purposes in that node. It was noted that in light of the comment that we would study the protection of the IMSI over the PDG interface, but there is a general principle that the IMSI is not protected in the core network by any specific means. 
7.11 
Visibility and configurability of security

7.12 
Push

7.13 
Priority

7.14 
Location services (LCS)

7.15 
Feasibility Study on (U)SIM Security Reuse by Peripheral Devices 

7.16 
Open service architecture (OSA)

7.17 
Generic user profile (GUP)

7.18 
Presence

7.19 
User equipment management (UEM)

7.20 
Multimedia broadcast/multicast service (MBMS)

TD S3-050616 contained a reply liaison statement on MBMS User Service finalization from SA4. The liaison statement from SA3 was sent in April. SA4 has prepared CRs to modify TS 26.346 according to the security related changes, introduced by the CRs S3-050295 and S3-050296. SA4 is asking SA3 to review the attached CRs and the attached TS 26.346. The answer is positive. The CRs were missing from the liaison statement, but an off line check will need to be done to S4-050581 and TS.346 v6.1.0. It was noted. 
TD S3-050557 contained a discussion document on IDs and encoding of MIKEY messages from Ericsson. MIKEY uses character strings in some payloads, e.g., to carry identities. When MIKEY is transported over a text based protocol the encoding of the strings are the same as specified for the underlying protocol. MBMS transports MIKEY messages in raw UDP datagrams, where no character encoding is defined. This document proposes to use UTF-8 to encode the strings in MBMS. TD S3-050558 contained the accompanying CR to 33.246 on IDs and encoding of MIKEY messages (CR) from Ericsson. This CR to TS 33.246 implements the changes necessary to specify UTF-8 as the character encoding for MIKEY messages in MBMS (as discussed in S3-050557).
It was revised to TD S3-050658 and it was agreed to be sent to SA for approval as CR 071.
TD S3-050559 contained a discussion document on moving the EXT payload from Ericsson. The implementation of the message parsing of MTK and MSK MIKEY messages can be simplified by moving the EXT payload so that it is located between the HDR and TS payload. It is proposed that the accompanying CR (S3-050560) is approved and implemented in TS 33.246. TD S3-050560 contained a CR to 33.246 on Moving the EXT payload (CR) from Ericsson. 
It was commented that it is not clear in the CR that this mechanism is the one that shall be followed. The CR was revised to make it clearer. It was revised to TD S3-050659 and it was agreed to be sent to SA for approval as CR 072.
TD S3-050556 contained a CR to 33.246 on Handling of re-sent MSK messages from Ericsson. It is clarified that the BM-SC should use a new Timestamp value also when resending an MSK message, and that the UE should acknowledge such re-sent MSK message and in particular the UE should update the Key Validity data, since the BM-SC may have updated it. 

Otherwise it may happen that if the original MIKEY ACK is lost and, if the UE does not acknowledge the re-sent MSK message, the BM-SC continues to re-send it without success which may lead to inconsistent state in UE and BM-SC. It was revised to TD S3-050660 and It was agreed to be sent to SA for approval as CR 073.
TD S3-050513 contained a CR to 33.246 on Clarification of MSK ID in service announcement from Ericsson. The current text gives the impression that Key Number part of MSK ID is not used in Service Announcement. This CR clarifies that the Key Number part is present but ignored by the UE when received in the Service Announcement.

It was revised to TD S3-050661 and it was agreed to be sent to SA for approval as CR 074.
TD S3-050553 contained a CR to 33.246 on More than one service ID in one (de-)registration request from Ericsson. Currently it is possible for the UE to request several MSKs in one HTTP message. However, it is not possible for the UE to (de)-register (from) to several user services. This would save resources in terms of less signalling for example in cases where the operator has bundled services together or when UE needs to (de)-register to services at the same time due to power on/off situations. Also, the HTTP message used for (de)-registrations is very similar in structure to the message of MSK request.  

Some comments have been received and so it was proposed to do some off line checking and come back with a solution at the next meeting. There will be an email discussion. 
AP 40.03
Vesa Lehtovirta (Ericsson) to lead an email discussion regarding document S3-050553 for the next meeting. 
TD S3-050555 contained a CR to 33.246 on More than one FQDN for key management from Ericsson. Currently only one key server (identified by a FQDN) is indicated in the Service announcement for key management purposes. This may lead to overload situations when several UEs try to register at the same time. SA4 TS has a similar problem with their repair server that handles the Associated Delivery procedures. SA4 has however solved the problem by having multiple repair servers from which the UE can choose. SA4 has also defined an algorithm how to choose the server. Therefore, SA3 could re-use the solution developed by SA4.

It was clarified that the UE shall keep the FQDN for subsequent procedures. It was revised to TD S3-050662 and it was agreed to be sent to SA for approval as CR 075
TD S3-050654 contained a CR to 33.246 on NAF Id alignment with TS 33.220. This resulted from a related discussion document in TD S3-050565 (see section 7.9.2).

It was noted that this is dependent on S3-050632; if this is not approved, then nor should S3-050554. 

It was revised to TD S3-050663 and it was agreed to be sent to SA for approval as CR 076.

TD S3-050554 contained a CR to 33.246 on Key Domain ID in MSK request from Ericsson. The MSK is uniquely identified by its Key Domain ID and MSK ID, and MSK IDs are unique within an operator as specified in clause 6.3.2.1 of TS 33.246. However, the Key Domain ID is not used when UE requests for MSKs with MSK request procedure. This may become a problem if a UE is connected to BM-SCs of two operators, since then two MSKs could have the same MSK ID value and two MSK request messages could not be distinguished from each other. 

Also, the handling of MSK identities should be consistent in the TS, i.e. MSK should be identified by both Key Domain ID and MSK ID. 
It was revised to TD S3-050664 and it was agreed to be sent to SA for approval as CR 077
TD S3-050486 contained a CR to 33.246 on Identifying correct MIME types, correcting various editorials and wrong references from Siemens, Nokia. The CR corrects a misleading choice on MIME types, Unspecific references to GBA keys, a wrong specification reference and some various editorials (including typo Fig 4.1 MTK message …).

It was revised to TD S3-050665 and it was agreed to be sent to SA for approval as CR 078

7.21 
Key Management of group keys for Voice Group Call Services

TD S3-050597 contained a liaison statement on Talker Priority Uplink for Shared Channel Option. CT1 has been developing a solution to implement the talker priority feature of VGCS in the case of the Shared Channel option being used in the implementation. This solution also needs to take account of security implications in the case of a Data Confidentiality (ciphering) being used on a group call.

It should be noted that for these priority features, the attackers are typically part of the group and are, in fact, in the same place at the same time. The attack is to raise the priority within the group. Therefore, the coincidence is not small. It is a bit of a surprise that CT1 has adopted that trust mechanism. 
Another point is that the identification value that has been put in clear text in another cell. If the attacker finds the old cell then he can use it. The probability is not high, but if he does then he may be able to reset the emergency condition. The question is how severe are the consequences of this attack. This was not spotted by CT1.

Also, the identification values is passed in cyphered mode to all members (every 5 seconds). What this does is to send this identification value in the clear and could allow the attacker to compare the clear text and cypher text pair values and derive the keys. This may not be as severe as it could be, but the question is if there is a more elegant way of doing it. 
There are some reservations regarding this mechanism. 

A response to this was provided in TD S3-050650. It was agreed to send this liaison statement. 
7.22
Guide to 3G security (TR 33.900)

7.23 
Selective disabling of UE capabilities

7.24 
Trust requirements for open platforms

TD S3-050517 contained dicussion document on Trust Requirements for GBA from Nokia. During SA3#39 a discussion paper on GAA security in the terminal (S3-050379) was presented and further discussed on the mailing list. This contribution summarizes the discussion and proposes a way forward.

It was agreed that Silke Holtmanns (Nokia) would take the rapporteurship of for 7.24. The document was noted. 
7.25 
Liberty-3GPP security interworking (33.980)
TD S3-050520 contained pseudo CR to to 33.980 the Liberty 3GPP Security Interworking TR on Anonymous access and authentication time added from Nokia, Siemens. The pseudo CR was approved.
TD S3-050521 contained pseudo CR to to 33.980 the Liberty 3GPP Security Interworking TR on Architectural additions for joint ID-WSF - GAA deployment from Nokia. TD S3-050536 also contained some changes to the same section on  Architecture of GAA – Liberty Alliance Interworking from Siemens. Document TD S3-050536 was approved with the change in the editor’s note after figure 4.2.4 that:

Editor’s note: It is for ffs, if a detailed architecture for collocated BSF and NAF IDP is needed. 
TD S3-050521 was noted. Which other parts of S3-050521 is needed will be identified later. 
TD S3-050522 contained pseudo CR to to 33.980 the Liberty 3GPP Security Interworking TR on Authentication Context added from Nokia. The pseudo CR was approved.
TD S3-050523 contained pseudo CR to to 33.980 the Liberty 3GPP Security Interworking TR on Message Flow Corrections and Additions from Nokia, Siemens. The pseudo CR was approved.
TD S3-050549 contained pseudo CR to 33.980 on Addition of GBA-U NAF-specific keys as possible password from Gemplus. It as considered that some work on how the Iclient relates to GBA-U. In the meantime, the pseudo CR was approved.
An new version of 33.980 v0.2.0 was provided in document TD S3-050666. It was noted as the basis for future work. It was agreed to be sent to SA for information. 
7.26 
Other areas

8
Review and update of work programme

This will be formalised in the future.
9
Future meeting dates and venues
Deadlines for contributions to next meeting: First Deadline: Tuesday 8th November 2005, 16.00 CET. Comments deadline: Thursday 10th November, 16.00 CET.
The planned meetings were as follows:

	Meeting
	Date
	Location
	Host

	S3#41
	15 - 18 November 2005
	San Diego, CA, USA
	Qualcomm / TBD

	S3#42
	7 – 10 February 2006
	Asia TBD
	

	S3#43
	4 - 7 April 2006
	Europe TBD
	

	S3#44
	11 - 14 July 2006
	NA TBD
	

	S3#45
	7 – 10 November 2006
	TBD
	

	
	
	
	


LI meetings planned

	Meeting
	Date
	Location
	Host

	SA3 LI-#19
	12 -16 October 2005
	Tiblisi, Georgia
	TBD

	
	
	
	


TSGs RAN/CN/T and SA Plenary meeting schedule

	Meeting
	2005
	Location
	Primary Host

	TSGs#29
	September 21-23 & 26-29 2005 
	Tallinn, Estonia
	TBD

	TSGs#30
	Nov 30-2 Dec & 5-8 Dec 2005
	Malta
	TBD

	TSGs#31
	8 - 10 Mar & 13 - 15 Mar 2006   
	CHINA 
	

	TSGs#32
	31 May – 2 Jun & 5 - 7 Jun 2006   
	Warsaw , Poland
	

	TSGs#33
	20 - 22 Sep & 25 - 27 Sep 2006   
	TBD
	

	TSGs#34
	29 Nov - 1 Dec & 4 - 6 Dec 2006   
	Budapest, Hungary
	

	TSGs#35
	7 - 9 Mar & 12 - 14 Mar 2007   
	TBD
	

	TSGs#36
	30 May - 1 Jun & 4 - 6 Jun 2007   
	TBD
	

	TSGs#37
	19 - 21 Sep & 24 - 26 Sep 2007   
	TBD
	

	TSGs#38
	28 - 30 Nov  & 1 - 3 Dec 2007   
	TBD
	


10
Any other business

11
Close

The Chairman, Valtteri Niemi, thanked delegates for their hard work during the meeting. He thanked the Hosts, SIST (Slovenian Institute for Standardization) and ISKRATEL d.o.o., for the excellent facilities in Portorož. He then closed the meeting.
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Annex B:
List of documents

	TD number
	Title
	Source
	Agenda
	Document for
	Replaced by
	Status / Comment

	S3-050307
	CR to 33.102 on Keystatus sent by CN node in Security Mode Command (Rel-5)
	Ericsson
	7.5
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050426
	Comments on Efficiency of Tunnel Setup (S3-050353)
	Ericsson
	7.10
	Discussion / Decision
	None
	Noted

	S3-050482
	Proposed Structure for Feasibility Study on IMS Security Extensions
	Ericsson
	7.1.1
	Discussion / Decision
	646
	Revised to 646

	S3-050484
	Draft Agenda for SA WG3 meeting #40
	SA WG3 Chairman
	2
	Approval
	
	Noted; none

	S3-050485
	Draft Report of SA WG3 meeting #38
	SA WG3 Secretary
	4.1
	Approval
	601
	Revised to 601

	S3-050486
	Identifying correct MIME types, correcting various editorials and wrong references
	Siemens, Nokia
	7.20
	Approval
	665
	Revised to 665

	S3-050487
	CR to 43.020: Clarify ciphering for A5 algorithms that do not produce bit after bit output
	Siemens, Infineon technologies
	7.6
	
	623
	Revised to 623

	S3-050488
	CR to 35.201 on Correction of sample code
	Qualcomm, Vodafone, TeliaSonera
	7.5
	
	620
	Revised to 620

	S3-050489
	Error in Kasumi formula
	TeliaSonera
	7.5
	
	621
	Revised to 621

	S3-050490
	LS Documents for TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia
	ETSI TISPAN WG7
	6
	
	None
	Noted: updated since the document was made available

	S3-050491
	CR to 35.202 on Kasumi roundfunction, correction of formula
	TeliaSonera
	7.5
	
	488
	Withdrawn in favour of 488

	S3-050492
	The need for an interface from BSF to SLF to support multiple HSS deployments
	Vodafone
	7.9.2
	
	
	Noted, see CR in 494

	S3-050493
	Addition of the Dz interface for multiple HSS deployments (R6 CR to TS 33.220)
	Vodafone
	7.9.2
	
	630
	Noted, see CR in 494Revised to 630

	S3-050494
	Addition of the Dz interface for multiple HSS deployments (R7 CR to TS 33.220)
	Vodafone
	7.9.2
	
	631
	Revised to 630; Revised to 631

	S3-050495
	Solutions based on Contact header for handling S-CSCF re-selection in early IMS
	Vodafone
	7.1.2
	
	617
	Noted, see LS in 617

	S3-050496
	Handling S-CSCF re-selection using display name in Contact header (R6 CR to TR 33.987)
	Vodafone
	7.1.2
	
	617
	Noted, see LS in 617

	S3-050497
	Handling S-CSCF re-selection using a new parameter in Contact header (R6 CR to TR 33.987)
	Vodafone
	7.1.2
	
	617
	Noted, see LS in 617

	S3-050498
	Discussion on need for an early IMS based solution for Ut interface
	Vodafone, Huawei
	7.1.2
	
	590
	Revised to 590

	S3-050499
	Ut interface protection (R6 CR on TR 33.987)
	Huawei, Vodafone
	7.1.2
	
	591
	Revised to 591

	S3-050500
	Addition of reference to early IMS security TR (R6 CR to TS 33.141)
	Vodafone, Huawei
	7.1.2
	
	673
	Revised to 673

	S3-050501
	An end-to-end approach for IMS media plane protection
	Vodafone
	6
	
	None
	Noted: comments were invited for next meeting.

	S3-050502
	Presentation by SA3 on their view on IMS security enhancements for R7
	Rapporteur
	6
	
	None
	Noted; presented to TISPAN WG7 for information

	S3-050503
	CR to 33.203 on Correction of an Inconsistency Between Annex H and RFC3329
	Motorola
	7.1.1
	
	607
	Revised to 607

	S3-050504
	Solutions based on Cseq header for handling S-CSCF re-selection in early IMS
	Huawei
	7.1.2
	
	617
	Noted, see LS in 617

	S3-050505
	configure key requirement information in AP
	Huawei
	7.9.4
	
	None
	Noted since it is possible already

	S3-050506
	GAA based peripheral equipment to UE key establishment
	Huawei
	7.9.1
	
	None
	Noted; postponed waiting for some indication from TISPAN on the need and priorty

	S3-050507
	GAA usage in terminal split use
	Huawei
	7.9.2
	
	None
	Noted: could not really be accepted at this time without any requirements

	S3-050508
	Interworking between UE and S-CSCF
	Huawei
	7.1.2
	
	611
	Revised to 611

	S3-050509
	WLAN CR to TS 33.234 on simultaneous sessions
	Rapporteur
	7.10
	
	647
	Revised to 647

	S3-050510
	WLAN Reply_LS to SA2_simultaneous_WLAN_sessions
	Rapporteur
	7.10
	
	648
	Revised to 648

	S3-050511
	2G GBA utilizing Authenticated Diffie-Hellman
	Lucent, Nortel, Qualcomm
	7.9.2
	
	None
	Noted

	S3-050512
	GERAN Access Security Review update (pCR to TR 33.801)
	Ericsson
	7.6
	
	624
	Noted, to be contained in TR

	S3-050513
	Clarification of MSK ID in service announcement
	Ericsson
	7.20
	
	661
	Revised to 661

	S3-050514
	Overview presentation of ETSI TISPAN WI 07017/Draft ETSI TS 187 003 – NGN R1 Security Architecture
	Rapporteur
	6
	
	641
	Revised to 641

	S3-050515
	Work split between ETSI TISPAN WG 7 and 3GPP SA3
	WG 7 Vice Chair
	6
	
	642
	Revised to 642

	S3-050516
	Proposed CR to 33.220 Informative annex with examples on interoperator GAA usage (Rel-7)
	Nokia, T-Mobile
	7.9.2
	
	628
	Revised to 628

	S3-050517
	Trust Requirements for GBA
	Nokia
	7.24
	
	None
	Noted; Silke to take raporteurship for this agenda item.

	S3-050518
	USS insert/update/delete procedure initiated by NAF
	Nokia
	7.9.2
	
	None
	Noted, due to lack of time. Comments are invited

	S3-050519
	LS to SA on 2G GBA
	Nokia, Siemens, Rogers Wireless, Vodafone, BT
	7.9.2
	
	None
	Noted; decided not to send ls

	S3-050520
	pCR to Liberty 3GPP Security Interworking TR: Anonymous access and authentication time added
	Nokia, Siemens
	7.25
	
	666
	pseudo CR was approved;

	S3-050521
	pCR to Liberty 3GPP Security Interworking TR: Architectural additions for joint ID-WSF  -  GAA deployment
	Nokia
	7.25
	
	536
	Noted; which parts needed to be identified. pCR in 536 taken

	S3-050522
	pCR to Liberty 3GPP Security Interworking TR: Authentication Context added
	Nokia
	7.25
	
	666
	pseudo CR was approved;

	S3-050523
	pCR to Liberty 3GPP Security Interworking TR: Message Flow Corrections and Additions
	Nokia, Siemens
	7.25
	
	666
	pseudo CR was approved;

	S3-050524
	Interoperator GAA
	Nokia, T-Mobile
	7.9.2
	
	516
	Noted: was related to TD S3-050516

	S3-050525
	Proposed WID: Generic Authentication Architecture usage extensions and optimisations
	Nokia, Vodafone, Siemens, Rogers Wireless, BT
	7.9.1
	
	629
	Comments in 587, 588; Revised to 629

	S3-050526
	Proposed WID: 2G GBA: 2G SIM usage in 3GPP GAA framework
	Nokia, Siemens, Rogers Wireless, BT, Vodafone, CMCC
	7.9.2
	
	653
	It was approved with one objection to be sent to SA for approval; Agreed to be sent to SA for approval; Revised to 653

	S3-050527
	3GPP Security Overview Presentation by SA3 to TISPAN WG7
	SA3 Vice-Chairman
	6
	
	None
	Presented and discussed. No further action.

	S3-050528
	Normative annex on 2G GBA
	BT, Nokia, Rogers Wireless, Siemens, T-mobile, Vodafone
	7.9.2
	
	652
	Revised to 652

	S3-050529
	Removing requirement to send authentication vectors in batches Rel6
	Siemens
	7.9.2
	
	636
	Revised to 636

	S3-050530
	Removing requirement to send authentication vectors in batches Rel7
	Siemens
	7.9.2
	
	637
	Revised to 637

	S3-050531
	Correction of figure 1
	Nortel, Siemens
	7.1.2
	
	609
	Revised to 609

	S3-050532
	Correction of handling of IP addresses by the S-CSCF at de-registration
	Siemens
	7.1.2
	
	610
	Revised to 610

	S3-050533
	Enabling NAT traversal for signaling messages in the IMS access security framework
	Siemens
	6
	
	None
	Noted; It was shortlisted as a candidate

	S3-050534
	Correction of handling of IMPUs by the P-CSCF, Rel5
	Siemens
	7.1.1
	
	604
	Revised to 604

	S3-050535
	Correction of handling of IMPUs by the P-CSCF, Rel6
	Siemens
	7.1.1
	
	605
	Revised to 605

	S3-050536
	Architecture of GAA – Liberty Alliance Interworking
	Siemens
	7.25
	
	666
	pseudo CR was approved;

	S3-050537
	Use of IMSI-derived IMPU in Early IMS registration procedures
	Nortel
	7.1.2
	
	538
	Noted, see CR in 538.

	S3-050538
	CR to clarify the use of IMSI-derived IMPU in registration procedures
	Nortel
	7.1.2
	
	613
	Revised to 613

	S3-050539
	Improved_IMS_AKA_for_IPSec_Traversal_NAT
	Huawei
	6
	
	646
	Agreed that this will be added to the TR on IMS Enhancements (33.802)

	S3-050540
	A_proposal_for_IMS_AKA_and_GBA_combination_in_IMS_network
	Huawei
	7.1.1
	
	None
	Noted; it may be an additional mechanism but the benefits of offering this should be more clearly defined

	S3-050541
	Proposal for IMS media plane protection
	Huawei
	6
	
	None
	Noted: comments were invited for next meeting.

	S3-050542
	Optimization of the Tunnel Authentication Procedure
	Samsung Electronics
	7.10
	
	None
	Noted for the time being with a view to having it at the next meeting

	S3-050543
	Secure channel between a UICC and a terminal
	Gemplus
	7.9.1
	
	545
	Noted; See WI in 545

	S3-050544
	Clarification on obtaining Remote IP address during Tunnel Establishment Procedure
	Samsung Electronics
	7.10
	
	649
	Revised to 649

	S3-050545
	WID proposal for key provisioning between a UICC and a ME
	Gemplus
	7.9.1
	
	625
	Revised to 625

	S3-050546
	Profiling of IKEv2 to support Re-keying of IPsec SAs and IKE SAs
	Samsung Electronics
	7.10
	
	656
	Revised to 656

	S3-050547
	CR to 33.220 - Clarify input parameter encoding for GBA_U NAF derivation procedure
	Gemplus
	7.9.2
	
	638
	Revised to 638

	S3-050548
	IMS-NASS bundled authentication
	Nokia
	6
	
	645
	Noted; Combined with 576 and presented in 645

	S3-050549
	pseudo-CR to 33.980 - Addition of GBA-U NAF-specific keys as possible password
	Gemplus
	7.25
	
	666
	pseudo CR was approved;

	S3-050550
	Mismatch in the TS 33.234 Figure#7A between the versions 6.3.0 and 6.4.0 and onwards
	Samsung Electronics
	7.10
	
	None
	Withdrawn in favour of 566

	S3-050551
	Clarification for TCAP user security routing with SS7-SEG
	Nokia
	7.2
	Discussion / Decision
	33.204
	pseudo CR is approved and it will be put into 33.204.

	S3-050552
	TR - Early implementation of HTTPS connection between a UICC and a NAF
	Gemplus
	7.9.4
	
	589
	Revised to 589

	S3-050553
	More than one service ID in one (de-)registration request
	Ericsson
	7.20
	
	AP 40.03
	To be dealt with over email for next meeting.

	S3-050554
	Key Domain ID in MSK request
	Ericsson
	7.20
	
	664
	; Revised to 664

	S3-050555
	More than one FQDN for key management
	Ericsson
	7.20
	
	662
	Revised to 662

	S3-050556
	Handling of re-sent MSK messages
	Ericsson
	7.20
	
	660
	Revised to 660

	S3-050557
	IDs and encoding of MIKEY messages
	Ericsson
	7.20
	
	558
	Noted, see CR in 558

	S3-050558
	IDs and encoding of MIKEY messages (CR)
	Ericsson
	7.20
	
	658
	Revised to 658

	S3-050559
	Moving the EXT payload
	Ericsson
	7.20
	
	560
	Noted see 560

	S3-050560
	Moving the EXT payload (CR)
	Ericsson
	7.20
	
	659
	Revised to 659

	S3-050561
	Pseudo-CR to TS 33.204 v010 (S3-050465): Removal of Protection Mode 0
	Siemens
	7.2
	Approval
	33.204
	pseudo CR is approved and it will be put into 33.204.

	S3-050562
	Pseudo-CR to TS 33.204 v010 (S3-050465): SAD clarifications
	Siemens
	7.2
	
	33.204
	pseudo CR is approved and it will be put into 33.204.

	S3-050563
	Pseudo-CR to TS 33.204 v010 (S3-050465): SA expiry time format
	Siemens
	7.2
	
	33.204
	pseudo CR is approved and it will be put into 33.204.

	S3-050564
	Pseudo-CR to TS 33.204 v010 (S3-050465): Security Header length optimizations
	Siemens
	7.2
	
	33.204
	pseudo CR is approved and it will be put into 33.204.

	S3-050565
	Key Separation in GBA
	Qualcomm Europe
	7.9.2   
	
	599, 600
	See CRs in 599 and 600.

	S3-050566
	Proposed CR to 33.234: Separation of authentication and authorization in WLAN 3GPP IP access (Rel-6)
	Nokia
	7.10
	
	657
	Revised to 657

	S3-050567
	CR to 33.220 Rel-7 - Clarify input parameter encoding rule for GBA_U NAF derivation procedure
	Gemplus, Axalto
	7.9.2   
	
	639
	Revised to 639

	S3-050568
	Incorrect usage of COUNT-I in security mode set-up procedure (Rel 6)
	Samsung Electronics
	7.5   
	
	622
	Revised to 622

	S3-050569
	Presentation of S3-050533 on Enabling NAT traversal
	Siemens
	6
	
	None
	See CR in 533

	S3-050570
	Analysis of Enhanced 3GPP R5/6 Access Security Mechanism
	Ericsson, Lucent, Nokia
	6
	
	None
	Noted after discussion

	S3-050571
	IMS AKA asserted TLS (I-TLS) based IMS security solution
	Ericsson, Lucent, Nokia, Nortel
	7.1.1   
	
	None
	Shortlisted as a candidate

	S3-050572
	CR to 33.102 on Incorrect usage of COUNT-I in security mode set-up procedure (Rel-4)
	Samsung Electronics
	7.5
	
	None
	Withdrawn prior to the meeting

	S3-050573
	CR to 33.102 on Incorrect usage of COUNT-I in security mode set-up procedure (Rel-5)
	Samsung Electronics
	7.5
	
	None
	Withdrawn prior to the meeting

	S3-050574
	CR to 33.102 on Incorrect usage of COUNT-I in security mode set-up procedure (Rel-6)
	Samsung Electronics
	7.5
	
	None
	Withdrawn prior to the meeting

	S3-050575
	CR to 33.102 on Incorrect usage of COUNT-I in security mode set-up procedure (Rel 5)
	Samsung Electronics
	7.5
	
	None
	Withdrawn prior to the meeting

	S3-050576
	New proposal for bundled access to IMS
	France Telecom
	6
	
	645
	Noted; Combined with 548 and presented in 645

	S3-050577
	Reply LS on security requirements for voice call continuity
	SA1
	5.1
	
	None
	Noted, answer is not a big surprise.

	S3-050578
	Reply LS on the usage of 2G SIM cards in GBA
	SA1
	7.9.2
	
	526
	Noted, see 526 with separate WID for 2G-GBA

	S3-050579
	SAGE report
	TeliaSonera
	5.3
	
	None
	Noted

	S3-050580
	Reply LS on Security key set change on PS handover
	RAN2
	7.5
	
	None
	Noted

	S3-050581
	Draft agenda for the joint WG7/SA3 meeting:
	TISPAN WG7/SA3 Chairs
	6
	
	08TD208r2
	Revised as 08TD208r2 and approved.

	S3-050582
	LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA2/RAN2/RAN3 joint meeting on LTE/SAE
	5.1
	
	602
	Response in 602

	S3-050583
	Presentation on ETSI TISPAN WG 7 Endorsement strategy
	Scott Cadzow
	6
	
	642
	embedded as part of TD S3-050642 (08TD186r1)

	S3-050584
	CR to 33210 on Note to align terminology with TISPAN NGN
	Telenor; Cadzow Communications Consulting Ltd
	6
	
	None
	Withdrawn from the joint meeting

	S3-050585
	CR to 33.210 on Extension of scope to encompass TISPAN NGN
	Telenor; Cadzow Communications; Siemens
	6
	
	643
	Revised to 643

	S3-050586
	CR to 33.203 on Extension of scope to encompass TISPAN NGN by addition of normative annex
	STF280
	6
	
	644
	Error with version number; Revised to 644

	S3-050587
	Comments on S3-050525; Proposed WID: Generic Authentication Architecture usage extensions and optimisations
	Huawei
	7.9.1
	
	None
	Noted

	S3-050588
	Comments on S3-050525; Proposed WID: Generic Authentication Architecture usage extensions and optimisations
	Gemplus, Axalto
	7.9.1
	
	525
	Noted; taken into account when the WI in S3-050525

	S3-050589
	TR - Early implementation of HTTPS connection between a UICC and a NAF
	Mr. Jacques Seif
	7.9.4
	
	640
	Revised to 640

	S3-050590
	Discussion on need for an early IMS based solution for Ut interface (update of S3-050498)
	Vodafone, Huawei
	7.1.2
	
	Noted
	Noted in favour of the CR in TD S3-050591

	S3-050591
	Addition of reference to early IMS security TR (R6 CR to TS 33.141) (update of S3-050499)
	Vodafone, Huawei
	7.1.2
	
	612
	Revised to 612

	S3-050592
	[DRAFT] LS on availability of the IMSI at the PDG
	CT4
	7.1.2
	
	None
	Noted; see revisions of 498 and 499 to 590 and 591 (see report)

	S3-050593
	[DRAFT] LS on the need for an interface from the BSF to the SLF
	CT4
	7.9.2
	
	493
	See discussion document in 493.

	S3-050594
	LS on Keystatus sent by CN node in Security Mode Command
	CT1
	7.5
	
	307, 619
	This allows for 307 to go forward

	S3-050595
	LS on TLS security requirements when incorporating draft-ietf-sip-history in the specification
	CT1
	7.1.1
	
	603
	Response in 603

	S3-050596
	Reply LS on Security key set change on PS handover
	GERAN
	7.5
	
	None
	Noted, delegates to monitor the situation

	S3-050597
	LS on Talker Priority Uplink for Shared Channel Option
	CT1
	7.21
	
	650
	Response in 650

	S3-050598
	LS on Ciphering and PS Handover
	CT1
	7.5
	
	None
	See AP 40.02, in the meantime SA3 does nothing

	S3-050599
	CR to 33.220 Rel-6 on Providing Ua-security protocol based key separation
	Siemens
	7.9.2
	
	632
	Revised to 632

	S3-050600
	CR to 33.220 Rel-7 on Providing Ua-security protocol based key separation
	Siemens
	7.9.2
	
	633
	Revised to 633

	S3-050601
	Draft Report of SA WG3 meeting #38
	SA WG3 Secretary
	4.1
	Approval
	None
	Approved

	S3-050602
	LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA3
	5.1
	
	Out
	-Peter Vodafone; Agreed to be sent

	S3-050603
	LS on TLS security requirements when incorporating draft-ietf-sip-history in the specification
	SA3
	7.1.1
	
	Out
	Agreed to be sent

	S3-050604
	Correction of handling of IMPUs by the P-CSCF, Rel5
	Siemens
	7.1.1
	
	671
	Revised to 671

	S3-050605
	Correction of handling of IMPUs by the P-CSCF, Rel6
	Siemens
	7.1.1
	
	672
	Revised to 672

	S3-050606
	Presentation of S3-050511 on 2G GBA utilizing Authenticated Diffie-Hellman key exchange
	Lucent
	7.9.2
	
	511
	Noted see 511

	S3-050607
	CR to 33.203 on Correction of an Inconsistency Between Annex H and RFC3329
	SA3 (Motorola)
	7.1.1
	
	Out
	Agreed to be sent to SA for approval

	S3-050608
	2G-GBA threats
	3
	7.9.2
	
	None
	Noted; this was a very late document.

	S3-050609
	Correction of figure 1
	Nortel, Siemens
	7.1.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050610
	Correction of handling of IP addresses by the S-CSCF at de-registration
	Siemens
	7.1.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050611
	Interworking between UE and S-CSCF
	Huawei
	7.1.2
	
	667
	Revised to 667

	S3-050612
	Addition of reference to early IMS security TR (R6 CR to TS 33.141) (update of S3-050499)
	Vodafone, Huawei
	7.1.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050613
	CR to clarify the use of IMSI-derived IMPU in registration procedures
	SA3 (Nortel)
	7.1.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050614
	Reply LS on Use of "pub.3gppnetwork.org" domain” from GSMA
	SA2
	7.9.2
	
	None
	Noted

	S3-050615
	LS on support of IMS emergency sessions
	SA2
	5.1
	
	AP 40.04
	Noted, Tiina Koskinen to lead an email discussion

	S3-050616
	Reply LS: Liaison statement on MBMS User Service finalization
	SA4
	7.20
	
	
	Noted, CRs to be reviewed off line.

	S3-050617
	LS to CT1 on S-CSCF reassignment in early IMS
	SA3
	7.1.2
	Approval
	668
	Agreed to be sent then Revised to 668

	S3-050618
	Updated versino of 33.204 on Network Domain Security; TCAP user security
	Rapporteur
	7.2
	
	None
	Noted as basis for future work.

	S3-050619
	CR to 33.102 on Keystatus sent by CN node in Security Mode Command (Rel-5)
	Ericsson
	7.5
	Approval
	Out
	Agreed to be sent to SA for approval (by MCC)

	S3-050620
	CR to 35.201 on Correction of sample code
	Qualcomm, Vodafone, TeliaSonera
	7.5
	
	Out
	Agreed to be sent to SA for approval

	S3-050621
	Error in Kasumi formula
	TeliaSonera
	7.5
	
	Out
	Agreed to be sent to SA for approval

	S3-050622
	Incorrect usage of COUNT-I in security mode set-up procedure (Rel 6)
	Samsung Electronics
	7.5   
	
	Out
	Agreed to be sent to SA for approval

	S3-050623
	CR to 43.020: Clarify ciphering for A5 algorithms that do not produce bit after bit output
	Siemens, Infineon technologies
	7.6
	
	Out
	Agreed to be sent to SA for approval

	S3-050624
	TR 33.801
	Raporteur
	7.6
	
	None
	Noted as basis for future work.

	S3-050625
	WID proposal for key provisioning between a UICC and a ME
	Gemplus
	7.9.1
	
	None
	Agreed by SA3 and will be presented to TSG SA plenary pending SA1's decision

	S3-050626
	LS on  proposal for key provisioning between a UICC and a ME
	Gemplus
	7.9.1
	
	Out
	Agreed to be sent

	S3-050627
	LS on proposal for key provisioning between a UICC and a ME
	Gemplus
	7.9.1
	
	Out
	Agreed to be sent

	S3-050628
	Proposed CR to 33.220 Informative annex with examples on interoperator GAA usage (Rel-7)
	Nokia, T-Mobile
	7.9.2
	
	SA3 #41
	This will be forwarded to the next meeting.

	S3-050629
	Proposed WID: Generic Authentication Architecture usage extensions and optimisations
	Nokia, Vodafone, Siemens, Rogers Wireless, BT
	7.9.1
	
	Out
	Agreed to be sent to SA for approval

	S3-050630
	Addition of the Dz interface for multiple HSS deployments (R7 CR to TS 33.220)
	Vodafone
	7.9.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050631
	Addition of the Dz interface for multiple HSS deployments (R7 CR to TS 33.220)
	Vodafone
	7.9.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050632
	CR to 33.220 Rel-6 on Providing Ua-security protocol based key separation
	Siemens
	7.9.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050633
	CR to 33.220 Rel-7 on Providing Ua-security protocol based key separation
	Siemens
	7.9.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050634
	LS on Providing Ua-security protocol based key separation
	Siemens
	7.9.2
	
	670
	Agreed to be sent; Revised to 670

	S3-050635
	Presentation of 571 on IMS AKA asserted TLS (I-TLS) based IMS security solution
	Ericsson
	6
	
	None
	Noted, see 571

	S3-050636
	Removing requirement to send authentication vectors in batches Rel6
	Siemens
	7.9.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050637
	Removing requirement to send authentication vectors in batches Rel7
	Siemens
	7.9.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050638
	CR to 33.220 - Clarify input parameter encoding for GBA_U NAF derivation procedure
	Axalto
	7.9.2
	
	Out
	Agreed to be sent to SA for approval ( from Jaques)

	S3-050639
	CR to 33.220 Rel-7 - Clarify input parameter encoding rule for GBA_U NAF derivation procedure
	Axalto
	7.9.2   
	
	Out
	Agreed to be sent to SA for approval ( from Jaques)

	S3-050640
	TR - Early implementation of HTTPS connection between a UICC and a NAF
	Axalto
	7.9.4
	
	Out
	Agreed to be sent to SA for Information (from Jacques)

	S3-050641
	Overview presentation of ETSI TISPAN WI 07017/Draft ETSI TS 187 003 – NGN R1 Security Architecture
	Rapporteur
	6
	
	None
	Noted in joint meeting

	S3-050642
	Work split between ETSI TISPAN WG 7 and 3GPP SA3
	WG 7 Vice Chair
	6
	
	None
	Noted in joint meeting

	S3-050643
	CR to 33.210 on Extension of scope to encompass TISPAN NGN
	Telenor; Cadzow Communications; Siemens
	6
	
	None
	Noted although the spirit was accepted; comments for the next SA3 meeting

	S3-050644
	CR to 33.203 on Extension of scope to encompass TISPAN NGN by addition of normative annex
	STF280
	6
	
	None
	Noted although the spirit was accepted; comments for the next SA3 meeting

	S3-050645
	Presentation on a Proposal_bundled_access_to_IMS
	France Telecom, Nokia,
	6
	Information
	None
	Noted in joint meeting

	S3-050646
	Proposed Structure for Feasibility Study on IMS Security Extensions
	Ericsson
	7.1.1
	Discussion / Decision
	None
	Noted as the basis for future contributions

	S3-050647
	WLAN CR to TS 33.234 on simultaneous sessions
	Rapporteur
	7.10
	
	Out
	; Agreed to be sent to SA for approval

	S3-050648
	LS support for simultaneous WLAN direct IP access sessions
	Rapporteur
	7.10
	
	Out
	Agreed to be sent

	S3-050649
	Clarification on obtaining Remote IP address during Tunnel Establishment Procedure
	Samsung Electronics
	7.10
	
	Out
	Agreed to be sent to SA for approval

	S3-050650
	Reply LS on Talker Priority Uplink for Shared Channel Option
	SA3
	7.21
	
	Out
	Agreed to be sent

	S3-050651
	Presentation of 528 on 2G GBA utilizing Authenticated Diffie-Hellman
	Siemens
	7.9.2   
	
	528
	Noted see 528

	S3-050652
	Normative annex on 2G GBA
	BT, Nokia, Rogers Wireless, Siemens, T-mobile, Vodafone
	7.9.2
	
	669
	Revised to 669

	S3-050653
	Proposed WID: 2G GBA: 2G SIM usage in 3GPP GAA framework
	Nokia, Siemens, Rogers Wireless, BT, Vodafone, CMCC
	7.9.2
	
	Out
	It was approved with one objection to be sent to SA for approval; Agreed to be sent to SA for approval;

	S3-050654
	CR to 33.246 on NAF Id alignment with TS 33.220
	Siemens
	7.20
	
	663
	Revised to 663

	S3-050655
	CR 33.978 to clarify S-CSCF reselection
	Vodafone
	7.1.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050656
	Profiling of IKEv2 to support Re-keying of IPsec SAs and IKE SAs
	Samsung Electronics
	7.10
	
	Out
	Agreed to be sent to SA for approval

	S3-050657
	Proposed CR to 33.234: Separation of authentication and authorization in WLAN 3GPP IP access (Rel-6)
	Nokia
	7.10
	
	Out
	Agreed to be sent to SA for approval

	S3-050658
	IDs and encoding of MIKEY messages (CR)
	Ericsson
	7.20
	
	Out
	Agreed to be sent to SA for approval

	S3-050659
	Moving the EXT payload (CR)
	Ericsson
	7.20
	
	Out
	Agreed to be sent to SA for approval

	S3-050660
	Handling of re-sent MSK messages
	Ericsson
	7.20
	
	Out
	Agreed to be sent to SA for approval

	S3-050661
	Clarification of MSK ID in service announcement
	Ericsson
	7.20
	
	Out
	Agreed to be sent to SA for approval

	S3-050662
	More than one FQDN for key management
	Ericsson
	7.20
	
	Out
	Agreed to be sent to SA for approval

	S3-050663
	CR to 33.246 on NAF Id alignment with TS 33.220
	Siemens
	7.20
	
	Out
	Agreed to be sent to SA for approval

	S3-050664
	Key Domain ID in MSK request
	Ericsson
	7.20
	
	Out
	Agreed to be sent to SA for approval

	S3-050665
	Identifying correct MIME types, correcting various editorials and wrong references
	Siemens, Nokia
	7.20
	Approval
	Out
	Agreed to be sent to SA for approval

	S3-050666
	TR 33.980 v0.2.0 on Liberty Alliance and 3GPP security interworking; Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Services Framework (ID-WSF) and Generic Authentication Architecture (GAA)
	Nokia
	7.25
	
	Out
	To be sent to SA for information and noted as basis for future work; Agreed to be sent to SA for information

	S3-050667
	Interworking between UE and S-CSCF
	Huawei
	7.1.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050668
	LS to CT1 on S-CSCF reassignment in early IMS
	SA3
	7.1.2
	Approval
	Out
	Agreed to be sent

	S3-050669
	Normative annex on 2G GBA
	BT, Nokia, Rogers Wireless, Siemens, T-mobile, Vodafone
	7.9.2
	
	Out
	Agreed to be sent to SA for approval

	S3-050670
	LS on Providing Ua-security protocol based key separation
	Siemens
	7.9.2
	
	Out
	Agreed to be sent

	S3-050671
	Correction of handling of IMPUs by the P-CSCF, Rel5
	Siemens
	7.1.1
	
	Out
	Agreed to be sent to SA for approval

	S3-050672
	Correction of handling of IMPUs by the P-CSCF, Rel6
	Siemens
	7.1.1
	
	Out
	Agreed to be sent to SA for approval

	S3-050673
	Addition of reference to early IMS security TR (R6 CR to TS 33.141)
	Vodafone, Huawei
	7.1.2
	
	Out
	Agreed to be sent to SA for approval
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	6.0.0
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	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 2: Algorithm specification
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	5.1.0
	6.0.0
	

	35.207
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 3: Implementors’ test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.208
	3G Security; Specification of the MILENAGE algorithm set: An example algorithm Set for the 3GPP Authentication and Key Generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 4: Design conformance test data
	
	
	
	
	
	
	4.0.0
	5.0.0
	6.0.0
	

	35.909
	3G Security; Specification of the MILENAGE algorithm set: an example algorithm set for the 3GPP authentication and key generation functions f1, f1*, f2, f3, f4, f5 and f5*; Document 5: Summary and results of design and evaluation
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	43.020
	Security-related network functions
	
	
	
	
	
	
	4.0.0
	5.0.0
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	6.0.0
	

	55.205
	Specification of the GSM-MILENAGE algorithms: An example algorithm set for the GSM Authentication and Key Generation Functions A3 and A8
	
	
	
	
	
	
	
	
	6.1.0
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	6.1.0
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Annex D:
List of CRs to specifications under SA WG3 responsibility agreed at meeting #39 and #40
Meeting #39

	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Cur Vers
	Doc No.
	Status
	WI

	33.203
	081
	-
	Rel-5
	CR to 33.203 on Network hiding (Rel-5)
	F
	5.9.0
	S3-050456
	agreed
	IMS-SEC

	33.203
	082
	-
	Rel-6
	CR to 33.203 on Network hiding (Rel-6)
	A
	6.7.0
	S3-050457
	agreed
	IMS-SEC

	33.203
	083
	-
	Rel-5
	CR to 33.203 on Clarification of the authentication failure procedures
	F
	5.9.0
	S3-050458
	agreed
	IMS-SEC

	33.203
	084
	-
	Rel-6
	CR to 33.203 on Clarification of the authentication failure procedures
	A
	6.7.0
	S3-050459
	agreed
	IMS-SEC

	33.220
	058
	-
	Rel-6
	CR to 33.220 on Removing BSF addressing duplication
	F
	6.5.0
	S3-050446
	agreed
	SEC-SC1

	33.220
	059
	-
	Rel-7
	CR to 33.220 on Removing BSF addressing duplication
	A
	7.0.0
	S3-050447
	agreed
	SEC-SC1

	33.220
	053
	-
	Rel-6
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rle-6)
	F
	6.5.0
	S3-050448
	agreed
	SEC1-SC

	33.220
	054
	-
	Rel-7
	CR to 33.220 on Clarification of anonymous access to NAF in GBA (Rel-7)
	A
	7.0.0
	S3-050449
	agreed
	SEC1-SC

	33.220
	055
	-
	Rel-6
	CR to 33.220 on Removing IMPI from USS (Rel-6)
	F
	6.5.0
	S3-050450
	agreed
	SEC1-SC

	33.220
	056
	-
	Rel-7
	CR to 33.220 on Removing IMPI from USS (Rel-7)
	A
	7.0.0
	S3-050451
	agreed
	SEC1-SC

	33.220
	060
	-
	Rel-6
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-6)
	F
	6.5.0
	S3-050452
	agreed
	SEC1-SC

	33.220
	061
	-
	Rel-6
	CR to 33.220 on Clarification of lifetime of derived keys (Rel-7)
	A
	7.0.0
	S3-050453
	agreed
	SEC1-SC

	33.220
	057
	-
	Rel-7
	CR to 33.220 on Informative annex on usage of USS for local policy enforcement in BSF
	C
	7.0.0
	S3-050454
	agreed
	SEC1-SC

	33.220
	062
	-
	Rel-7
	CR to 33.220 on Usage of Ks_int_NAF in NAF
	B
	7.0.0
	S3-050481
	agreed
	SEC1-SC

	33.222
	020
	-
	Rel-6
	CR to 33.222 on Adding additional mandatory CipherSuites for PSK TLS
	F
	6.4.0
	S3-050441
	agreed
	SEC1-SC

	33.222
	021
	-
	Rel-6
	Removing an inconsistence within TS 33.222 (Section 6.2)
	F
	6.4.0
	S3-050442
	agreed
	GBA-SSC

	33.222
	022
	-
	Rel-7
	CR to 33.222 on Usage of Ks_int_NAF for HTTPS connection between a UICC and a NAF
	B
	6.4.0
	S3-050479
	agreed
	GBA-SSC

	33.222
	023
	-
	Rel-6
	Adding a clarification to TS 33.222 (Section 6.1)
	F
	6.4.0
	S3-050480
	agreed
	GBA-SSC

	33.234
	067
	-
	Rel-6
	CR to 33.234 on Correction of reference
	F
	6.5.0
	S3-050469
	agreed
	WLAN

	33.246
	068
	-
	Rel-6
	CR to 33.246 on Clarify FEC handling
	F
	6.3.0
	S3-050473
	agreed
	MBMS

	33.246
	069
	-
	Rel-6
	CR to 33.246 on Clarification to UE handling at reception of service announcement description
	F
	6.3.0
	S3-050474
	agreed
	MBMS

	33.246
	070
	-
	Rel-6
	Back-off parameter binding scope
	F
	6.3.0
	S3-050475
	agreed
	MBMS

	33.978
	002
	-
	Rel-6
	CR to 33.978 on Checking for USIM or ISIM before starting a fully compliant IMS registration
	F
	6.1.0
	S3-050463
	agreed
	SEC-IMS

	33.978
	003
	-
	Rel-6
	CR to 33.978 on Correct THIG function description
	F
	6.1.0
	S3-050483
	agreed
	SEC-IMS

	43.020
	004
	-
	Rel-6
	Correction of USIM based ciphering on dedicated channels
	F
	6.1.0
	S3-050476
	agreed
	SECGKYV

	43.020
	005
	-
	Rel-6
	Correction on service specific group keys
	F
	6.1.0
	S3-050477
	agreed
	SECGKYV

	33.106
	008
	-
	Rel-7
	CR to 33.106 on Correlation for IMS interception
	
	
	S3-050349
	agreed
	SEC1-LI

	33.107
	054
	-
	Rel-7
	CR to 33.107 on Clarifications to the RAU event
	
	
	S3-050345
	agreed
	SEC1-LI

	33.107
	055
	-
	Rel-7
	CR to 33.107 on Simplifications to LDI handling
	
	
	S3-050347
	agreed
	SEC1-LI

	33.108
	077
	-
	Rel-7
	CR to 33.108 on Clarifications to the RAU event
	
	
	S3-050346
	agreed
	SEC1-LI

	33.108
	078
	-
	Rel-7
	CR to 33.108 on New event for LDI
	
	
	S3-050348
	agreed
	SEC1-LI

	33.108
	079
	-
	Rel-7
	CR to 33.108 on Correlation for IMS intercption
	
	
	S3-050350
	agreed
	SEC1-LI

	33.108
	080
	-
	Rel-7
	CR to 33.108 on Clarification on IMS bearer independence
	
	
	S3-050351
	agreed
	SEC1-LI


Meeting #40

	Spec
	CR
	Rev
	Phase
	Subject
	Cat
	Cur Vers
	Doc No.
	Status
	WI

	33.102
	192
	1
	Rel-5
	CR to 33.102 on Keystatus sent by CN node in Security Mode Command (Rel-5)
	F
	5.5.0
	S3-050307
	agreed
	TEI

	33.102
	0194
	-
	Rel-5
	CR to 33.102 on Keystatus sent by CN node in Security Mode Command (Rel-5)
	A
	6.3.0
	S3-050619
	agreed
	TEI

	33.102
	0195
	-
	Rel-6
	Incorrect usage of COUNT-I in security mode set-up procedure (Rel 6)
	F
	6.3.0
	S3-050622
	agreed
	SEC1

	33.141
	05
	-
	Rel-6
	Addition of reference to early IMS security TR (R6 CR to TS 33.141)
	F
	6.1.0
	S3-050673
	agreed
	Early IMS

	33.203
	087
	-
	Rel-6
	CR to 33.203 on Correction of an Inconsistency Between Annex H and RFC3329
	F
	6.7.0
	S3-050607
	agreed
	TEI6

	33.203
	085
	1
	Rel-5
	Correction of handling of IMPUs by the P-CSCF, Rel5
	F
	5.9.0
	S3-050671
	agreed
	IMS-SEC

	33.203
	086
	1
	Rel-6
	Correction of handling of IMPUs by the P-CSCF, Rel6
	A
	6.7.0
	S3-050672
	agreed
	IMS-SEC

	33.220
	063
	-
	Rel-6
	Addition of the Dz interface for multiple HSS deployments (R7 CR to TS 33.220)
	F
	6.5.0
	S3-050630
	agreed
	SEC1-SC

	33.220
	064
	-
	Rel-7
	Addition of the Dz interface for multiple HSS deployments (R7 CR to TS 33.220)
	A
	7.0.0
	S3-050631
	agreed
	SEC1-SC

	33.220
	070
	-
	Rel-6
	CR to 33.220 Rel-6 on Providing Ua-security protocol based key separation
	F
	6.5.0
	S3-050632
	agreed
	SEC1-SC

	33.220
	071
	-
	Rel-7
	CR to 33.220 Rel-7 on Providing Ua-security protocol based key separation
	A
	7.0.0
	S3-050633
	agreed
	SEC1-SC

	33.220
	065
	-
	Rel-6
	Removing requirement to send authentication vectors in batches Rel6
	F
	6.5.0
	S3-050636
	agreed
	GBA

	33.220
	066
	-
	Rel-7
	Removing requirement to send authentication vectors in batches Rel7
	A
	7.0.0
	S3-050637
	agreed
	GBA

	33.220
	067
	-
	Rel-6
	CR to 33.220 - Clarify input parameter encoding for GBA_U NAF derivation procedure
	F
	6.5.0
	S3-050638
	agreed
	SEC1-SC

	33.220
	068
	-
	Rel-7
	CR to 33.220 Rel-7 - Clarify input parameter encoding rule for GBA_U NAF derivation procedure
	A
	7.0.0
	S3-050639
	agreed
	SEC1-SC

	33.220
	069
	1
	Rel-7
	Normative annex on 2G GBA
	B
	7.0.0
	S3-050669
	agreed
	2G GBA

	33.234
	071
	-
	Rel-6
	WLAN CR to TS 33.234 on simultaneous sessions
	F
	6.5.1
	S3-050647
	agreed
	WLAN

	33.234
	068
	-
	Rel-6
	Clarification on obtaining Remote IP address during Tunnel Establishment Procedure
	F
	6.5.1
	S3-050649
	agreed
	WLAN

	33.234
	069
	-
	Rel-6
	Profiling of IKEv2 to support Re-keying of IPsec SAs and IKE SAs
	F
	6.5.1
	S3-050656
	agreed
	WLAN

	33.234
	070
	-
	Rel-6
	Proposed CR to 33.234: Separation of authentication and authorization in WLAN 3GPP IP access (Rel-6)
	F
	6.5.1
	S3-050657
	agreed
	WLAN

	33.246
	071
	-
	Rel-6
	IDs and encoding of MIKEY messages (CR)
	F
	6.3.0
	S3-050658
	agreed
	MBMS

	33.246
	072
	-
	Rel-6
	Moving the EXT payload (CR)
	F
	6.3.0
	S3-050659
	agreed
	MBMS

	33.246
	073
	-
	Rel-6
	Handling of re-sent MSK messages
	F
	6.3.0
	S3-050660
	agreed
	MBMS

	33.246
	074
	-
	Rel-6
	Clarification of MSK ID in service announcement
	F
	6.3.0
	S3-050661
	agreed
	MBMS

	33.246
	075
	-
	Rel-6
	More than one FQDN for key management
	F
	6.3.0
	S3-050662
	agreed
	MBMS

	33.246
	076
	-
	Rel-6
	CR to 33.246 on NAF Id alignment with TS 33.220
	F
	6.3.0
	S3-050663
	agreed
	SEC1-SC

	33.246
	077
	-
	Rel-6
	Key Domain ID in MSK request
	F
	6.3.0
	S3-050664
	agreed
	MBMS

	33.246
	078
	-
	Rel-6
	Identifying correct MIME types, correcting various editorials and wrong references
	F
	6.3.0
	S3-050665
	agreed
	MBMS

	33.978
	004
	-
	Rel-6
	Correction of figure 1
	F
	6.1.0
	S3-050609
	agreed
	Early IMS

	33.978
	005
	-
	Rel-6
	Correction of handling of IP addresses by the S-CSCF at de-registration
	F
	6.1.0
	S3-050610
	agreed
	Early IMS

	33.978
	008
	-
	Rel-6
	Addition of reference to early IMS security TR (R6 CR to TS 33.141) (update of S3-050499)
	B
	6.1.0
	S3-050612
	agreed
	Early IMS

	33.978
	006
	-
	Rel-6
	CR to clarify the use of IMSI-derived IMPU in registration procedures
	F
	6.1.0
	S3-050613
	agreed
	Early IMS

	33.978
	-
	-
	Rel-6
	CR 33.978 to clarify S-CSCF reselection
	F
	6.1.0
	S3-050655
	agreed
	Early IMS

	33.978
	07
	-
	Rel-6
	Interworking between UE and S-CSCF
	F
	6.1.0
	S3-050667
	agreed
	Early IMS

	35.201
	03
	-
	Rel-6
	CR to 35.201 on Correction of sample code
	F
	6.0.0
	S3-050620
	agreed
	TEI6

	35.202
	001
	-
	Rel-6
	Error in Kasumi formula
	F
	6.0.0
	S3-050621
	agreed
	TEI-6

	43.020
	06
	-
	Rel-6
	CR to 43.020: Clarify ciphering for A5 algorithms that do not produce bit after bit output
	F
	6.1.0
	S3-050623
	agreed
	SEC1


Annex E:
List of Liaisons

E.1
Liaisons to the meeting

	TD number
	Title
	From
	Source TD
	Comment/Status

	S3-050490
	LS Documents for TISPAN WG7 and 3GPP Meeting on 14th September 2005 in Slovenia
	ETSI TISPAN WG7
	
	Noted: updated since the document was made available

	S3-050577
	Reply LS on security requirements for voice call continuity
	SA1
	S1-050787
	Noted, answer is not a big surprise.

	S3-050578
	Reply LS on the usage of 2G SIM cards in GBA
	SA1
	S1-050901
	Noted, see 526 with separate WID for 2G-GBA

	S3-050580
	Reply LS on Security key set change on PS handover
	RAN2
	R2-052322
	Noted

	S3-050582
	LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA2/RAN2/RAN3 joint meeting on LTE/SAE
	SRJ-050251
	Response in 602

	S3-050592
	[DRAFT] LS on availability of the IMSI at the PDG
	CT4
	C4-051271
	Noted; see revisions of 498 and 499 to 590 and 591 (see report)

	S3-050593
	[DRAFT] LS on the need for an interface from the BSF to the SLF
	CT4
	C4-051231
	See discussion document in 493.

	S3-050594
	LS on Keystatus sent by CN node in Security Mode Command
	CT1
	C1-051050
	This allows for 307 to go forward

	S3-050595
	LS on TLS security requirements when incorporating draft-ietf-sip-history in the specification
	CT1
	C1-051096
	Response in 603

	S3-050596
	Reply LS on Security key set change on PS handover
	GERAN
	GP-052241
	Noted, delegates to monitor the situation

	S3-050597
	LS on Talker Priority Uplink for Shared Channel Option
	CT1
	C1-051133
	Response in 650

	S3-050598
	LS on Ciphering and PS Handover
	CT1
	C1-051144
	See AP 40.02, in the meantime SA3 does nothing

	S3-050614
	Reply LS on Use of "pub.3gppnetwork.org" domain” from GSMA
	SA2
	S2-052337
	Noted

	S3-050615
	LS on support of IMS emergency sessions
	SA2
	S2-052405
	Noted, Tiina Koskinen to lead an email discussion

	S3-050616
	Reply LS: Liaison statement on MBMS User Service finalization
	SA4
	S4-050580
	Noted, CRs to be reviewed off line.


E.2
Liaisons from the meeting

	TD number
	Title
	TO
	CC
	Date Sent

	S3-050602
	LS on Security Requirements for Long Term Evolved RAN/3GPP System Architecture Evolution
	SA2, RAN2, RAN3
	
	

	S3-050603
	LS on TLS security requirements when incorporating draft-ietf-sip-history in the specification
	CT1
	
	

	S3-050626
	LS on  proposal for key provisioning between a UICC and a ME
	ETSI SCP TEC, TCG Mobile group
	Bluetooth SIG
	

	S3-050627
	LS on proposal for key provisioning between a UICC and a ME
	SA1
	
	

	S3-050648
	LS support for simultaneous WLAN direct IP access sessions
	SA2
	
	

	S3-050650
	Reply LS on Talker Priority Uplink for Shared Channel Option
	CT1
	
	

	S3-050668
	LS to CT1 on S-CSCF reassignment in early IMS
	CT1
	CT4
	

	S3-050670
	LS on Providing Ua-security protocol based key separation
	CT1, CT4
	
	


Annex F:
Actions from the meeting

AP 40.01
Regarding document S3-050503, Bengt Sahlin to find out if this extension of aes-cbc is registered with IANA. 

AP 40.02
Stefan Schroeder to check with contact person of LS in S3-050596 if there is a risk that the keys could become un-synchronised in the case where there are two SGSNs.
AP 40.03
Vesa Lehtovirta (Ericsson) to lead an email discussion regarding document S3-050553 for the next meeting. 

AP 40.04
Tiina Koskinen to lead an email discussion held to find out what work SA3 should or could do on the subject in S3-050615.
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