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Work Item Description

Title

Key establishment between a UICC and a terminal
1

3GPP Work Area

	
	Radio Access

	X
	Core Network

	X
	Services


2

Linked work items

Not identifed yet.
3

Justification

The smart card, tamper resistant device, has a primary role of storing credentials and performing sensitive cryptographic computations, it also provides portability of the user credentials. The smart card is rarely a stand-alone device; it usually interacts with a terminal. Sensitive applications are often split between a smart card and a terminal with sensitive data exchanged between the two. Therefore, the need to establish a secure channel between a UICC and a terminal that may host the UICC or be connected to the device hosting the UICC via a local interface has been identified by different standardization groups in order to protect the communication between the UICC and the terminal. 
ETSI SCP approved a Work Item on “Secure channel between a UICC and an end-point terminal” to specify the secure channel protocol. However, the definition of a key establishment mechanism is out of ETSI SCP’s scope. There is a need for SA3 to specify key establishment between a UICC and a terminal so that a complete solution could be used by 3GPP and others standardization bodies. 

4

Objective

The main objective of this work item is to define how to provision a shared key between a UICC and a terminal that may host the UICC or be connected to the device hosting the UICC via a local interface. 

Authorisation (e.g. determining which terminal can securely connect to which UICC) is to be studied as part of the work. 
5

Service Aspects

Establishment of a shared key between a UICC and a terminal will allow operators to provide a wide range of sensitive applications that require a secure local interface to protect the data exchanged between the UICC and the terminal. 
6

MMI-Aspects

The user involvement should be studied as part of the work. 
7

Charging Aspects



None/Text

8

Security Aspects



This is a security Work Item

9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	X
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	
	
	
	
	X
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TS 33.xxx
	Key establishment between a UICC and a terminal
	SA3
	
	SA#31
	SA#32
	

	
	
	
	
	
	
	

	Affected existing specifications

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	Other TS/TRs may be identified during the course of the work.
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Work item rapporteur(s)

Gemplus, Mireille Pauliac (mireille.pauliac@gemplus.com)
12

Work item leadership

 SA3

13

Supporting Companies

Gemplus, Ericsson, Oberthur, Axalto, France Telecom, Vodafone, Giesecke&Devrient
14

Classification of the WI (if known)

	X
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature 

