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Abstract

This contribution updates the work split that was first suggested and presented at the TISPAN-3GPP workshop (Washington March 2005). The purpose of this contribution is to embrace, confirm and agree to the work split among the security experts. The contribution is targeted for the joint WG 7/ SA3 meeting.

TISPAN ADN: 08TDx186

3GPP ADN: S3-050515

Background: While the Washington workshop was the first opportunity between ETSI and 3GPP to discuss a work split among both groups in general, detailed discussion of the security work split as suggested in TD-21r1 among security experts was not possible; a) because not all WG7 and SA3 security were present, b) the Washington workshop was not entitled to make decisions, c) time was very limited.

This document will 
represent the view of WG7 on the work split. This document adopts TD-21r1 and updates the work split according to achieved insights and decisions taken since then.

This document focuses on the foreseen work split but should not be considered as a document indicating requirements or priorities.
Proposal
It is proposed to discuss the work split, to adapt where necessary and to agree to it as a basis of understanding for ongoing and further work split between ETSI TIPSPAN WG 7 and 3GPP SA3.

Work Split between TISPAN and 3GPP SA3:

	#
	Subject
	Issues
	Owner

	0
	General Principles
	· ETSI TISPAN and 3GPP agree to the principle of a single set of IMS security specifications.

· TISPAN WG7 identifies security requirements for IMS extensions for NGN.

· 3GPP SA3 takes care of changes and additions to basic security functionalities

· TISPAN develops NGN specific security extensions and additions on top of IMS platform.

· 3GPP continues standardizing IMS and 3G security.
	3GPP SA3

TISPAN WG7

3GPP SA3

TISPAN

3GPP SA3

	1
	NA(P)T traversal in the customer environment
	· NATs may occur in TISPAN NGN between UE and access/core network; the IMS R6 security mechanisms do not work any longer.

· TISPAN WG 7 identifies requirements for IMS NAT traversal.

· 3GPP develops a suitable IMS NAT security solution for R7 which is made available for TISPAN NGN R1; such a solution could be of value also for certain 3GPP scenarios; thus it is a generic IMS security issue.

· Development of TLS for IMS security protection proceeds within 3GPP SA3 (see issue #11).
	TISPAN

TISPAN WG 7

3GPP SA 3

3GPP

	2
	Use of UICC in NGN

IMS Residential Gateway

Use of Soft ISIM in NGN entities

Use of GAA/GBA in NGN
	· Not all NGN UEs can support UICC+ISIM: legacy terminals, black-phones etc

· TISPAN develops the IMS Residential Gateway (IRG) to securely connect such legacy UEs.

IRG may either

a) hold UICC+ISIM

b) “soft-ISIM”

c) or other equivalent (alternative offering same strength of protection) to UICC + ISIM.

· TISPAN identifies security requirements and corresponding security solutions for “soft ISIM” for NGN FEs where such a “soft-ISIM” is most appropriate.

· TISPAN can consider using GAA/GBA as a means to provision credentials to NGN entities (to be identified yet).

· 3GPP SA3 develops GAA/GBA
	TISPAN WG 7

TISPAN WG 7

TISPAN WG 7

TISPAN WG 7

3GPP SA3

	3
	Multiple devices behind the end customer own residential gateway
	· Multiple devices behind the end customer own residential gateway. The termination point of IPSec or TLS session and the maintenance of separate or management of single session needs to be defined.

· TISPAN identifies scenarios and requirements such as: End customer is allowed to use a residential gateway in someone else home with their own mobile.

· This is an extension to the existing IMS system by defining a specialized gateway on top of the IMS system, hence this should be handled in TISPAN.
	TISPAN WG 7

TISPAN WG 7

(Billing issues are yet to be determined within TISPAN)

TISPAN WG 7

	4
	Visiting other residential gateway, billing aspects
	See issue 3 above.
	TISPAN WG 7

	5
	Use of WLAN IP access security (TS33.234) as an equivalent of GPRS authentication and ciphering
	· Use of WLAN IP access security is defined in TS 33.234 as an equivalent of the GPRS authentication and the GPRS ciphering.

· The Generic Network Tunnel (GNT) generalizes 33.234 beyond WLAN usage.

· TISPAN WG 7 identifies security requirements using  the Generic Network Tunneling approach in NGN.

· 3GPP SA3 (further) develops GNT.

· TISPAN envisions deploying and using GNT in the context of NGN R2.
	3GPP SA 3

TISPAN WG7

3GPP SA 3

TISPAN WG 7

	6
	Use of GAA and GBA
	· 3GPP progress GAA/GBA

· TISPAN may want to deploy and use GAB/GAA in the context of NGN.
	3GPP SA3

TISPAN WG 7

	7
	Media protection
	· The problem of media protection is independent from the IMS signalling. The key management can be provided by the IMS 3GPP specifications.

· TISPAN will identify security requirements for media protection in NGN R2.

· 3GPP will develop a suitable key management scheme for media protection taking into account the requirements from TISPAN.

· 
	3GPP key management 

TISPAN WG 7

3GPP SA3



	8
	Unprotected messages
	· Concerns have been expressed in TISPAN on the protection of initial registration messages and some error messages.

· TISPAN WG 7 may identify security requirements for protection of initial registration messages and error messages.

· 3GPP will consider an extension of the existing system upon the specific TISPAN requirements.
	TISPAN*

TISPAN WG 7

3GPP SA3

	9
	SIP transport using SCTP
	· If TISPAN sees the need for SIP Transport using SCTP, then it should consider that: TISPAN WG7 will consider the security requirements

· 3GPP IMS solution was designed to be compatible with SIP transported over UDP. In the fixed network SCTP offers a number of advantages (e.g. can be secured with both IPSec and TLS) that might be relevant for TISPAN NGN. 

· This is an extension to the SIP protocol to accommodate the specific needs of the fixed network to enable usage of SIP without requiring UDP for signalling transport.  This item should be handled in TISPAN.

· The Resilience and Fallback Options issue addresses the support for emergency calls, for example, when IMS and associated access security is not available

· The issue addresses some specific concerns of NGN and is an extension to the existing system that should be handled in TISPAN
	TISPAN WG 7

TISPAN WG 7

TISPAN WG 7

TISPAN WG 7

TISPAN WG 7

	11
	Use of TLS
	· 3GPP SA3 standardizes the usage of TLS for IMS security protection (IMS R7 sec. Exts WI)

· 3GPP SA3 identifies the relationship of TLS with other IMS R7 security solutions.

· ETSI TISPAN can use TLS upon 3GPP specs within the NGN.
	3GPP SA3

	12  
	Call set-up performance
	· The impact of different security mechanisms to the call set up performance need to be understood better.  This is a special concern related to regulatory matters in the fixed network for PSTN/ISDN replacement.

· The call set up performance is an optimisation issue that seems to be of especial importance in the fixed network environment

· This issue addresses the concern that terminating large number of individual IPSec or TLS sessions within one node could create performance problems. 

· The performance of fixed network should be handled by TISPAN.
	TISPAN WG 7

	13
	Multiplicity of IPSec/TCP connections at a node in the network
	See issue # 12.
	TISPAN WG 7

	14
	Ease of deployment / management of authentication keying material
	· This issue addresses the consensus for a solution that avoid the distribution of public key certificates to end user.

· If this addresses only the specific concerns of NGN, then this should be handled in TISPAN. In case, basic platform functionalities are required, the issue should be taken up in 3GPP.
	TISPAN* WG 7

	15
	Resilience and fallback options
	See issue #14.
	TISPAN

	16
	Feasibility of the implementation in the CPE
	· This addresses the NGN specific need that there might be a wider range of CPE for which IPSec and TLS implementations may not be available. For this specific extensions to the existing specification would be needed. One possible approach can be basing the authentication on the physical line identity.

· This issue should be handled by TISPAN, if no changes to the 3GPP early IMS specifications are required.
	TISPAN*

	17
	Support for roaming
	· Depending on the type of roaming support this issue addresses several areas of interaction and communication between specific networks

· 3GPP defined IMS roaming and work that impacts this should be handled in 3GPP.

· NASS level roaming aspects falls into TISPAN domain.

· 3GPP WLAN interworking may provide a framework for TISPAN roaming support.
	depends on needed roaming scenario

TISPAN

	
	
	· 
· 
	


References

TD-21r1
TISPAN and 3GPP SA3 Interworking, Nokia, 3GPP-TISPAN Workshop, Washington, 03/2005.
_________________________________

� WG 7 should first discuss and agree this document before the joint meeting.





