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Discussion

HTTP-based services like OMA XDM (group management) offered over the 3GPP Ut interface are needed to support several IMS-based services. In 3GPP TR 33.987 on early IMS, a note states “it is also possible that solutions similar to early IMS security solution are re-used to protect HTTP traffic”. However, there is no description of how to use the early IMS based solution to protect HTTP traffic. We believe that it would be very useful to have a solution for Ut interface based on the early IMS security solution. If an early IMS based solution for HTTP services over Ut is needed, then for interoperability reasons it should be standardized. We believe that these changes should be done in Release 6 to provide a complete solution for IMS security and Ut interface security based on secure IP address binding.
Proposal

It is proposed to specify a security mechanism to describe how an HTTP-based application server (AS) can get secure IP address binding information from the HSS over the Sh interface and use it to authenticate a UE. This proposal is based on the Huawei proposal presented at SA3#39 (S3-050374/375).
We have followed the previously agreed principle that stage 3 details should be included in the early IMS TR. Therefore the main changes are provided in a companion CR to TR 33.987 which has been submitted to SA3#40 (S3-050591). Minor changes are also required in TS 33.141 and TS 29.329. Corresponding CR for TS 33.141 has been submitted to SA3#40 (S3-050500). CT4 has conditionally approved the CR to TS 29.329 (C4-051378), which is attached to this contribution. CT4#28 also reviewed the CR to 33.978 for the correctness of the Sh impacts and no comments were recorded.
