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1. Overall Description:

SA 2 and the RAN Working Groups are currently working on the RAN-CN functional split for LTE/SAE.

As part of this work, this joint meeting would like SA 3 to check our understanding of the existing security requirements, and, to request SA 3 to inform us of any future security requirements that are foreseen for LTE/SAE.

This joint meeting kindly requests SA 3 to respond to the questions listed below.

a)
Is there a requirement for the LTE/SAE “access system” to provide Integrity Protection for the User Plane Data? In this context, User Plane Data is that data that currently passes to/from the UE across the Gi reference point.

b)
Does the RAN network signalling to/from the UE need to be encrypted? (SA 3 should note that the joint meeting assumes that the RAN network signalling to/from the UE will be integrity protected.)

c)
Some companies queried the need for the CN signalling to/from the UE to be encrypted. Can SA 3 clarify the requirements for this, please?.

d) 
The joint meeting believes that, for R’99 SA 3 felt that it was important to NOT terminate the UE encryption at the BTS site. Does SA 3 (still) believe that it is important that the UE’s User Plane Data encryption is NOT terminated in the BTS site?

e)
Does SA 3 have any new security requirements that we should address as part of the SAE/LTE work?

2. Actions:

To SA 3: This joint meeting kindly asks SA 3 to answer the above questions, preferably for the joint meeting in Tallinn, and if not, to send their answers directly to SA 2, RAN 2 and RAN 3. 

3. Date of forthcoming meetings:

SA 2 #48
5 – 09 Sep 2005
Sophia Antipolis, France

SA 2 + RAN WGs
19 – 20 Sep 2005
Tallinn, Estonia

SA 2 #49
7-11 November 2005
Asia

RAN 2, 3  #49
7-11 November 2005    
Asia (probably not co-located with SA 2)

