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1 Introduction 

In SA3#39 TLS based IMS access security solutions were proposed in [S3-050407]. One TLS solution was based on traditional TLS [RC2246] (i.e. certificate based server authentication and shared key based client authentication) and the other solution was based on PSK TLS [PSKTLS]. This contribution further elaborates on both of the proposals.

2 Problem statement

One of the challenges of TLS based access security in IMS is the roaming case, in which the UE establishes the TLS tunnel to the P-CSCF in the visited network. In the roaming case the UE needs to be able to trust the TLS tunnel, i.e. the UE needs to know that an authorized entity and not a man-in-the-middle (MitM, that could convey the IMS signalling) is on the other end of the TLS tunnel. 

In case of PSK TLS, the trust to the TLS tunnel is self-evident due to the use of the session keys CK/IK in setting up the TLS tunnel. MitM does not have access to CK/IK. 

In case of a certificate based TLS, the issue is not so straightforward, since the UE should be able to trust the server side certificate. This trust trust would require either cross-certification between operators (PGP model) or globally trusted Certificate Authorities (CA) as part of Public Key Infrastructure. 

It has been noted in [S3-050239] that cross-certification may have scalability problems. In addition, certificates revocation may be a problem for certificates in general. 

The following chapter introduces an IMS AKA asserted solution to the certificate trust problem, where P-CSCF and UE bind session keys CK and IK to the TLS tunnel and provides the assertion of the server side certificate. 

It should be noted that when only “TLS” is mentioned in the present document then both certificate based TLS (I-TLS) and PSK TLS are meant. Otherwise the TLS modes are mentioned explicitly, if the mode is not clear from the context.

3 Solution

3.1 IMS AKA for authentication

IMS AKA is the mechanism in IMS Rel-5/6 [33203] for the mutual authentication between the UE and the S-CSCF in the home network. Regardless of the signalling access security solution between UE and the P-CSCF in Rel-7, it is assumed that IMS AKA will be used on top of the access security solution.

It should be noted that both TLS based solutions (i.e. I-TLS and PSK TLS) presented in the following chapters are independent of the chosen AKA version, i.e. AKAv1 or AKAv2.

3.2 TLS protection

TLS provides transport-layer security, (i.e. data integrity, data origin authentication, data confidentiality and protection against message replay) over connection-oriented protocols. For the purposes of this document, TCP can be specified as the desired transport protocol within a “Via” header field value or a SIP-URI.  

TLS is well suited to architectures in which hop-by-hop security is required between hosts with no pre-existing trust association.

3.3 IMS AKA asserted TLS (I-TLS) signalling protection solution

This chapter introduces an IMS AKA assertion solution to the certificate trust problem, where the P-CSCF and UE bind session keys CK/IK to the TLS tunnel and provides the assertion of the server side certificate. In order for the UE to be able to trust the server side certificate, the P-CSCF calculates a MAC over the server side certificate with CK/IK that P-CSCF has received from the S-CSCF and sends this to the UE. By verifying this MAC (called server token in this contribution) the UE is able to trust the server side certificate and the corresponding TLS tunnel. The UE in turn calculates a MAC over the server token using CK/IK, and sends this to the P-CSCF. By sending this MAC (called client token in this contribution) the UE acknowledges that it received and accepted the server token. 

It should be noted that the server side certificate used by P-CSCF does not need to be part of any particular PKI for the user to trust it and it can be a self-signed certificate, if the mechanism described in this contribution is used. The only requirement on the certificates is that they are formed according to the general format and that the public key of the server is included properly. The client will not need to verify the CA signature (as this verification is replaced by the server token).  

The UE-side verification of the server token is not intended necessary for protecting against a client-impersonation and MitM session hijacking attacks because the server will notice that the "client token" is wrong and abort the procedure.  But if the client might send some confidential data to P-CSCF at the end of the procedure, then it is necessary for the client to explicitly authenticate P-CSCF.  UE-side authentication is intended for this.

3.3.1 Overview of IMS AKA asserted TLS solution
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Figure 1: IMS AKA asserted TLS based IMS access security 

The IMS AKA asserted TLS based IMS signalling protection solution is depicted in Figure 1. It should be noted that the IMS registration messages are the same as in IMS Rel-5/6 with the exception that the server token is carried in message SM6 and client token is sent in message SM7. 

The procedure is as follows: 

1. UE and P-CSCF perform full TLS handshake. The P-CSCF uses server side certificate for the TLS tunnel. The UE authenticates the P-CSCF at TLS level by using the server certificate provided by the server. To avoid unnecessary computations (and possible user interaction), the UE need not verify the CA signature in the certificate, as it can simply accept the certificate. At this stage the UE will not be sure that it can trust the provided certificate and the corresponding TLS tunnel.

2. UE starts IMS registration procedure with SM1 message. This message is the same as in IMS Rel-5/6.

3. P-CSCF relays IMS registration message in SM2 message. This message is the same as in IMS Rel-5/6.

4. S-CSCF sends the authentication challenge with CK/IK. This message is the same as in IMS Rel-5/6.

5. P-CSCF strips off CK/IK from the authentication challenge as in IMS Rel-5/6. In addition P- CSCF calculates the server token (i.e. MAC) over the server certificate using IK, and it appends the server token to the challenge message.

6. P-CSCF sends the authentication challenge to the UE in SM6. This message is the same as in IMS Rel-5/6, except that it carries also the server token.

7. UE processes the authentication challenge message as in Rel-5/6, e.g. it computes the session keys CK and IK. In addition the UE uses IK to validate the server token, i.e. it calculates a MAC over the server certificate of the TLS tunnel. If the computed MAC equals with the MAC received in the authentication challenge, the UE is able to trust the TLS tunnel. Note that the MAC over the certificate will give a guarantee that the  P-CSCF is trusted by the home network ( If P-CSCF is not trusted by the home network it will not have access to IK ). If the MAC verification fails, the procedure is aborted. Otherwise, the UE then calculates the authentication response. In addition, the UE calculates an authorization verification token (client token) to acknowledge that it received and accepted the server token, which is a MAC computed over the server token using IK. 

8. UE sends the authentication response and client token to the P-CSCF in message SM7. 

9. P-CSCF strips off and validates the client token. The client token is verified by the P-CSCF by calculating a MAC over the same field as the UE did, and then comparing the outcome with the client token. If the verification fails, the procedure is aborted.

10. P-CSCF relays IMS registration message in SM8 message. This message is the same as in IMS Rel-5/6.

11. If the user has been successfully authenticated, the S‑CSCF sends a 2xx Auth_OK message to the P‑CSCF in message SM11. This message is the same as in IMS Rel-5/6.

12. P‑CSCF forwards the 2xx Auth_OK towards the UE in SM12. This message is the same as in IMS Rel-5/6.

3.3.2 Interoperability with IMS Rel-5/6

3.3.2.1 Using security agreement

The UE and P-CSCF negotiate the security mechanism using Security agreement (Sec-agree) negotiation, which is specified in RFC 3329 [RFC3329]. If the UE supports TLS, it may start the communication with either with TLS or Sec-agree. 
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Figure 2: TLS is set up in the beginning

UE starts with TLS handshake and the Sec-agree negotiation is run in the following messages to confirm the choice of the security mechanism. Starting with TLS handshake has the benefit that the negotiation is protected from message SM1 and it does not add any roundtrips to the flow in the normal case. The Sec-agree negotiation does not impact the established TLS session if 

1. TLS was the only mechanism supported by the UE and/or 

2. TLS was the P-CSCF preferred mechanism (This case is shown in figure above). 
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Figure 3: IPsec is setup due to P-CSCF preference

However, in the case 2 above, if for some reason the P-CSCF preferred mechanism is not TLS and also the UE supports this other mechanism (i.e. IPsec), then the preferred mechanism is taken into use and TLS tunnel is disconnected after the new mechanism is set up, see figure 3. In this case the message SM7 is transferred over the IPsec connection. The benefit of using TLS in this case is that the negotiation is protected from its beginning.

The UE may also start with Sec-agree before the TLS tunnel is set up. This is described in the Figure 4 below. 
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Figure 4: TLS is set up after Sec-agree

The UE indicates IPsec and TLS in Sec-agree, but the P-CSCF supports only TLS, therefore TLS is chosen.

3.3.2.2 Fallback to Rel-5/6
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Figure 5: Fallback to IPsec.

This case presents the fallback to Rel-5/6 IPsec. UE starts with TLS handshake, which is rejected by the P-CSCF since it supports only Rel-5/6 IPsec. When receiving the error message the UE falls back to Sec-agree. Then the UE and P-CSCF negotiate the use of IPsec as in Rel-5/6. 

It should be noted that since the error message from the P-CSCF cannot be authenticated by the UE, i.e. it could be sent by an attacker, the following Sec-agree negotiation may still lead to establishment of TLS. This is of course possible if both UE and P-CSCF support TLS.

Also in this case, the UE may also try to originally negotiate the security options before initiating the TLS tunnel set up. 

It should also be noted that the case where the UE supports only IPsec and P-CSCF supports both TLS and IPsec is not described here since the situation is similar to the current Rel-5/6 solution.
3.3.3 The details of the token

As seen in Figure 1, the server and client tokens are carried in messages SM6 and SM7. The following shows an example how the server token and client token could be created and transported.

The server token (s_token) consists of a MAC value that is calculated over the server side certificate using HMAC-SHA1-96 [RFC2404] as algorithm and IK as the key. 

The resulting MAC value is included as a parameter in the WWW-Authenticate header of 4xx Auth_challenge message (SM6) in the similar way as the IK and CK are transported from the S-CSCF to P-CSCF in corresponding WWW-Authenticate header of 4xx Auth_challenge message (SM5). 

The client token (c_token) is a MAC that is calculated over the server token using HMAC-SHA1-96 as algorithm and IK as the key. 

The client token is carried in the Authorization header of the authenticated REGISTER message (SM7). 

An alternative way of calculating the tokens would be to use all available key material CK/IK and the generic key derivation function recommended by SAGE, and described in TS33.220
Similarly to the transport of CK and IK in Rel5/6 IMS, the transport of s_token and c_token within Digest headers is to be specified in TS 33.203 [33203], i.e. an internet draft is not needed. 

An example of the WWW-Authenticate and Authorization headers carried in messages SM6 and SM7 is given below.

SIP/2.0 401 Unauthorized

…

WWW-Authenticate: Digest realm="registrar.home1.net", nonce=base64(RAND + AUTN + server specific data), algorithm=AKAv1-MD5, s_token="00112233445566778899aabb" 

…

REGISTER sip:registrar.home1.net SIP/2.0

...

Authorization: Digest username="user1_private@home1.net", realm="registrar.home1.net", nonce=base64(RAND + AUTN + server specific data), algorithm=AKAv1-MD5, uri="sip:registrar.home1.net", response="6629fae49393a05397450978507c4ef1", c_token="ffeeddccbbaa112233445566"
…

If the UE does not support TLS, the s_token and c_token fields shall not be included by the P-CSCF in SM6 and SM7 messages

3.4 PSK TLS for signalling protection

This chapter describes how pre-shared key (PSK) TLS [PSKTLS] is used for IMS signaling protection. In IMS signalling protection context, PSK TLS has two very important benefits if compared to "normal" TLS (i.e. based on server side TLS certificates, and SIP Digest based client authentication): 

· PSK TLS is easier to deploy securely. In "normal" TLS, we need to worry a lot about root CA's, certificate revocations, cross certification, and MitM attacks. With PSK TLS, all these problems disappear. It should be noted that the TLS solution presented in chapter 3.2 also overcomes these problems.

· PSK TLS works more easily for both directions. In "normal" TLS, we need to open the TLS session with SIP registration, and leave the TLS session open for all subsequent communication. There is no way for SIP proxy (P-CSCF) to open TLS to the client. With PSK TLS, the P-CSCF is able to open the TLS connection. It should be noted that the TLS solution presented in chapter 3.2 also overcomes these problems. In the presence of NAT this however requires that the TCP connection is left open. 
Figure 6 demonstrates the solution details. 
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Figure 6: PSK TLS based IMS access security

Protocol details are as follows: 

1. UE starts IMS registration procedure. The UE indicates TLS as an alternative security mechanism in “SIP security agreement” [RFC 3329]. 

2. P-CSCF relays IMS registration message in SM2 message. This message is the same as in IMS Rel-5/6. 

3. S-CSCF sends the authentication challenge with CK/IK. This message is the same as in IMS Rel-5/6.

4. After removing the session keys from the response, P-CSCF forwards the response to the UE. This message is the same as in IMS Rel-5/6.

5. The UE follows the rules of RFC 3329, and chooses TLS as the security mechanism. 

6. The UE and P-CSCF agree to use PSK TLS during the TLS handshake. 

7. The UE continues with normal IMS registration procedure. UE sends the authentication response to the P-CSCF in message SM7. This message is the same as in IMS Rel-5/6.

8. P-CSCF relays IMS registration message in SM8 message. This message is the same as in IMS Rel-5/6.

9. If the user has been successfully authenticated, the S‑CSCF sends a 2xx Auth_OK message to the P‑CSCF in message SM11. This message is the same as in IMS Rel-5/6.

10. P‑CSCF forwards the 2xx Auth_OK towards the UE in SM12. This message is the same as in IMS Rel-5/6.
The interoperability towards Rel-5/6 is straightforward since it can be negotiated via the Sec-agree.

Presented solution with PSK TLS corresponds to the security level of the current IMS signalling protection. This means that initial registration message, and some error messages cannot be protected between UE and P-CSCF. PSK TLS is not currently among the security mechanisms of RFC 3329. However, this is not needed since the “tls” parameter can be used in this case, and the TLS cipher suits can be negotiated within TLS handshake.

4 Discussion

TCP state in P-CSCF

When a NAT is present between the UE and P-CSCF, the TCP connection below the TLS layer needs to be left open to enable continuous communication and communication that is initiated from the P-CSCF. This means that the P-CSCF needs to keep TCP state information for the UEs that the P-CSCF is communicating with. 

It should be noted that for IPsec implementation, similar problems will arise, where a TCP connection (when used at least once) must not be closed down as this would result in problems if a new TCP connections will be needed within a short period of time. The problem is that 1) the IPsec SA is based on a specific client/server port pair, and 2) if a TCP connection is closed down, it will take some time before the resources for the connection is released fully and a new TCP connection can be established using that particular port pair. The only current viable solution for this currently is to keep the TCP connection open as soon as a TCP connection has opened. As current non-compressed SIP messages often exceed the 1400 bytes (the limit for UDP), it is most likely that a TCP connection will be needed to be kept also for IPsec based solutions. It is not clear if signalling compression will be used in TISPAN. Moreover, in this case the TCP connection cannot be established on demand, but it needs to be setup in the beginning of communication since it is setup with the Sec-agree negotiation. 

IPsec implementations need to keep IPsec SA information in addition to the TCP state information as described above. In particular, the TCP state information can be compared to the state information needed for keeping IPsec connections for each user in P-CSCF. In a common operating system setup KAME/FreeBSD the state information needed by a TCP connection, i.e. the size of the so called TCP control block (excluding the buffers), was measured to be 328 bytes and the state information needed by IPsec (including two pairs of SAs [560 bytes] and one Security Policy entry per SA [576 bytes] plus SA index header [132 bytes]) was measured to be 1268 bytes. This shows that the ratio is 1268/328 i.e. approximately 3,8 times for the benefit of TCP. Therefore, the conclusion is that the resources needed for the TCP state information are not regarded to be an issue compared to the other information the P-CSCF needs to hold. (The state information needed in Kernel is compared here since it is assumed to be more difficult to optimize and the storage is more limited than in application level implementations.) 

Incoming signalling connections

In TD S3-050333 [S3-050333] it was stated that “During finalisation of Rel-5 IMS security, SA3 spent some time on specifying port handling in section 7.1 of TS 33.203. In those discussions, it was clarified that a P-CSCF must be able to establish a new signalling connection to the UE, despite the facts that the UE did already establish another TCP connection to the P-CSCF, and that TCP connections are bi-directional.” However, neither SIP RFC 3261 [RFC3261] nor section 7.1 of TS 33.203v6.7.0 reflects this understanding. Instead section 7.1 has two notes that say that existing TCP connections may be re-used: “Both the UE and the P‑CSCF may set up a TCP connection from their client port to the other end's server port on demand. An already existing TCP connection may be reused by both the P‑CSCF or the UE; but it is not mandatory.” Therefore, it is assumed that no such requirement exists that was mentioned in S3-050333. In fact, IETF SIP WG is currently working on this specific issue, see [SIPDRAFT]. The approach in SIP WG is described in the introduction of the draft:

“The key idea of this specification is that when a UA sends a REGISTER request, the proxy can later use this same connection to forward any requests that need to go to this UA.”
When a bi-directional TCP connection is already setup, there is generally no need to set up an additional TCP connection. This is the case both for IPsec and TLS solution. However, if two unidirectional UDP streams are used, both P-CSCF and UE must be able to setup a bi-directional TCP connection. 

Deployment

The enhanced IMS access security solution will likely be used in both fixed broadband (TISPAN) and wireless (3GPP) environments. While it may be possible that the same devices could be used to IMS access in both environments, it is believed that PCs will be an important terminal type in fixed broadband environments (in particular short term). Therefore a solution should be chosen that is easily deployed in this environment.

Advantages of TLS

The main advantages of TLS are:

· Proven and mature
This contribution has added two MACs that are used with normal TLS, which is considered a minor update. It should be noted that PSK TLS is not a completely new protocol either, but more an extension of the normal TLS.

· Regular TLS is already available in many SIP client implementations. This makes the deployment of TLS cheap and quick. Furthermore, 3GPP Release 6 UE already supports TLS. 

· TLS is easy to integrate to application layer. Software development will be easier and faster.

· No issues when multiple clients used behind a NAT.

· TLS interoperates easily with all existing PC applications, and does not require changes to the operating system.
· Easy and fast deployment of access security into PC environment, which is highly important from business perspective. 

· The proposed TLS solutions have no need for PKI.

· Alignment with IETF SIP standard.

5 Conclusion

This contribution demonstrated how certificate based TLS or PSK TLS can be used with IMS AKA to provide a signalling protection solution for IMS that works with NATs. Especially, it was shown that concerns related to the use of certificates with TLS, e.g. certificate revocation, can be solved by using IMS AKA based tokens. The TLS solutions are interoperable with Rel-5/6 IMS solution by providing a fallback mechanism. TLS has many benefits, including easy deployment due to proven and mature technology, and does not require changes to operating systems in PC environment. Therefore it is proposed that TLS is adopted as signalling protection solution for enhanced IMS access security.
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