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0. Introduction

This contribution proposes to shorten the length of the TCAPsec header where possible. This is favorable in order to avoid message segmentation. Clause one proposes to optimize PM1 messages as these do not need IV values. Clause 2 proposes to shorten the length of SS7 SEG id and Prop-value. Clause 3 contains the combined pCR. 

1. Remove SS7-SEG-Id and prop from the Security header for PM1

The security header currently includes the SS7 SEG-Id. Its value (as described within section 5.5.1 TS 33.204) is currently defined as follows:  

“SS7 SEG-Id:


6 octets used to create different IV values for different SS7-SEGs within the same TVP period. It is necessary and sufficient that SS7-SEG-id is unique per PLMN. (This is sufficient because sending keys are unique per PLMN.) The SS7 SEG-Id shall be the E.164 global title without the CC and NDC.”

TCAPsec is using counter mode encryption and as such requires that the IV is only used once for a given SA. Note that the IV is not used within the MAC-calculation (integrity protection). The IV is currently constructed as (section 5.6.3). 

“The IV used in the encryption shall be constructed as follows:


IV  = TVP || SS7-SEG-Id  || Prop || Pad

The padding field is used to expand TVP || SS7-SEG-Id || Prop to the IV length required by the cryptographic scheme in use.

The IV length shall be 16 octets. The padding (Pad) shall be 2 octets with all bits set to zero.”

When the sending PLMN only applies integrity protection (PM1), the transport of the SS7-SEG-Id and Prop has no merit, as these values will not be used at the target PLMN. Leaving out the SS7-SEG-Id and Prop from the Security header is therefore an optimization of the amount of needed extra bytes in case of PM1 protected messages. This of course, creates a different security header length for both PM1 and PM2 message. However for the receiver’s checking of integrity/authenticity and replay the necessary parameter processing can be transparent for both PM1 and PM2, when the place of the required parameters in the security header is kept identical or by using adequate ASN1 coding. This is however a Stage 3 issue (and the responsibility of CT4).
Note that, when leaving out the SS7-SEG-Id from the security header for PM1 messages, the receiving PLMN will not know anymore which SS7-SEG has processed the message. The question is whether this property is desirable or essential for the error handling in case of repetitive MAC-failures or out-of-window TVP’s. For MAC failures, this may also point to maliciously sent messages, message corruption or intentionally changed messages by a third party. TVP sliding to the boundaries of the allowed window may be anticipated at the receiver, which may inform the senders PLMN by out-of-band means. So it seems that the SS7 SEG Id presence of the senders SS7-SEG is not essential. 

Proposal-1: Reduce the Security Header length for PM1 to following (Save 10 octets): 

For Protection Mode 1, the security header is a sequence of the following elements:

Security header  =  SPI || Original component Id || TVP  
2. PM2: Reducing the length of SS7 SEG-Id and Prop

When using PM2, it is possible to save some bytes within the TCAPsec security header. The security restriction that has to be obeyed is the IV-uniqueness. Leaving out the SS7-SEG-id is not possible. But the TCAPsec architecture does not have so much cryptographic entities as the original MAPsec architecture. Therefore restricting the SS7 SEG ID to one (256-values) byte is more than enough.  Also the Prop value is currently over dimensioned with 4 bytes. It is proposed to limit the Prop value to 1 byte (this allows 256 different values within one SS7 SEG).  

Note that it is not sufficient for unique IV creation to use the SCCP calling party address of the sending NE in stead of the SS7 SEG Id. In case NEa would route messages to different SS7SEG’s, then it would become possible that the same IV is created for different messages under the same SA. 

Proposal-2: Reduce the Security Header length for PM2 to following (save 8 octets): 

For Protection Modes 2, the security header is a sequence of the following elements:

Security header  =  SPI || Original component Id || TVP || SS7 SEG-Id || Prop

Where 
-
SS7 SEG-Id:


1 octet used to create different IV values for different SS7-SEGs within the same TVP period. It is necessary and sufficient that SS7-SEG-id is unique per PLMN. (This is sufficient because sending keys are unique per PLMN.) The SS7 SEG-Id shall be a unique number within the PLMN..
-
Proprietary field (PROP):


1 octet used to create different IV values for different protected TCAPuser messages within the same TVP period for one NE. The usage of the proprietary field is not standardised.

The length reduction of SS7 SEG-Id and PROP also has an influence on the IV construction where more passing will be needed. However this will not violate the IV-uniqueness-requirement.  

3. Combined pCR

***BEGIN CHANGE***

 5.5.1
TCAPsec security header

For Protection Mode 0, the security header is a sequence of the following data elements:


Security header  = SPI || Original component Id
For Protection Mode 1, the security header is a sequence of the following elements:

Security header  =  SPI || Original component Id || TVP
For Protection Mode 2, the security header is a sequence of the following elements:

Security header  =  SPI || Original component Id || TVP || SS7 SEG-Id || Prop

where
-
Security Parameters Index (SPI):


See Clause 5.4

-
Original component Id:


Identifies the type of component (invoke, result or error) that is transported by TCAP and that is being securely transported (Operation identified by operation code, Error defined by Error Code or User Information).
-
TVP:


The TVP, used for replay protection of secured TCAP user message,  is a 32 bit time-stamp. The receiving network entity will accept an operation only if the time-stamp is within a certain time-window. The resolution of the clock from which the time-stamp is derived is 0.1 seconds. The size of the time-window at the receiving network entity is not standardised.

-
SS7 SEG-Id:


1 octet used to create different IV values for different SS7-SEGs within the same TVP period. It is necessary and sufficient that SS7-SEG-id is unique per PLMN. (This is sufficient because sending keys are unique per PLMN.) The SS7 SEG-Id shall be a unique number within the PLMN.
-
Proprietary field (PROP):


1 octet used to create different IV values for different protected TCAPuser messages within the same TVP period for one NE. The usage of the proprietary field is not standardised.


***END CHANGE***

***BEGIN CHANGE***

5.6.3
Construction of IV

The IV used in the encryption shall be constructed as follows:


IV  = TVP || SS7-SEG-Id  || Prop || Pad

The padding field is used to expand TVP || SS7-SEG-Id || Prop to the IV length required by the cryptographic scheme in use.

The IV length shall be 16 octets. The padding (Pad) shall be 10 octets with all bits set to zero.

***END CHANGE***




