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1. Discussion

The contribution discusses the semantics, format and length of the SA expiry time’s in order to remove a remaining Editor’s note.

Although the SA attributes, SA Soft -and Hard expiry lifetime define that the lifetimes shall be expressed in UTC time, the format and length of UTC time has not been specified yet.

UTC format has been defined in various standards from which ISO 8601 is the most important one. Some examples

· ISO 8601 (used as source for ANSI X3.30 US and EN 28601 Europe)

· W3C profile of ISO 8601

· RFC1123 (which obsoletes RFC 822)

· RFC2616 defines the correct time format for use with http

The exact format of the SA lifetime may be determined by the protocol that will transport these values if automatic SA-negotiation is used. For instance let’s suppose that the KAC architecture of MAPsec would be reused, as well as MAPsec-DoI. Within MAPsec DoI the SA lifetime is expressed in seconds (The SA duration). This SA lifetime within IKE is the maximum SA lifetime i.e. the hard lifetime which can be obtained in the KAC after a conversion that takes into account the system UTC time when the SA was successfully negotiated. If no automatic SA negotiation is used, then SA hard lifetime values have to be communicated via out-of-band means between operators. So an unambiguous format would be desirable, but very deep granularity (e.g. milliseconds) is not essential, and could pose extra requirements to SA-negotiation protocols.

The Soft Expiry Time needs no negotiation between the PLMNs but is actually relative to the Hard Expiry Time as determined by the originating network. The difference between the Soft and the Hard Expiry Time should at least be as big as the expected clock shift during the SA lifetime of both communicating NE’s. 

A proposed time format is YYYY-MM-DDThh:mm:ssTZD (e.g. 2005-08-31T19:50:30Z or 2005-08-31T18:50:30-01:00 which are equal values) which is based on the W3C Date Time Format (profile of ISO 8601) [1]. A reason for choosing the W3C DTF is that is publicly available unlike ISO 8601:2000 (or upgrades of it). The format is simple and human readable, and can therefore be used for local NE administration also (when there is no automatic SA negotiation).

[1] W3C DTF profile of ISO 8601: 2000 - Data Elements and Interchange Formats - Information Interchange - Representation of Dates and Times. International Organization for Standardization. http://www.w3.org/TR/1998/NOTE-datetime-19980827
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5.4
TCAPsec security association attribute definition

The TCAPsec security association shall contain the following data elements:

-
Destination Network-Id:


Network-Id is the ID number of the receiving network. The value for the Network-Id is a concatenation of the Country Code (CC) and National Destination Code (NDC) of the receiving network. The Destination Network-Id is used to identify which SAD-entry shall be used when traffic protection is needed.
-
Security Parameters Index (SPI):

SPI is a 32-bit value that is used in combination with Destination Network-Id to uniquely identify a TCAPsec-SA. The SPI is used to identify which SAD-entry shall be used when de-protecting traffic. Therefore the SPI needs to be assigned by the receiving Network. 
-
Sending Network-Id:


Network-Id is the ID number of the sending network. The value for the Network-Id is a concatenation of the Country Code (CC) and National Destination Code (NDC) of the sending network.

-
SS7 Security Gateway Encryption Algorithm identifier (SEA):


Identifies the encryption algorithm. Mode of operation of algorithm is implicitly defined by the algorithm identifier. Mapping of algorithm identifiers is defined in clause 5.6.

-
SS7 Security Gateway Encryption Key (SEK):


Contains the encryption key. Length is defined according to the algorithm identifier.

-
SS7 Security Gateway Integrity Algorithm identifier (SIA):


Identifies the integrity algorithm. Mode of operation of algorithm is implicitly defined by the algorithm identifier. Mapping of algorithm identifiers is defined in section 5.6.

-
SS7 Security Gateway Integrity Key (SIK):


Contains the integrity key. Length is defined according to the algorithm identifier.

-
SA Hard Expiry Time:

Defines the actual expiry time of the SA. The Hard Expiry Time shall be given in UTC time with format YYYY-MM-DDThh:mm:ssTZD as described by W3C DTF[9]. 
-
SA Soft Expiry Time:

Defines Soft Expiry Time of the SA for outbound traffic. The format of the Soft Expiry Time is equal to the Hard Expiry Time. The SA Soft Expiry Time is determined by the Originating Network and shall expire before the SA Hard Expiry Time.

After the Hard Expiry Time has been reached, the SA shall no longer be used for inbound or outbound traffic. When the Soft Expiry Time is reached, the SA shall not be used any longer for the outbound traffic unless no other valid SA exists.

If the SA is to indicate that TCAPsec is not to be applied then all the algorithm attributes shall contain a NULL value.
***END CHANGE***








