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1. Introduction

The pCR includes following type of changes

1) Clarify more exactly how the SAD parameters are used in inbound and outbound direction.

2) Introduce Origin network Id (consistently with Destination Network Id for the SAD).

3) A few editorial corrections to enhance readability.

2 Pseudo CR

***BEGIN CHANGE***

5.4
TCAPsec security association attribute definition

The TCAPsec security association shall contain the following data elements which can be classified in two groups 

A) SA Identification attributes i.e. Network Ids and SPI:
In sending direction, the SA-identification is based on Destination Network Id. Per Destination Network Id more than one SA may exist. In the case where more than one valid SA is available at the SAD, the sending SS7-SEG shall choose the SA for which the soft expiry time will be reached next.

In receiving direction the used SPI from within the TCAPsec security header can be used to retrieve the Origin Network Id.

B) Assigned cryptographic parameters per SPI: 

Key and algorithm identifiers and SA lifetime.
SA Identification attributes: 
-
Destination Network-Id:


The Destination Network-Id is the ID number of the receiving network. The value for the Network-Id is a concatenation of the Country Code (CC) and National Destination Code (NDC) of the receiving network. The Destination Network-Id is used to identify which SAD-entry shall be used when traffic protection is needed.
-
Security Parameters Index (SPI):

SPI is a 32-bit value that is used in combination with Destination Network-Id to uniquely identify a TCAPsec-SA. The SPI is used to identify which SAD-entry shall be used when de-protecting traffic. Therefore the SPI needs to be assigned by the destination Network. 
-
Origin Network-Id:


The Origin Network-Id is the ID number of the sending network. The value for the Network-Id is a concatenation of the Country Code (CC) and National Destination Code (NDC) of the sending network.
Cryptographic parameters per SPI: 
-
SS7 Security Gateway Encryption Algorithm identifier (SEA):


Identifies the encryption algorithm. Mode of operation of algorithm is implicitly defined by the algorithm identifier. Mapping of algorithm identifiers is defined in clause 5.6.

-
SS7 Security Gateway Encryption Key (SEK):


Contains the encryption key. The length of SEK is defined according to the algorithm identifier.

-
SS7 Security Gateway Integrity Algorithm identifier (SIA):


Identifies the integrity algorithm. Mode of operation of algorithm is implicitly defined by the algorithm identifier. Mapping of algorithm identifiers is defined in section 5.6.

-
SS7 Security Gateway Integrity Key (SIK):


Contains the integrity key. The length of SIK is defined according to the algorithm identifier.

-
SA Hard Expiry Time:

Defines the actual expiry time of the SA. The hard expiry time shall be given in UTC time.

-
SA Soft Expiry Time:

Defines soft expiry time of the SA for outbound traffic. The soft expiry time shall be given in UTC time.

Editor’s Note:
The exact format and length to be defined.

After the hard expiry time has been reached the SA shall no longer be used for inbound or outbound traffic. When the soft expiry time is reached, the SA shall not be used any longer for the outbound traffic unless no other valid SA exists.

If the SA is to indicate that TCAPsec is not to be applied then all the algorithm attributes shall contain a NULL value.

***END CHANGE***








