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1. Discussion

The Draft specification TS 33.204 has been based on TS 33.200 (MAPsec). Due to the architectural changes by introducing SS7 Security Gateways, the protection mode 0 has become useless but PM0 is still described within TS 33.204. The existence of PM0 within TS 33.200 was due to the fact that the sending MAP-NE did require the same application context (e.g. Secure Application Context) for the error/response message processing. While it was possible that the NE-request was send protected (PM1, PM2), it may be possible that the error or response did not require protection (Protection profiles). Therefore a pseudo (unprotected) tunnel had been defined to ensure that the correct application context could be verified at the receiving NE. With the introduction of SS7 Security gateways (stateless) this behavior does not apply anymore to both NE’s and SS7SEG. Furthermore, PM0 adds signalling overhead which is to be avoided. It is therefore proposed that TCAPuser messages that do not need protection, shall be routed unchanged. Hence PM0 shall be removed from the specification.

2 Pseudo CR

This pCR includes also a few editorial changes in addition to the PM0 changes.

***BEGIN CHANGE***

5.5
TCAPsec structure of protected messages

TCAPsec provides following protection modes and these are defined as follows:


Protection Mode 1:
Integrity, Authenticity

Protection Mode 2:
Confidentiality, Integrity, and Authenticity
In case a TCAP message does not require protection (as indicated by the SPD) then the message shall be routed unchanged by the SS7SEG.
TCAP operations protected by means of TCAPsec consist of a Security Header and the Protected Payload. Secured TCAP user messages have the following structure:

	Security Header
	Protected Payload


In all protection modes, the security header is transmitted in cleartext.

In protection mode 2 providing confidentiality, the protected payload is essentially the encrypted payload of the original TCAP message. For integrity and authenticity in protection mode 1, the message authentication code is calculated on the security header and the payload of the original TCAP message in cleartext and it is included in the protected payload. The message authentication code in protection mode 2 is calculated on the security header and the encrypted payload of the original TCAP message. 

5.5.1
TCAPsec security header



For all Protection Modes, the security header is a sequence of the following elements:


Security header  =  SPI || Original component Id || TVP || SS7 SEG-Id || Prop

-
Security Parameters Index (SPI):


See Clause 5.4

-
Original component Id:


Identifies the type of component (invoke, result or error) that is transported by TCAP and that is being securely transported (Operation identified by operation code, Error defined by Error Code or User Information).
-
TVP:


The TVP, used for replay protection of secured TCAP user message, is a 32 bit time-stamp. The receiving network entity will accept an operation only if the time-stamp is within a certain time-window. The resolution of the clock from which the time-stamp is derived is 0.1 seconds. The size of the time-window at the receiving network entity is not standardised.

-
SS7 SEG-Id:


6 octets used to create different IV values for different SS7-SEGs within the same TVP period. It is necessary and sufficient that SS7-SEG-id is unique per PLMN. (This is sufficient because sending keys are unique per PLMN.) The SS7 SEG-Id shall be the E.164 global title without the CC and NDC.
-
Proprietary field (PROP):


4 octets used to create different IV values for different protected TCAPuser messages within the same TVP period for one SS7 SEG. The usage of the proprietary field is not standardised.

5.5.2
Protected payload



5.5.2.1
Protection Mode 1

The protected payload of secured TCAP user messages in protection mode 1 takes the following form:

	Cleartext|| f7(Security Header||Cleartext)


where "Cleartext" is the payload of the original TCAP user message in cleartext. Therefore, in Protection Mode 1 the protected payload is a concatenation of the following information elements:

-
Cleartext

-
Message authentication code (MAC-M) calculated by the function f7

Authentication of origin and message integrity are achieved by applying the message authentication code (MAC-M) function f7 with the integrity key defined by the security association to the concatenation of Security Header and Cleartext. The MAC-M length shall be 32 bits.

5.5.2.2
Protection Mode 2

The protected payload of secured TCAP user Messages in protection mode 2 takes the following form:

	f6( Cleartext) || f7(Security Header|| f6( Cleartext))


where "Cleartext" is the original TCAP user message payload in cleartext. Confidentiality is achieved by encrypting Cleartext using the encryption function f6 with the confidentiality key defined by the security association and the initialisation vector (IV). Authentication of origin and integrity are achieved by applying the message authentication code (MAC-M) function f7 with the integrity key defined by the security association to the concatenation of Security Header and ciphertext. The MAC-M length shall be 32 bits. The length of the ciphertext is the same as the length of the cleartext.

***END CHANGE***

***BEGIN CHANGE***

Annex B (normative):
TCAPsec message flows

Imagine a network scenario with two SS7-SEG at different PLMNs (SS7-SEGa and a SS7-SEG in the receiving PLMNb) willing to communicate using TCAPsec. Figure 1 presents the message flow.
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Figure B-1. TCAPsec Message Flow

According to Figure 1, when SS7-SEGa from PLMN A on behalf of NEa needs to send a message towards NEb within PLMN B using TCAPsec, the process is the following:

The Sending Entity SS7-SEGa performs the following actions during the outbound processing of every TCAP user message:

1.
SS7-SEGa checks its Security Policy Database (SPD) to check if TCAPsec mechanisms shall be applied towards PLMN B:

a)
If the SPD does not mandate the use of TCAPsec towards PLMN B, then normal TCAP communication procedures will be used and the process continues in step 4.
b)
If the SPD mandates the use of TCAPsec towards PLMN B, then the process continues at step 2.
c)
If no valid entry in the SPD is found for PLMN B, then the communication is aborted and the message is discarded. 
2.
SS7-SEGa checks its Security Association Database (SAD) for a valid Security Association (SA) to be used towards PLMN B. In the case where more than one valid SA is available at the SAD, SS7-SEGa shall choose the one, the soft expiry time of which will be reached next.

a)
In case protection of TCAPsec messages towards PLMN B is not possible (e.g. no SA available, invalid SA…), then the message is discarded.

b)
If a valid SA exists then the process continues at step 3.

3.
SS7-SEGa constructs the TCAPsec message towards NEb using the parameters (keys, algorithms) found in the SA and the protection mode from the SPD.

4.
SS7-SEGa either: 
a)
sends a TCAPsec message towards PLMNb (from step 3).

b)
forwards an unprotected TCAP message in the event that the SPD towards PLMNb allowed it (step 1.a.).
At the Receiving PLMN, an SS7-SEG (e.g. SS7-SEGb) performs the following actions during the inbound processing of every TCAP user message it received:
5.
If an unprotected TCAP message is received, the process continues with step 6.


Otherwise, SS7-SEGb decomposes the received TCAPsec message and retrieves SPI and Original component Id from the security header.

6.
The SS7-SEGb checks the SPD:


An unprotected TCAPsec message is received:

a)
If an unprotected TCAP message is received and fallback to unprotected mode is allowed for the specified SCCP Calling party address, then the unprotected TCAP message is simply processed (Process goes to END)

b)
If an unprotected TCAP message is received, but the SPD mandates the use of TCAPsec and fallback to unprotected mode is NOT allowed, then the message is discarded.

A TCAPsec message is received, the receiving SS7-SEG checks SPI in the SPD:

c)
If SPI is not in SPD or there is no valid entry for the PLMN associated with SPI in the SPD, then the message is discarded.

d)
If a TCAPsec message is received, but the SPD indicates that TCAPsec is NOT to be used, then the message is discarded.

e)
If a TCAPsec message is received and the SPD indicates that TCAPsec is required, then the process continues at step 7.

7.
The receiving SS7-SEG checks its SAD to retrieve the relevant SA-information for processing of the TCAPsec message:

a)
If the received SPI points to a valid SA, then the SS7-SEG retrieves the protection mode and the process continues at step 8.
b)
If the received SPI does not point to a valid SA, the message is discarded.

8.
Freshness of the protected message is checked by ensuring the Time Variant Parameter (TVP) is in an acceptable window. Integrity and encryption mechanisms are applied to the message according to the identified protection level, by using the information in the SA (Keys, algorithms).

a)
If the result after applying such mechanisms is NOT successful then the message is discarded.

b)
If the result after applying such procedures is successful, then SS7-SEG has the cleartext TCAP message NEa originally wanted to send to NEb. The cleartext TCAP message can now be forwarded by the receiving SS7-SEG to NEb (Process goes to END)

END:
A cleartext TCAP user message is available at the receiving SS7-SEG.

In the event the received message at NEb requires an answer to NEa (Return Result/Error), an SS7 SEG in PLMN B will, on behalf of NEb perform the process in steps 1 to 4 acting as the Sender and an SS7 SEG in PLMN A will perform the process in steps 5 to 8 acting as the Receiver and forward a successfully received message to NEa.
***END CHANGE***
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