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1 Introduction

The draft TS TCAP user security specifies security mechanisms and procedures necessary to protect all TCAP user messages, which are sent between different security domains. The complete set of enhancements and extensions to facilitate security protection for the TCAP protocol is covered by transport security in the TCAP protocol itself and the security management procedures. However, the routing principles of the protocol messages are missing. 

2 Clarify Routing principle in SCCP

In the TCAP user security TS, the following figure 4.2-1 illustrate the network architecture. The draft TS mentions that in a PLMN that employs SS7 Security Gateways all TCAP user signalling messages entering or leaving the PLMN have to transit an SS7 Security Gateway which belongs to the PLMN and which performs the protection of leaving messages and the protection checking and de-protection or blocking of entering messages.

However, the routing principles in SCCP are not described.  SS7-SEG acts as transit node and all TCAP user messages go through that node. SS7-SEG may use the same SCCP called party address to route the modified messages forward to the final destination. If the called party address (of the message from NE-a to NE-b) points to the SS7-SEG-A from NE-a, then in SS7-SEG-A the Global Title translation should point to the own point. After the TCAP user level has protected the message, the called party address in SS7-SEG-A should point to the SS7-SEG of PLMN-B. 

For example, if the called address is going to be kept unchanged in SS7-SEG, it is not possible to route the message correctly since it is not possible that the Global Title translation of the same address (in the same node) would lead both to own point (SS7-SEG-A) and to remote point (SS7-SEG-B). This means that the SS7-SEG should then do the Global title translation.
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Figure 4.2-1: SS7-Security Gateway Architecture

3 Proposal

Based on above discussion, SS7-SEG should do Global Title translation.  More clarification for routing principles in the chapter 4.2 of the TS is needed. The proposed pseudo-CR is attached to this discussion paper. 
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